CLaOVISTEX

User Guide

Ver 4.6

Clavister AB

Torggatan 10,

SE-891 28 ORNSKOLDSVIKe,
SWEDEN

www.clavister.com



Clavister Insight 4.6 User Guide

Copyright and Trademarks

Clavister Insight End User License Agreement.

Important - BEFORE OPENING OR INSTALLING THE SOFTWARE PACKAGE(S), CAREFULLY
READ THE TERMS AND CONDITIONS OF THE FOLLOWING Clavister Insight LICENSE
AGREEMENT. OPENING OR INSTALLING THE SOFTWARE PACKAGE(S) INDICATES YOUR
ACCEPTANCE OF THE TERMS AND CONDITIONS OF THE AGREEMENT. THIS IS A LEGAL
AGREEMENT BETWEEN YOU, AS LICENSEE, AND EIQNETWORKS, INC. ("EIQNETWORKS") AS
OWNER. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE AGREEMENT,
RETURN THE UNOPENED AND UNINSTALLED SOFTWARE PRODUCTS AND THE
ACCOMPANYING ITEMS TO THE PLACE YOU OBTAINED THEM. PROMPTLY RETURN THE
UNOPENED AND OR UNINSTALLED SOFTWARE PACKAGE(S) AND ALL OTHER MATERIALS
WITH PROOF OF PAYMENT TO YOUR PLACE OF PURCHASE, AND YOUR LICENSE FEE WILL BE
REFUNDED.

SOFTWARE LICENSE

1) GRANT OF LICENSE. This License Agreement ("'License") gives you a nonexclusive,
nontransferable license to install one copy of the software per contained in the sealed software
package or electronic package and may include electronic documentation or paper
documentation, (the "SOFTWARE") on one (1) workstation, or server ("HOST"). Base license
allows the user to collect, analyze and report on log / event / activity data from ten(10)
licensed devices. An additional license is needed for each additional device beyond the base
license to collect, analyze and report on log / event / activity data from licensed network
device or licensed host. A Base License is required before additional licenses can be
purchased. A device is defined as any supported network switch, router, firewall, IDS / IPS /
Proxy / Anti Virus Server / any network device or appliance. A host is defined as any Windows
or Linux/Solaris or Unix node.

The SOFTWARE is in "use" on a computer when it is loaded into the temporary memory (RAM)
or installed into the permanent memory (HARD DISK /CD ROM, or other storage device) of
that computer. A separate license is required for each physical device on which the licensed
software will be used to collect, analyze, monitor and report.

Clavister Insight is licensed based on Device IP address, Device ID, and or Device Name.
Customers who wish to purchase Clavister Insight license are required to provide the Systems
Identifier (System ID of the system on which Clavister Insight will be installed) so that
elQnetworks can generate the appropriate license key. Customers who subsequently change
their System are required to submit a written letter (on your company letterhead) requesting
elQnetworks to issue a new license key. elQnetworks at its sole discretion will determine if it
will issue a new license key.

2) UPGRADES. If the SOFTWARE is a valid upgrade you may use or transfer the SOFTWARE
only in conjunction with the prior version(s) of the SOFTWARE.

3) COPYRIGHT. The SOFTWARE (including any images, photographs and text incorporated into
the SOFTWARE) is owned by elQnetworks, and is protected by United States, Canadian and
international copyright laws and international treaty provisions. No title to the Software shall
be transferred to you. Therefore you must treat the SOFTWARE like any other copyrighted
material and not reproduce it except that you either (a) make one copy of the SOFTWARE
solely for backup or archival purposes, or (b) transfer the SOFTWARE to a single hard disk
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provided you keep the original solely for backup or archival purposes, and the copy contains
all of elQnetworks' proprietary notices. You may not copy the printed materials accompanying
the SOFTWARE.

4) TITLE. Clavister Insight and the information it contains, any updates and all copies are
elQnetworks property and title to such Software Program remains with elQnetworks.

5) Other Restrictions. You may not reverse engineer, decompile, disassemble, or translate the
SOFTWARE, except to the extent such foregoing restriction is expressly prohibited by
applicable law. You may not permit other individuals to use the Software Program except
pursuant to the terms and conditions herein, reverse assemble, decompile, modify or create
derivative works based on the Software Program, copy the Software Program except as
provided above, rent, lease, assign or otherwise transfer any rights with respect to the
Software Program or remove any proprietary notices on such Software Program. It is illegal to
copy or distribute Clavister Insight software or its accompanying documentation, including
programs, applications, data, codes, and manuals, or to run a copyrighted software program
on two or more computers simultaneously unless this is specifically allowed by the license
agreement, without permission or a license from elQnetworks.

6) Dual-media Software. You may receive the SOFTWARE in more than one medium.
Regardless of the type or size of medium you receive, you may use only the medium
appropriate for your single-user computer. You may not use the other medium on another
computer or loan, rent, lease, or transfer the disks to another user except as part of the
permanent transfer (as provided above) of all SOFTWARE and printed materials, nor print
copies of any user documentation provided in "online" or electronic form.

7) EXPORT CONTROLS. The Software Program and/or any underlying information or
technology may not be exported or re-exported into or to a national or resident of Cuba,
Libya, North Korea, Iran, Syria or any other country to which the United States has effected
an embargo, or to anyone on the U.S. list of Specially Designated Nationals.

8) TERMINATION. elQnetworks may terminate the license granted you hereunder at any time
if you fail to comply with any terms and conditions of this Agreement. Upon termination of the
license, you must destroy or dispose of the Software, any copies of the Software and manual
and other materials provided with the Software.

9) THIRDPARTY SOFTWARE. The Software Program uses certain third-party libraries/software.
The license agreements of the same are provided with *THIRDPARTYLICENSEREADME.txt*
under application install path.

LIMITED WARRANTY. elQnetworks warrants that the SOFTWARE will perform substantially in
accordance with the accompanying written materials for a period of thirty (21) days from the
date of receipt. Some states/jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you. This warranty may not be assigned.

CUSTOMER REMEDIES. elQnetworks and its suppliers' entire liability and your exclusive
remedy shall be, at elQnetworks option, either (a) return of the price paid, or (b) repair or
replacement of the SOFTWARE that does not meet elQnetworks Limited Warranty and which is
returned to elQnetworks with a copy of your receipt. This Limited Warranty is void if failure of
the SOFTWARE has resulted from accident, abuse, or misapplication. Any replacement
SOFTWARE will be warranted for the remainder of the original warranty period or twenty-one
(21) days, whichever is longer.

NO OTHER WARRANTIES. To the maximum extent permitted by applicable law, elQnetworks
and its suppliers disclaim all other warranties, either or implied, including, but not limited to,
implied warranties of merchantability and fitness for a particular purpose, with regard to the
SOFTWARE and the accompanying printed materials. This limited warranty gives you specific
legal rights. You may have others which vary from state/jurisdiction to state/jurisdiction.
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NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maximum extent permitted by
applicable laws, in no event shall elQnetworks or its suppliers be liable for any damages
whatsoever (including without limitation, damages for loss of business profits, business
interruption, loss of information, or other pecuniary loss) arising out of the use of or inability
to use Clavister Insight, even if elQnetworks has been advised of the possibility of such
damages. Because some states/jurisdictions do not allow the exclusion or limitation of liability
for consequential or incidental damages, the above limitation may not apply to you.

Should you have questions concerning this Agreement, or if you desire to contact elQnetworks
please visit our Web site: www.elQnetworks.com

| have read and agree to the terms and conditions above.

Clavister InSight™, elQnetworks™, The Power of Security Intelligence, Security
Analysis Center™ and Instant Reports™ are trademarks and or Service marks of
elQnetworks, Inc.
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Introduction

This chapter provides a description of the Clavister Insight and its
components.

What is CI1S?

CIS provides a platform to manage security information and events
effectively. This requires the collection of log files from devices,
normalizing the data across disparate devices, aggregation of the data into
a database and correlating the data for monitoring, alerting, reporting and
forensic tasks. CIS automates all these tasks meticulously so that the IT or
security administrators valuable time can be spent analyzing the networks
security posture rather than the tedious manual process of managing log
files.

Components in CIS

CIS constitutes of 2 main components:

< CIS Server

<% Syslog Server

CIS Server: All the network devices to be analyzed are added, profiles and
alerts are configured so that when syslog server fetches the event logs in a
live environment, it can report on the event logs. These reports help the
security administrator to take proactive actions and safeguard networks.

Syslog Server: Collects event logs automatically from all the configured
network devices, compresses them into delta files and sends it across to
the CIS Server for generating reports.
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Clavister Insight 4.6 helps you

2
”Q

Meet HIPAA, GLBA, Sarbanes-Oxley, FISMA and PCI regulatory
compliance.

Monitor and visualize hacker and virus attacks and behavior
patterns.

Minimize or eliminate false positives with correlated alerting.

Identify intrusions, viruses and security breaches, including blended
attacks.

Ildentify attack type, source, destination, port, protocol, severity,
rules, etc. in real-time.

Obtain details on virus activity such as virus source, virus type,
virus details, virus impact, etc.

Using forensic analysis, vector an attack for investigating a hacker’s
behavior and attack path.

Understand protocol usage by device, user and department.
Understand blocked website access and allowed/denied traffic.
Bandwidth utilization by department, client and protocol.
Identify inappropriate Internet usage by employees.
Understand and obtain details on SPAM and spyware activity.

MSSPs can provide role based access to reporting and monitoring
portals.

Icons in the Documentation

There are three icons used to call your attention to additional helpful

information.

Q The "Important!” icon points out important information regarding data or
- system security.

The "Note" has information that should be considered.

“Q’I The "Tip" has information that may aid in performing a procedure or in

solving a problem.
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Getting Started

This chapter provides instructions how to start, configure default options,
and create profiles using Clavister Insight 4.6.

Starting Clavister Insight

This section explains how to start Clavister Insight (registered version or a
trial version).

Once you install the software successfully, start CIS by double clicking on
the Clavister Insight icon created on the desktop.

CIS Desktop Icon

Alternatively, you can start Clavister Insight by typing the installed Web
site URL in the address bar of the browser window.

Provide the default user credentials created during the CIS install on the
login screen.

The first time you start your CIS software, a 21 days evaluation period
begins, good enough to understand the application, test its operation, and
purchase the product. During the evaluation period, Clavister Insight is as
competent as the purchased product. At the end of the evaluation period,
the evaluation license expires, thereby ceasing the CIS operations.

To ensure uninterrupted Security Information and Event analysis and to
protect your network, you should purchase the product at the earliest.
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Navigating through CIS

By default, CIS starts the Dashboard console. The following list highlights

important features of the product to evaluate.

1.

Help

Dashboard: View security events data from 100s of heterogeneous and
multi-vendor network devices.

Alerts: Template driven Alert Manager allows creation and definition of
any number of alerts.

Forensics: Provides the ability for forensics search of 100s of GB of log
data for security audits.

Policies: Rule based policies, where the user can decide to deliver
alerts via e-mail or group the required events in an event class to set
threat levels.

Security Center:

% Reporting: Delivers powerful custom and pre-defined reports for
security including reports for antivirus, spam, spyware, and
regulatory compliance.

< Monitoring: Provides a quick, consolidated real-time view of the
security posture of the network.

Device Manager: Provides central platform to configure all devices.

Extensive online help is available for all the modules by clicking @ on the

top right-hand corner of each screen. If you have any questions about

Clavister Insight, our support team will be glad to assist you.
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Syslog Server

The Clavister Insight syslog server helps you do away with manual
configuration of devices. While some devices can export log files in a
readable format, others typically do not write log information to a readable
file. In such cases, Clavister Insight relies on a syslog server to capture
log information. The Clavister Insight syslog server helps eliminate the
need for manual configuration of devices, automatically detects and
configures devices. The syslog server can be installed on any machine in
the network.

One of the first things you should do after installing Clavister Insight is
configure a syslog server. While doing this, you can choose to load balance
it by indicating a secondary syslog server that will take over from it once a
specified threshold value is reached. You can also backup all the logs that
are streamed to the syslog server from various devices by configuring a
backup syslog server.

The backup syslog server can be a non-CIS or CIS syslog server. The CIS
Syslog server forwards all the packets that it receives from the configured
devices to the backup syslog server. Please note that a backup syslog
server cannot forward any data to the CIS syslog server and in case that
happens, the CIS syslog server drops all such data packets.

When you create a profile, you can choose to collect your log files from any
of the following:

% CIS Syslog Server
< File

CIS Syslog Server: The CIS syslog server streams log file data to the data
collector service installed on the Clavister Insight machine, where it is
parsed and stored in the database.
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Regional-Central Architecture

Heterogenous Security Devices Heterogenous Security Devices
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Central Server

Once the syslog server is installed on the machine local to the network of
the device, it automatically updates delta file to the database on a regular
basis without any intervention from the administrator.

File: Use this option to report on static log files obtained from a manually
added device (device that is not configured to send data to the syslog
server).

Since the Clavister Insight syslog server runs as a Windows service, make
sure it is installed on Windows NT, 2000, XP or 2003.

To configure CIS syslog server, you must have administrator privileges.

Windows XP with SP2 has strict Windows Firewall rules, so it blocks all
external applications. Make sure that the default settings of your Windows
Firewall are changed to unblock the following:

a. Allow remote administration for CIS Apache Server from the Group
Policy Settings.

b. Provide exception for syslog server, CIS Apache Server, and other
related executable files.
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c. Provide exception for the following ports.

Add following TCP ports: open up the following ports between the
remote syslog servers and CIS server.

0,
o

230 > for Secure Socket File transfer
10616 > ClSServer.exe

10617 > SyslogServer.exe

% 10618 > DataCollector.exe

10626 - for receiving commands from syslog server, if the syslog
server is installed on a remote machine.

< 10817 - CIS communication

X3

o

3
o

3
X3

X3

4

Add following UDP ports: 10624 (for Monitoring EXE to receive data from
syslog server, if the syslog server is installed on remote machine), 514 (if
the syslog server is installed locally)

To make device log files accessible in a consistent log file format, the
Clavister Insight Syslog server collects log data from the device and writes
it in a usable format to an IP address on the machine running Clavister
Insight. The default port number is 514 using UDP protocol. The log files
collected by the Clavister Insight syslog server are stored locally on the
machine running Clavister Insight and log files created by the device
remain there.

By default, the Clavister Insight syslog server is configured to start when
the Clavister Insight starts and continues to run as long as the machine is
running. The syslog service collects log data in real-time, and up-to-date
logs are available for reporting. If the syslog service is not running, any
log data generated will be lost.

Upgrading Remote Syslog Server(s)

During the upgrade you are prompted to upgrade the following
components.

% CIS Server

% Syslog Server

You can directly upgrade both the components over the previous versions if
installed on the local machine. When you select to upgrade, UpgradeSyslog

window is displayed along with the list of associated Syslog Servers. The
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following section provides information on how to upgrade the remote CIS

Syslog server.

Steps: Upgrading Syslog Server(s)

1. UpgradeSyslog window is displayed with the list of all the Syslog
servers associated with the CIS server.

2. To check the version number of the listed Syslog servers, select a
Syslog and click Check Version button. Version number of the selected
Syslog is displayed.

3. After you check the version numbers of the listed Syslog servers, move
the Syslog servers that are to be upgraded to the selected list.

4. Click OK. All the selected Syslog servers will be upgraded to the latest
version.

Upgrade Syslog server
Ceuporadesislon k|

Lief of corfigurad Syprkog Servers. Syeiing Serom tabacind lor Upgrade.

TNQTS T2 - | HA ]

|
=]

M - Syabog wensioninol svalable. Cick o “Check Version” Buiion b selierve seriog
et pOn,

Chack Vesion

After the upgrade, all the selected syslog servers will be upgraded to the

latest version.

Important: Clavister Insight notifies the admin user of any failed
upgrades through a flashing icon |I| on the main screen. Admin user can
acknowledge it and can retry to upgrade.

17
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Dashboard

The dashboard tab brings up a list of real-time events occurring at each
device. Each event displayed expatiates upon Source IP, Destination IP,
Virtual Device, Rule, User Name, Category, Date & Time, Group Name,
Device Type, Bll, Flow, Protocol, Event description, Event ID, Destination
Port, Attack ID, Virus Name, Interface, URL, Virus ID, and Device Name.

Using the real-time Event Viewer, details on all requests that result in an
emergency are readily available, such as the requests that triggered it,
where it came from, what device was attacked and the port of attack. You
can choose the lowest severity up to which monitoring can be performed.
This helps you quickly take corrective actions to protect your network
perimeter.

The Event Viewer console on a CIS Central displays recent events from all
the CIS regional servers.

Severity Description

D Emergency An Emergency Event indicates a significant problem,
such as a loss of functionality or data, and the user
should pay immediate attention.

Alert An Alert Event is a security event fired when an alert
message is received from the server and is
immediately displayed to the user.

D Critical A Critical Event indicates a problem that is not
immediately significant but may cause future
complications

Error An Error Event indicates a significant problem the user
should know about, such as a loss of functionality or
data.

Warning A Warning Event indicates a problem the user should

know about, like attempts to perform a task that he is
not permitted to.
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A Notice event indicates a normal but significant

condition has occurred such as when a user login fails

or when a session closes.

An Information event indicates a significant action

that takes place such as when a user successfully logs

on or off or creates or renames a mailbox.

Debug events indicates all actions performed during

an operation and lists all individual steps within each

process or task, to pinpoint problems.
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The default Dashboard screen comprises of six distinct frames giving you

an overview of the activity in your network.

Each frame has the following options for each monitor.

K3

« Snap: Allows you to take a snap of the monitor and analyze it.

CLOVISTEX
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% Zoom: Allows you to maximize the view of the monitor.
< Edit: Allows you to edit the settings of user defined monitors only.

< Table: Place the cursor on the table icon and it displays the
information of the selected monitor in a tabular format.

Event Severities Table Data

Emergency |Abert |Critical |Error |Warning [Notice |Info |Debug
Ewent CountiLast 60 Minutes) 11000 | 1870 300.0 §Z31.0 B30 1660 | 1000 | 266.0

Note: If the number of Graph attributes for a monitor is more than twelve,
its corresponding information cannot be shown in tabular format.

% List Of Monitors: Allows you to see the list of default and user
defined monitors.

Activity_Per_Protecol

Blsrt_Events

Rlerts_Triggered

Attack_Detections

Attack_Sources

Chertt_Dastn

Chank_Destn_Ports

Chenk_Event_Priceity

Chark_Probocol

Critical_Everts

Db _Ewents

Emergency _Events

Error_Events

Ewent_Claggas

Event_Counk_By_Dewice

Event_Summary_Graph

Event_Summnary_Tabls

Event_iswer

Infio_Evenks

Hotice_Events

[port_sckinity

Protocol_Acthity

Recent_Abowed_and_Denled_Events

Recent_Rules_Triggered

Severities_PieChart

Source_Dest_Port_Ackhity Total_Events

Top_Sources Wirus_Dietections
Warning_Ewvents

Note: You can change the monitor to be displayed in the each frame by
selecting one from the list.
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Events Graph

You can view the rate of events that are generated from all the configured
devices.

Events Graph View

A 200m of * Events_Graph ' i3 =10] x|
CLaOVISTENE Monitoring Center
W Emergency | Alert i Critical || Ervor | Warn [ Notice | Info [l Debug @
£00
500 S— -
Eqm E
(=]
u -
L=
=
2 200 4 \
w
100 4 ‘-\\
o A o Y o
Interval in Minutes(Last 10 Minutes)
| 1 2 3 [ 5 & 7 8 3 10
[Emergancy 0 0 [ i [] 0 0 0 0 0
Aleri 0] 0 [ 0 1] 1] ] 1] 1] 1]
Critical 1] a 1] a 1] a o a ] a
Errose [ 0 0 0 0 0 o 0 o o
VAnning 0 1 0 1 L] 1] ] 0 1] 1]
Hotice 165 535 485 57 e 3 17 7] 15 Fil
[inte 375 4 47 2 168 535 524 513 522 52
Dby 0 o 0 i [ ] o ] o o

From this screen, view all event severities occurring for Emergency, Alert,
Critical, Error, Warning, Notice, Information, and Debug events triggered
from the configured devices in the last 10 minutes.

Note: Severity level of the events is listed in the table as integers ranging
from O to 7.

This graph provides event count details of all severity types from all the
configured devices and facilitates you to obtain a quick view on the status
of the events that can lead to complications.
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Manage Dashboard

How

A dashboard is a user interface that organizes and presents complex
information in a way that is easy to comprehend. Clavister Insight comes
with an interactive, user friendly Dashboard comprising of viewing panes—
Real-Time Events, Event Graphs, and Alert Graphs...

To change the dashboard view, create your own dashboard view with
custom preferences from the Manage Dashboard wizard.

to Manage?

On the dashboard main screen, the Dashboards drop-down lists containing
all the dashboard views is available to the user.

To set a view as the default, select from the drop-down list and click the
set as default iconE"J. To restore the default dashboard view, click the
restore dashboard view icon@.

From the dashboard main screen, click the list icon placed right to the
DashBoards drop-down list to create a custom dashboard view.

DashBoards : |Defaul Dashl:u:-aru:lLI E_] @ @

Manage Dashbhoard

The manage dashboard wizard opens. It highlights the six monitors that
are currently set in the dashboard view. You can change the way you want
to arrange rows and columns to appear in the view. See the image below.
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@ Manage Dashboards

H Manage Dashboards

Select a Dashboard ;| |Defauk Dashbosrd = | Toem Count : |6 vI Biweed | E'I ks : avl

Redresh Interval | [15Secs = d Rafrash Interval & m
alechans =] - reponts -
Aftack_Sources S Summary Reports
Client_Desztn 1. Dendce Based General Summary
Client_Desin_Pors 2+ Device-Based Ropors
Client_Ewent_Priority F- Mlowed and Deniad
Client_Protacal - Aflacks
Criteal_Everts #-F Bandwidth
Dabug_Events #-F Conlant Categorzation
Emetgenty_Events 4 b DestinationBased Repons
Error_Events #- I Evanls
Event_Couni_By_Davice -k FTP Usage
Irfia_Ewveinis # b Mall Psage
Matica_Events # b ProtocolBased Rapors
¥k Port-Based Repods
Recent_Allowed_and_Denied_E # ¥ Rule-Based Reports
Recent_Rules_Triggerad F-F Source-Based Repors
Sourca_Desl_Por_Actvity -k Spam Repors
Top_Sources *-b Virus Reports
Wirus_Detections F-k VPN Usage
‘Waming_Events *-F Web Usage
#-F Uzers
Alerls_Triggerad B+ Applicalion repors
Ewvent_Classes #1- b Forbgate Reports
Ewnt_Surnmary_Graph == Compliante Repors
Eworid_Surnmary_Tabile #-F FISWA Report
Ewant_Vigwer 5 ¥ b GLEA Report
har 4 b HIPAA Repart
&5 x 4 b PCIReport =
Ll | L’—I H ok R.#lhanpnbnﬂw Rannn ;I
o of Monitors selected | § Mo of Queries selactad ;0
New | Prvou | - I Cilite Close ]

Creating New Dashboard

1.

Click on the New button from the Manage Dashboard window. The
Create Dashboard window is displayed.

Select from the Item Count drop-down list, number of monitors you
want to see in the view.

Note: Sum of Monitors and Reports selected must be equal to the Item
count.

You can change the way you want to arrange rows and columns to
appear in the view. For example if you want to see eight monitors in
your view, it can be selected as 2 rows and 4 columns or 4 rows and 2
columns.

Select the monitors you want to set in the dashboard view from the
Monitoring TOC.
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@ [reake Dahbosard

 Create Dashboard

DashboardMame: foremecmn] | Memcord: [2 =] Rows:[1 =] <ok 2 =]

Refresh inberval 1 |30 Secs -'I : Rofresh Inkrsrvad :|5m TI
MoailoangToC v Regons &
= WP Moniion = Sumrnary Reposs
(B} Dice Monftors 1. Device Based Gengral Summary
Arity_Per_Proscol = Device-Baded Reporis
Aleks_Trggened -k Allgwed and Deniad
Ewenl_Classes -k Altatks
Ewant_Summan_Graph [=-F Banchstdih
Ewént_Surnmary Table B F Conlent Cabépasabon
Ewonl_Wiewor =k Destinalion- Based Reports
Sevariies_FRChar = F Evanty
Total_Events E-F FTP Usape
DO_ By [k Mal Ligage

-k Profocal-Based Reparts
=¥ Pod-Based Repons
-k Rule-Baged Rapots
= F Source-Based Repors
b Sparn Riparty
E-FWirus Reports
b WP Usagpe
-k Wieh Ugage
B-F Users
== Applicatos mposs
B F Forbpala Reparts
= = Complance Regars
- FIgMA Repont
=k GLES Raport
- HIFAA Repon
E-F P Report -
o b B anec-Oakey Bann i _'I
Fio of ManBors selocled - 0 Mo of Gueres seloched : 0

| Kt I Cancel |

5. Select the query(s) to generate a report on the selected monitor from
the Reports pane.

6. Click Next button. Create dashboard wizard displays a custom
dashboard based on your selection.

7. Selected Query/Monitor(s) list is seen in the left pane. Double-click
to choose your selection from the list, drag and drop it in one of the
available panes on the right-hand side.

8. Click Save. The dashboard view is saved and listed in the dashboards
drop-down list.
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By default, dashboard view is opened in the Run Mode. To change the

mode to Design Mode, click the mode icon, resize the monitors available

on your dashboard view and then click on the mode icon to restore the run

mode.
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Alerts

Without security measures and controls in place, your data might be
subjected to an attack. Some attacks are passive, where the information is
monitored; others are active, where the information is altered with intent
to corrupt or destroy the data or the network itself. The Alerts feature of
Clavister Insight provides warning in advance so you can respond
proactively.

The Alert Manager displays the list of all the Alerts configured to the
Policies. The Alert Name corresponds to the name of the Policy for which it
is enabled. The alerts warn you whenever a specified event type or attack
activity is detected or if the total number of attack attempts exceeds a
specified value.

The Alert Manager
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Important: A Console user, given the Access Using Console privilege to
monitor alerts of a specific user will only see triggered alerts for that user.
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alert Manager displays the following information pertaining to an Alert:

< Alert Name: The Alert name corresponds to the Policy name. For
example, if an Alert is configured on a policy called Policyl, the
Alert name will also be Policyl.

< Alert Description: Alert description displays the description of the
corresponding Policy.

» Alert Notification: This displays the method of Alert notification
opted by you in the Policies. You can either notify Alerts via e-mail
or by SNMP trap; if none is specified then “on screen” notification is
displayed.

< Unacknowledged Events: Once the Alert is triggered, the numbers

of events that are filtered through Rules to be a part of the Policy

are displayed. As CIS encounters these events they are marked
unacknowledged and are displayed here. You can acknowledge each
event by clicking on that field (number). With every event you
acknowledge the count decreases by one. Alternatively you can
acknowledge all events at once. Go to “Alert Events” for details.

o
S

% Last Triggered Time: This column displays the date and time when
the Alert was last triggered.

o
4

Last Archive: This column informs about the status of the Alert. If
the Alert criterion is not met then “Not yet triggered” message is
displayed. The triggered Alert is archived and the message shown in
that case is “Archive”. You can click on “Archive” to see the
corresponding details of the archived Alert. Go to “Alert Archive” for
more details.

Alert Events

Once an Alert is triggered, the total count of events which meet the Policy

settings are displayed on the ‘Unacknowledged events’ column in the

main Alert window. Here are the points entailing the use and scope of Alert

events:

1.

If the Alert has triggered, click on the count displayed in
Unacknowledged Events column to open the Alert Events window.

The Alert Events window displays the Alert Name along with the
associated list of Archived events in a timestamp format on the left
pane.

Select a triggered Archived Event, the corresponding event details like
— device type, device ID, Interface, Priority, event code, event type,
event category and so on ... are displayed on the right pane.

Click the Acknowledge button to take notice of that particular event.
With every archived event you acknowledge the event count reduces
simultaneously on the main Alert window.

You can also opt to acknowledge all the triggered events at one go, if
you don’t foresee any threat associated with the triggered alert by
clicking on the Acknowledge All button.
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6. Click the Clear button to remove the selected archived triggered event.

7. To remove the entire list of archived triggered events at one go Click

Clear All.

Note: You can access workbench from any event by double clicking on it.
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The View Events option takes you to the Event Viewer (Monitoring Center)

where the similar events are displayed.

Alert Archive

Once an Alert is triggered, CIS archives the event which is triggered last,

based on the timestamp of the event. If there are more than one events

triggered with the same timestamp, all are archived. Here are the points

entailing the use and scope of Alert Archive:

1.

If the Alert has triggered, click on the ‘Archive’ in Last Archive column
to open the Alert Archive window.

The Alert Archive window displays last event (s) occurred in the Alert
based on the timestamp of the event on the upper half of the window.

The details of the last event on the triggered alert like — device type,
device ID, Interface, Priority, event code, event type, and event
category and so on ... are displayed on the window.
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Alert Archive Screen

& Alert Archive

M Erergency | Alert [ Critical || Ervor [ Warn [l Motice [ Info [l Debug

Note: You can access workbench from any event by double clicking on it.
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Workbench

Workbench is a platform to display all the entities attributed to any single
event compiled in the report or event viewer along with the respective
'value' details.

The Event Viewer displays all the real-time events occurring at the devices
configured on CIS. You can drill-down and narrow your scope to excavate
further details of any event displayed on the event viewer. Right or double-
click on any event from the Event Viewer. The Workbench dialog box opens
and displays the details associated with the selected event.

Other than Event Viewer, users can launch workbench from different

modules of the application:

“*Monitoring
“Reporting
“Forensics
wAlerts

The following options are available on the workbench combo-box to obtain
further details of the selected columns (entities):

“*Monitoring
< Forensic
“Apply Filter
«Drill Down
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2| workbench

Workbench
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Note: You can drill-down only up to level 1 by using Drill Down option and
Forensic option allows you to drill-down up to level 2.

Editing Event Attribute Values

You can edit the event attribute values from the Workbench. This saves the
cumbersome task of going back to the Events and sifting through reams of
data to select the desired event value. Follow the steps given below to edit
attribute values and perform the required action on them.

1. Double-click on the desired event to open the Workbench.

2. Select the action to be performed from the Choose Action combo-box.
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3. Double-click on the event attribute value that you want to edit. Modify
the value and press enter to save the edited value.

4. Click the Apply button for executing the action with the edited value.

Note: You can perform the Drill-down and Forensic drill down action on IP
address and Port range by entering the specific range in the respective
value columns.

Monitoring

Select the action type as Monitoring from the Workbench to view further
details of the events associated with the selected column(s) (entities)
bearing specific values.

1. Select Column Name(s) you want to view the details for.

2. Now click on the Apply button. Only those events which are associated
with the chosen column(s) (entities) are displayed in a new window.

(Beventsview
CLaOVISTEEY Monitaring Center

Evert Weewer () ¢S [T) Double-Click on arvy event ko open Workbendh.

Appled Fiter Expression
Device=gw-hamgjove
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By selecting the Monitoring action from the Workbench, you can further
drill information on the desired entities and obtain the events view on
them. By right or double clicking any event from the Events View, you can
again access the Workbench and excavate further details. You can continue
excavating into events until you find the required details as you can go
back to the workbench from any event on the Events View window.

Event Cache For Devices

For events generated from Cisco PIX/ASA, Cisco 10S/CatOS, FortiGate,
NetScreen and ToplLayer devices, double-clicking on Event ID attribute will
result in opening an event cache URL page containing the Error Message
description, Explanation and Recommended Action that should be taken if
the event messages persist from the same source.

You can also access the event cache by choosing Start -> Programs ->

Clavister Insight v4.6-> Event Cache Index.

Important: Incase of Cisco 10S device, to view the event details associated
with the selected Event ID, manually create the eventcacheURL.ext file in
the application path containing the information of CISCO Network Security
Database Documentation in the following format: 29~<URL of CISCO
Network Security Database Documentation>.

Forensic

Select the action type as Forensic from the workbench combo-box to see

the Forensic report on the selected event attribute.

Select any event attribute from the workbench column and then click the
Apply button. A window opens displaying the forensic report based on the
applied filter expression (event attribute), for example, event code,

protocol, event id and so on.

You can investigate on the event details by using the Forensic option up to
two levels. The Forensic report generated from the workbench is similar to
the one generated from the Forensics main module.
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The Forensic report on the selected filter expression can be exported to
desired location in a customized view. Use the following options to
customize your report view:

% From-To - To specify records within a range. By default only 25
records are displayed in the forensic drill-down report. To specify
a different range, you need to modify the number of records from
forensicDrillCol.ext file found in the installation path.

Note: The specified range cannot exceed more than 1000 records.

“Export Report - You can export the forensic report to a specific
location and in HTML or Text format. To customize the view of the
exported report, select the fields you want to include in the report
that is being exported.

Information: Values in a report saved in text format are separated by a
comma separator.

Forensic drill-down from Workbench is almost similar to the main Forensic
Search module, in addition to the regular features it also supports the
regular expressions like- '*' . For example, you can edit the attribute value
and insert a regular expression to track down the events that contain a
common string in their event attribute values.
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This support is available for forensic search from Workbench for following
filters:

% Content Category

% Spam Source Mail

% Spam Destination Mail
< URL

Apply Filter

On the Workbench selecting the action type as Apply Filter provides the
ability to drill-down into a report to obtain further details. This is
extremely useful when you want to study the behavior of a specific user or
find out what contributed to the numbers present in the reports.

| @pcportiogDeiiiowes =101 x|
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sppbed Fiter Expresson
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You can select the event attributes from the workbench column, apply
them as filters and generate a report on it. You can perform hierarchical
investigation only up to one level. After accessing the workbench the
second time from the consecutive report, you cannot delve and investigate
any further.
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Drill Down

From the Choose Action combo-box, select the Drill Down option to drill
down further on the event attributes. This is extremely useful when you
want to generate a quick report and find out what contributed to the

numbers present in the reports.
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Information: As the Drill-down takes place on the data present in the
Forensic Summary files, therefore it is faster than the forensic drill-down.

You can investigate on the event details by using the Drill Down option
only up to first level. After you access the workbench the second time from
the consecutive Drill Down report, you cannot perform investigate any

further.

Note:

*+ For events occurring on devices that belong to more than one
group, drill-down cannot be performed.

< Filter attributes in grey color (fading) background cannot be
selected to drill-down further. For example Date & Time, Event
Description and Native Log filter attributes cannot be selected in
the workbench image seen on this page.

< Double-click on filter attributes shown in blue color to see the
description in a dialog box.

To negate the filter in the reports, select the Negate Filter check box on

the workbench.
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Policies

In simple words, a Policy is a systematic set of statements to govern

the upcoming decisions and actions of the user.

In CIS, a policy is a formal set of rules to define the course of action that
the user needs to take under specific circumstances. A rule can dictate--
which devices to consider, what event type to filter or negate, which
entities with what values to add... The user can associate a severity level
to the Policy created. A policy is founded on the customized device based
rules or the existing rule templates. On implementation of a policy, the
user can choose to either trigger an alert notification, or simply classify
the Policy under an Event class by associating it to a report query. A user
can add, edit, copy or delete a Policy.
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The main menu bar of the Policy window contains the buttons to add a New

Policy, Edit Policy, Copy Policy and Delete Policy. It also includes a button

to create Rule Templates.

As and when you create and save a Policy the related details are listed on

the main screen of this window. The following bottom line information is

displayed in the columns:

1.
2.

Name of the Policy
The description of the Policy as entered by the user while creating it

The type of action to take on implementation of the Policy as prescribed
by the user

The Event Class details

The Severity level associated with the Policy, as marked by the user
while creating it

The regular expression, depicting the Rule(s) and how they are
associated with the Policy by using operators

Create Policy

1.

Click New Policy from the Policies main window, the Create Policy
window opens.

Enter a Policy Name.
Enter a short description of the Policy properties for future reference.

Associate a Severity level to the Policy. The severity level is reflected
in the main Policy window, once you create and save the Policy. The
options available are as follows:

<% Low
<% Medium
< High.

The Policies are dependant on rules. You can assign rules to a policy
from two different sources, they are as follows:

K3

< Load Rule from the template.

o,

< Create New Rule

Before creating a Policy, define what mode of action to take on
implementation for that Policy. The Type of Actions that a user can take
are as follows:
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% Trigger Alert: Select this option to notify the successful execution
of this Policy through an e-mail. Click on the Alert Delivery button
to configure the e-mail options.

Click here to know "How to configure Alert Delivery via e-mail"?

o
4

Event Class: An Event Class represents one type of events used by
CIS for alerting and reporting purposes. You can classify the events
based on specific network areas (DMZ, internal or external

networks), operating systems, IDS or IPS systems by grouping them
under one Event Class.

Here is how to set Event Class:
1. Select Event Class.

2. Enter a unique Event Class name.

3. Click the Configure button. The Configure window opens.
Select the Threat level and furnish the threat level from the in-built
list. The available options are:

0,
o

Emergency
Alert
Critical

0,
o

K3
”Qe

K3
”Qe

Error

K3
o

Warning

D>

X3

4

Notice

X3

o

Info
« Debug
4. Select the Update Database for Selected Categories option to
save the matching events in the Database. Select the event
categories that you want to send to the database.

5. Press Ctrl + Select the category(s) that you want to send to the
database under the created Event Class.

6. Click Save to save the Event Class, else Close the window.

Note:

< Selection of Database correlation will increase database size
because all the matched events are saved in the database.

+By Configuring the Event Class on a Policy you can generate
Reports, both complete and selective as defined in the Event
Class settings

< An Alert action is based on the Rule expression; where as the Event
Class is independent of it.
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< Negation: Use this operator to negate or exclude a particular Rule

and apply the rest to the Policy. The negated Rule appears prefixed
with an exclamation symbol -"!" in the existing rules list.

< And: Use the "And" operator to select and combine more than one
Rule to apply in unison to the Policy.

0o

Select a Rule from the existing rules list. For example - Select
RULE 1.

Click the "And" operator.

Select the supplementary Rule from the existing rules list. For
example, select RULE 2.

Click Finish.

The Operator settings appear in the Summary text box. In this
case, (RULE1&&RULE2). This combines both the rules and both
will be executed when their respective criteria is met.

The "And" operator is denoted by an ampersand symbol (&&)

Click Clear to undo the Operator settings.

< Or: Use the "Or" operator to select two Rules and apply one of them
to the Policy.

(0}

(0}

Select a Rule from the existing rules list. For example - Select
RULE 1.

Click the "Or" operator.

Select the complementary Rule from the existing rules list. For
example-select RULE 2.

Click Finish.

The Operator settings appear in the Summary text box. In this
case - (RULE1]||RULE2). Now both the rules are combined and

the one which meets the criteria first will be executed and the

other stands void.

The "Or" operator is denoted by a pipe (vertical bar) symbol
an

Click Clear to undo the Operator settings.

Press the Ctrl key and select the more than one Rule at a time from the

existing Rules list and click the operator you want to apply from the

available operators except the negate filter, as the Negate operator works

on one filter at a time.
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By default the "Or" Operator is applied to the filter.

% Set Precedence: Use Set Precedence to establish an order of
importance to execute the rules. This will set the priority on the
rules in a descending order. Follow the steps given below to set
precedence on the Rules :

0 Select a Rule that is of utmost importance to be considered in

the Policy. Let’'s say RULE 1 and then Set Precedence on it.

0 Subsequently, after RULE1 if your want to consider either RULE3
or RULE4. Apply a "Or" operator on RULE3 and RULE4. Select
RULE3|RULE4 from the existing rules and Set Precedence on
that.

o0 Next, Lets assume you set Precedence on RULE2.

0 The Set Precedence feature will establish an order of importance
to execute these selected rules. The order is summarized in the
Precedence Order text box. In this case the Precedence Order
will appear as:

RULE1, RULE3|RULE4, RULE2

The importance associated is in a descending order:

RULE1 > RULE3|RULE4 > RULE2

Note: You can Set Precedence on the Rules even after applying the
operators.
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7. Set an Alert Correlation interval between Rules.

Note: When the Rule patterns or the data is complex, the Correlation
Interval might timeout while executing these Rules.

8. Click the Finish button to end the Rules setting on your Policy.

9. The Summary box displays the Rules and the respective operators
applied.

Note: The expressions on Rules which appear in the summary box can be
as complex as you want them to be, in order to get down to the crux of the
Rules for the Policy.

For Example:
RULE1l: Based on Device Destination Port and IP range

((Destination Port= [306,]&&Destination IP= [10.00.79.01-
10.00.79.15,])

RULE2: Based on only Device Destination port
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(Destination Port= [402,])
RULE3: Based on Device Source IP

(Source IP= [10.78.00.97,])

Now you can set an expression like the following where you negate
RULE1 and add RULE2 or negate RULE3.
((! RULE1&&RULE2) ||! RULE3)

10.To undo the Rules settings click the Clear button. This will clear the
Summary details and you can apply new settings.

11.Click Save. The saved Policy is populated in the Policy main window
along with its allied details like-- Description, Action, Event Class,
Severity and Regular Expression.

12.Else, Click Cancel to abort the task.

Load Rule from the template

1. Click the Load Rule from Templates button from the Create Policy
window.
2. The list of custom made Rule Templates available to load appears.
3. Select the Rule Template from the list that you want to load. To load
more than one templates press the Ctrl key and select the Rule
templates.
4. Click Finish to complete loading the rule template to the Policy or click
Close to abort the task.
5. The Loaded Rule finally appears in the Create Policy window and is
available to use in the Policy.
Create New Rule
« Device Based Rule
Edit Policy
1. Select the Policy that you want to edit from the Policy list from the
main Policies window.
2. Click on the Edit Policy button.
3. The Create Policy window opens.
4. The Policy name is non-editable.
5. You can edit the description of the Policy.
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Make the necessary changes-- you can edit all the Rules created in the
list and also load/delete rules from the templates.

You can change the way the operators are working on the sets of
filters.

You can also edit the type of action to take on implementation of this
Policy.

Edit the Event Class and the associated queries if needed.
Click Save to save the edited Policy.

Click Previous to revert back to the earlier screen to alter or recheck
the filter settings.

Click Cancel to abort the task.

Make Copy of the Policy

1.

Delete

Select the Policy to make a copy of, from the Policy list on the main
Policies window.

Click on the Copy Policy button from the main Policies menu bar.

The copy of the Policy is saved with a prefix "Copy_of" followed by its
original name in the main Policies window.

You can edit the name of the Copy of the Policy created.

You can edit the Rules and the settings of the Copy of Policy created.

Policy

Select the Policy to delete from the main Policies window.
Click the Delete Policy button on the main menu bar.

The dialog box prompts you for a confirmation. Click Yes to delete,
Cancel to abort the task.

The Policy is permanently deleted from the CIS.

Creating Device based Rule

AW N P

On the Create Policy window, click New Rule (Device) button.
The Create Rule window opens
Enter an appropriate Rule Name.

Enter a short but apt description about the rule in the Rule Description
box.
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5. A comprehensive Device based Filter List is available on the left hand
side column of the Create Rule window. The list comprises of the
following filters:

< Action <+ URL

“Source IP “*Rule

< Destination IP “Content Category
< Destination Port *Flow

“Protocol “Event Description
< Event Severity « Attack Details

<+ Event Type < Shun

“+Event ID < Spam Destination Email
< Attack Type “Spam Source Email
“Attack ID “Spam Type

“Virus Type

“Virus 1D

6. Select a Filter to apply to the rule.
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7. If you want to negate the selected filter, select the Negation check box.

8. Fill in all the details pertaining to the selected filter. The gist of the
filter settings appear on the right hand corner box.

9. Click on the Save Filter button to save the settings, or click Delete
Filter to cancel the filter settings.

45

CLOVISTEX



Clavister Insight 4.6 User Guide

10.Repeat the above steps to add more filters to the rule.

11.An executive summary of the filters created appears on a horizontal
bottom box displaying the Filter names and their respective values.

12.Click the Next button to continue with the Filter settings or click Cancel
to abort the task.

13.The Next screen displays all the created filters available to apply to the

rule.
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14.You can use the operators "And" and "Or" to select the filters in
combinations or to choose one of the selected two. Press Ctrl and
select the filters and then specify the operator.

The "And" operator is denoted by an ampersand symbol (&&) in

the filter expressions.

The "Or" operator is denoted by a vertical bar (pipe) symbol (]])
in the expressions.

By default the "Or" Operator is applied to the filter.

15.The Filter Expression summary is displayed in the bottom most
horizontal box. The summary displays the way the operators are
applied on the filters using the "&" and "|" symbols.
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Note: The filter expressions on Rules can be as complex as you want them
to be, in order to get down to the crux of the Rules.

For Example: You can negate a Destination Port and a Destination IP Range
or particular source IP. The filter expression in this case will be as follows:

I ((Destination Port= [402,] &&Destination IP= [10.00.79.01-
10.00.79.15,]) ||Source IP= [125.99.78.90,])

16.Use the Negate expression to exclude the set filter expression on the
rule. The negated filter expression is prefixed with an exclamation
mark-“1”

17.Use the Clear button to undo the operator settings on the filter
expressions.

18.Click Finish to accept the Filter Expression.

19.Click the Previous button to revert back to the earlier page to add or
modify the filter settings.

20.Click Save to save the rule under the newly created Rules.

21.Click Save As Template to save the rule as a template to load in future
policies.

The Rule created is in the disabled state, therefore it is imperative to
enable it first from the Configure Rule option from the Create Policy
window.

22.Click the Cancel button to abort the task.

Applying filters to a Rule

As described above there is an in-built list of device filters available to
apply on the rule. Let us consider each filter at a time and figure out how

they can be applied to the Rule.

Action

1. Select either Allowed or Denied to filter events that are allowed or
denied in a device.

2. Click the Save Filter button. The filter is added to the Filter list.
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3. Click the Delete Filter button to clear the settings.

Source 1P
1. Enter the Source IP/Name of the device you want to filter and report
on only those events originating from the specified source.

2. To filter on events originating simultaneously from a series of devices,
specify the IP Range by selecting the Source IP Range check box.

3. Select the option Any to consider all the source IP addresses.
4. Add the Source IP/Name by clicking the Add button.
Click the Add/Edit button. The filter is added to the Filter list.

Destination IP

1. Enter the Destination IP/Name of the device you want to filter and
report on only those events having the specified Destination IP/Name.

2. To filter on events from a series of devices at a time, provide the IP
Range by selecting the Destination IP Range check box.

3. Add the Destination IP/Name of the device or the range by clicking the
Add button.

4. Select the option Any to consider all the destination IP addresses.

5. Click the Add/Edit button. The filter is added to the Filter list.

Destination Port
1. Enter the destination port number you want to filter for an event
displayed in the Event Viewer console.

2. To filter on events from a series of devices at a time, provide the IP
Range by selecting the Destination Port Range check box.

Click Add, and the port number you entered is added to the list.
4. Select the option Any to consider all the destination ports.

5. Click the Add/Edit button. The filter is added to the Filter list.

Protocols

1. Select the protocols you want to filter and click ] to move them into
the Selected Protocols list. You can also add new protocols.

2. You can add a new protocol by clicking the Add button.
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3. Click the Add/Edit button. The filter is added to the Filter list.

Events Severity

1. Select the Event Severity from the following list:

< Emergency < Warning
% Alert < Notice
< Critical < Information

< Error < Debug

D

2. Select the protocols you want to filter and click ﬂ to move them into
the Selected Protocols list.

3. You can also add a new severity by clicking the Add button.

4. Click the Add/Edit button. The filter is added to the Filter list.

Events Type

1. Select the Event Types from the following list:

« TRAFFIC < 1IDS
« IPSEC % VPN
< DROP % SYSTEM

< BLOCKED

2. Select the event types you want to filter and click ﬂ to move them into
the selected event type list.

You can also add a new event type by clicking the Add button.

4. Click the Add/Edit button. The filter is added to the Filter list.

Event ID

1. Select the Event IDs from the available list.

2. Select the event IDs you want to filter and click ﬂ to move them into
the selected ID list.

You can also add a new event ID by clicking the Add button.

4. Click the Add/Edit button. The filter is added to the Filter list.

Attack Type

1. Select the Attack Types from the available list.

2. Select the attack type you want to filter and click ﬂ to move them into
the selected attack type list.
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3. You can also add a new attack type by clicking the Add button.
4. Click the Add/Edit button. The filter is added to the Filter list.

Attack ID

1. Select the Attack IDs from the available list.

2. Select the attack IDs you want to filter and click ﬂ to move them into
the selected attack ID list.

3. You can also add a new attack ID by clicking the Add button.
4. Click the Add/Edit button. The filter is added to the Filter list.

Virus Type

1. Select the Virus Types from the available list.

2. Select the virus types you want to filter and click ﬂ to move them into
the selected virus type list.

3. You can also add a new virus type by clicking the Add button.

4. Click the Add/Edit button. The filter is added to the Filter list.

Virus ID

1. Select the Virus IDs from the available list.

2. Select the virus IDs you want to filter and click ] to move them into
the selected virus ID list.

You can also add a new virus ID by clicking the Add button.

4. Click the Add/Edit button. The filter is added to the Filter list.

URL
1. Select the URLs from the available list.
2. Select the URLs you want to filter and click ﬂ to move them into the
selected URL's list.
3. You can also add a new URL by clicking the Add button.
4. Click the Add/Edit button. The filter is added to the Filter list.
Rule

1. Select the rules from the Available list.

2. Select the rules you want to filter and click ﬂ to move them into the
selected rule list.

3. You can also add a new rule by clicking the Add button.
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Click the Add/Edit button. The filter is added to the Filter list.

Content Category

Flow

—

2.

Select the Content Categories from the available list.

Select the content categories you want to filter and click 22 to move
them into the selected content category list.

You can also add a new content category by clicking the Add button.

Click the Add/Edit button. The filter is added to the Filter list.

Select either Inbound or outbound to filter events that are allowed or
denied in a device.

Click the Add/Edit button. The filter is added to the Filter list.

Set your device interfaces correctly from the Devices/Groups user interface

for this filter to work properly.

Event Description

1.

Enter the event description you want to filter in the Event Description
box. You can also use wild card '*' to filter any specific word or
sentence in the description.

Click Add/Edit Filter button. The filter is added to the Filter list.

Attack Details

Shun

1.

Enter the details of the attack to filter in the Attack Details box. You
can also use wild card '*' to filter any common string in the description.

Click the Save Filter button. The filter is added to the Filter list.

Click the Delete Filter button to clear the settings.

Select Yes to filter Shun events or No to ignore Shun events occurring
at the device(s).

Click the Save Filter button. The filter is added to the Filter list.
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Click the Delete Filter button to clear the settings.

Spam Destination Email

1.

2.
3.

Enter the email address of the Spam Destination in the Spam
Destination Email text box. You can also use wild card '*' to filter any
common string.

Click the Save Filter button. The filter is added to the Filter list.

Click the Delete Filter button to clear the settings.

Spam Source Email

1. Enter the email address of the Spam Source in the Spam source Email
text box. You can also use wild card '*' to filter any common string.

2. Click the Save Filter button. The filter is added to the Filter list.

3. Click the Delete Filter button to clear the settings.

Spam Type

1. Select the Virus Types from the available list.

2. Select the Spam types to filter from the available entities list and click
| to move them into the selected entities list.

3. Click the Save Filter button. The filter is added to the Filter list.

4. Click the Delete Filter button to clear the settings.

Editing a Device based Rule

1.

Select the Rule that you want to edit from the Rule list populated on
the Create Policy window. The column Base identifies whether the Rule
is based on a Device or Messaging Server.

Click on the Edit Rule button from the Create Policy menu bar.

If you have selected a Device based rule to edit, the corresponding
window opens.

The Rule name is non-editable.
You can edit the description of the Rule.

Make the necessary changes-- you can edit the settings on all the
filters available in the list and also add new filters.

Click the next button to proceed with editing process, else click the
Cancel button to abort the task.
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On the next screen if needed, you can change the way the operators
are working on the sets of filters.

Click Save to save the edited Rule on the Create Policy window

10.Click Save As Template to save the edited rule as a template in the

Rule Templates repository accessible from the Policies main window.

11.Click Previous to revert to the earlier screen to alter or recheck the

filter settings.

12.Click Cancel to abort the task.

Making a Copy of the Device based Rule

1.

Select the Device based Rule to make a copy of, from the Rule list
populated on the Create Policy window. The column Base identifies
whether the Rule is based on a Device or Messaging Server.

Click on the Copy Rule button from the Create Policy menu bar.
A copy of the selected rule is created.

The copy of the Device Rule is saved with a prefix "Copy_of_" followed
by its original name.

You can edit the name and the description of the copy of the Device
Rule.

You can edit any or all the Device filter settings followed by
the operator settings pertaining to the original Device Rule and can also
add new Device filters.

Click Save to save the Copy of the Device Rule on the Create Policy
window

Click Save As Template to save the Copy of the Device Rule as a
template in the Rule Templates repository accessible from the Policies
main window.

Click Previous to revert to the earlier screen to alter or recheck the
Device filters settings.

10.Click Cancel to abort the task.

Deleting Device based Rule

1.

Select the Rule to delete from the Rule list populated on the Create
Policy window.

Click the Delete Rule button from the Create Policy menu bar.

The dialog box prompts you for a confirmation. Click Yes to delete,
Cancel to abort the task.

The Rule will be permanently deleted from the Policy.
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Configuring a Device based Rule

The Rule is created in a disabled state therefore; you ought to enable it

first in order to apply it to the Policy.

1.

10.

11.
12.

13.

Select the Device Rule that is in disabled state, from the Rule list
populated on the Create Policy window.

Click on the Configure Rule button on the Create Policy menu bar.
The Configure Rule window opens.

The window displays the name of the Device Rule along with all the
Devices licensed to the CIS application.

From the complete list of licensed Devices select a Device(s) to
configure the rule on.

Set a threshold value on the Rule.
Set the Refresh interval by selecting a value from the drop-down list.

Select Correlation to establish correlation between the selected
Device(s).

Click Set Correlation button, the Set Correlation window opens.

Select the Devices(s) to correlate to the Device selected on the
previous window.

Enter a Correlation Threshold value.

Click Save to save the correlation settings, else click cancel to abort
the task.

The Created Device Rule is now configured and is ready to apply on the
Policy.

Alert Delivery

When an alert is generated, you can view it straight away on the Alert

Manager by leaving the Alert Notification check box clear in the Configure

Alert window or alternatively have it delivered by using any one or both

the ways of notification, they are:

K3

<  E-mail
< SNMP Trap
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The Alert Delivery Screen
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E-mail Notification

Select the E-mail check box for receiving alerts via e-mail. You can choose
to not to include events in the generated alert. Also you can select to
include events in the body of the e-mail or as an attachment. The alert
details will be attached as an HTML file.

Select any one of the options given below:

« Do Not Include Events
< Include Events In Body
% Include Events as Attachment
Leave the check box clear and the alerts notified through e-mail will

contain only the time, alert name, alert description, and a message.

An alert message can be configured to be sent in either HTML or Text
¢ format.

E-mail Details

You can set the time period with in which if an alert is generated, it should
be notified to a specific e-mail address.

Follow the steps described below to add an e-mail recipient:

1. Enter the time From to time To in the hh:mm format and the
recipient's e-mail address. If an alert is generated within the specified
time bounds, the alert message will be sent to the specified recipient.
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2. Click the Add button. The e-mail ID is added to the recipient list.

3. Enter the subject and the message that should appended to the alert
notification.

4. Enter the threshold figure for the number of e-mails that you want to
receive in an hour. For receiving e-mails first configure the SMTP
server.

5. To configure the SMTP server, click the Configure SMTP button which
will take you to the Mail Preferences dialog box in the Options tab.

6. Specify the SMTP (Simple Mail Transfer Protocol) mail server name and
user ID for Clavister Insight to send an e-mail alert whenever a
specified event type or attack activity is detected or if the total number
of attack attempts exceeds a specified value.

7. Finally, click Save.

SNMP Trap

SNMP (Simple Network Management Protocol) allows you to instantiate a
trap-directed alert notification called the SNMP Trap. Trap-directed
notification can help you save network and agent resources by eliminating
the need for SNMP requests, and through minimized SNMP polling.

To configure Clavister Insight to send traps to the SNMP server, follow the
steps described below:

1. Select the SNMP Trap check box

2. Enter the appropriate details of the SNMP server IP/Name, SNMP
Port, and Community Name.

The idea behind trap-directed notification is as follows: if a large number
of devices are configured to send alerts, and each device has a large
number of objects, it is impractical to poll or request information from
every object on every device. The solution is for each agent on the
managed device to notify the Alert Manager without solicitation. It does
this by sending a message known as a trap. After receiving the event, the
Alert Manager may choose to take an action based on the threshold set for
the event.
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Rule Template

A Policy is based on Rules. You can create and save Rules as templates in
one common repository. Every time you want to apply a Rule to the Policy
you can select from the pre-formatted Rule templates. The Rule Templates
can be applied in combinations, across all the policies.

Creating Rule Templates

1. On the main Policies window, click Rule Templates button.

2. The Rule Template window opens.

3. By default there are Rule templates available in the CIS repository,
which can be loaded on Policies. They are:

< |IP spoof attacks

% Portrange

% Urlsbanned

< Allowed_Attacks_ Viruses

< Internal_Attacks_Viruses

< VPN_Attacks_Viruses

< InvalidPortAccess

< Device Viruses

< Blended Device Attacks

From here you can also create customized templates based on devices.

@ Hule Templates

7 Rule Templates
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Device Based Rule Templates

Click the New Device Template on the Rule Templates window.
The Create Rule window opens.

See “Creating Device based Rule” for details.

Editing a Template

1.

Select the Rule template that you want to edit from the Rule template
list from the Rule Templates window.

Click on the Edit Template button.

If you have selected a Device based rule to edit, the corresponding
device window opens. And if you have selected a Messaging Server

de

based rule to edit, the corresponding Messaging Server window opens.

The Rule name is non-editable but can edit the description of the Rule.

Make the necessary changes-- you can edit the settings on all the
filters available in the list and also add new filters.

Click the next button to proceed with editing process, else click the
Cancel button to abort the task.

On the next screen if needed, you can change the way the operators
work on the sets of filters.

Click Save to save the edited Rule Template.

Click Previous to revert back to the earlier screen to alter or recheck
the filter settings.

10.Click Cancel to abort the task.

Deleting a Rule Template

1.

Select the Rule template to delete from the list on the Rule Template
window. Click the Delete Rule button.

The dialog box prompts you for a confirmation. Click Yes to delete,
Cancel to abort the task.

The Rule Template will be permanently deleted from the repository.
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Set Threat Levels

A potential adverse event which is malicious by nature or is incidental and
that can put the network and system assets at stake can be classified as a
THREAT to the network security of an enterprise.

Event Logs from vendor specific devices come with pre-assigned severity
levels for each event depending upon the potential or incidental degree of
associated threat. Each severity level is depicted in a different color, which
is vendor specific.

There are eight Threat levels, each identified by a corresponding color.
From lowest to highest, the levels and colors are:

<+ Debug = Violet
“Info = Cyan
“Notice = Green
“Warning = Orange
“Error = Yellow
“Critical = Blue
“Alert = Pink

<+ Emergency = Red

Now, CIS gives the flexibility to the Super Admin User to change the threat
level associated with a class of events and set it according to his
perception of the threat. For example, if the severity level of an Event
Class is ‘Emergency’ and is depicted in red in the vendor logs, but the
administrator does not consider them as high level threat events, he can
use the Set Threat Level option and change the threat from ‘Emergency’ to
say ‘Warning’. Henceforth the severity of events which belong to this Event
Class will be marked as Warning and will be depicted in orange. The
altered threat level is updated in Event Viewer for real-time monitoring and
is also reflected in all graph types and reports.
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_"v?‘j‘:-l*t Threat Levels

& Set Threat Levels

Lindar Contant Cakagorization,

Al queriess under Web Uisage,

&l qusries under Device-Based Reports,

A

Mok : Doutils click on any row to edit corresponding policy.
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Change threat levels

1. Select the Event Class on which you want to change the threat level.

2. Click on the select Threat Level icon to select any of the threat level
which you want to apply to an event class.

3. Click Save.
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Profiles

A profile is a set of instructions identifying the locations of your device
logs, how data must be accessed, the method followed to analyze data,
how IP addresses must be resolved, and customization of reports. Profiles
also facilitate you to choose filters that help you narrow down your data to
the information you need most, which can save time and resources.
Profiles can be created using the New Profile wizard. When the wizard
completes, the profile appears in the profile list.

The Profile Manager main window contains the New Profile, Edit Profile,
Copy Profile, and Delete Profile buttons.

The Profile Manager Screen
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Creating a New Profile

A profile is a group of settings configured to complete a specific task. Once

configured, you can use it repeatedly to generate reports whenever necessary.

You can also edit or delete a profile as necessary. The first step towards creating

a new profile is to assign a unique name. To do this, carry out the following

steps.

To create a profile, follow these steps:

1. On the main Profile Manager window, click New Profile. The New
Profile wizard opens.
2. Type in a name in the Profile Name text box.
3. Select the input source for the profile to be created:
< Select CIS Database if the CIS syslog server or a DB agent has been
configured to collect log file data and store it in the built-in
database. OR

< Select File to migrate log file data to the database and generate a
report.

4. Specify the Date Range to configure the Profile to consider data of only
the specified dates.

5. Select the devices you want to report on. If you want to report on all
devices, select the All Licensed Devices check box and click Next

6. The DNS Lookup screen opens. Select a resolution option and click
Next.

7. Add the filter template you want to apply and click Next. To use a pre-
defined template, select a filter from the list. To add a new filter
template, click Add and enter the required filter settings on the desired
filters and save the filter template.

8. Schedule the Profile task to run hourly, daily, weekly, monthly or only
once depending on your need.

9. Select the type in which you want to generate the profile based report.

10. Select the report format, the template, the table format (for HTML
reports only), the organization name and the logo file to use and click
Next. The Save Report screen opens.

11.To e-mail your report, select the Mail To check box and specify the
recipient addresses in the text box. To upload your report to a remote
site, select the FTP check box, specify host name, user name, and
password and click Finish.

Note:

o,

% CIS supports McAfee Intrushield logs collected by the Syslog Server
and not from the Log File as source option.
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< Creating File based profiles on a Central Server is possible only
when it has at least one syslog server configured/reporting to it.

< A Normal user cannot create profiles based on File option.

< Once a profile is created, the Profile Name and the log source (CIS
Syslog Server/File) cannot be edited.

< Use of wildcards is not supported in the FTP retrieval path.

< Clavister Insight receives log data once every 30 minutes (from the
CIS syslog server) and the database is updated once every hour. So
a user cannot generate any report within the first hour.

% Use the File option instead of CIS Syslog Server to generate
reports. In this case, the report is generated immediately.

CIS Syslog as Source Input

Select this option if CIS syslog server is collecting the log data from the
Devices.

& New Profde

i New Profile

Profie Name  [ClavisterPROFLE]

1S Database: Selectihis option o rport on Divices from CIS database,
418 This HCIS Syslog Server is colecting your log dats.

" File: Select fs oplion b migrate log dala 0 CEF Galabase ard generate 3 repor
U this WIS Syslog Server ks NOT configuead b collect your log data,
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File as Source Input

Select this option if you want to parse and move the log file data to CIS
data store. To generate a report on the parsed log data immediately, select

the check box Generate Report after Parsing the Log Data and proceed
with creating a profile.

We suggest using this option only when a syslog server is not configured to
collect the log data.

B sew Profide

B MNew Profile

Profis Hame  [CisterPROFILE

IS Database: Selectthis option to niport on Divices from CIS database,
e Mhis IS Syslog Sarver is collecting your lag data.

' File: Select his option b migrate log data lo CEF database and generale @ reporl
ks This if CIS Syslog Server i NOT configuesd bo collect yous log data.

Log File Source:

[rie =] [ £:1Program FlesiClaveter inSighthC Il ooe e amplelogs. log Broese |

Grammar

I Device  Identifier |
(This identifier wil be used o the g Bes di vol Spetify any)
I Generate Fepor afer parsing Log dats.

Hobe :

1. Gebect File ifiha log fla reaides on the CIS Sanver.
2 Sebect FTP if tha log Sle resides on an FTP site.
3 Makn suang tha th divice you wand b mport on i icenged

Frevrr | mes | coes |

Log File Source:

A source file can reside on the local machine where CIS is installed or on a
FTP site. Select the File or FTP option based on the location of the log file.
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Device ldentifier: Select this option to identify, license and further
generate a report on the data present in the log file, which is henceforth
represented with the string provided in the Device ldentifier text box.

Generate Report after Parsing the Log Data: Select this option if you
want to parse the log file and subsequently generate a report immediately.

Leave the check box clear if you want the data present in the log file only
to be parsed. The report on this profile can be generated only after the
next aggregation cycle.

Generic File Names

Clavister Insight provides a generic method for specifying input and
output file names in the profile. You can enter generic file names
directly in name text box or you can use the Grammar Syntax
feature to specify input and output file names. This feature is useful
in scheduling repetitive tasks for which the log file name is
structured on a timestamp format.
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File Specification Grammar Macros

File Specification Grammar Macros

(I\éig':) Description Format
%b% Abbreviated month (Jan-Dec)
name
%B% Full month name (January-December)
%m%  Month (01 - 12)
%d% Day of month (01 — 31)
Y%HY% Hour in 24-hour (00 — 23)
format
%Yy% Year without century (00..99)
%Y% Year with century (2000-2099)

Clavister Insight allows you to use wild card specification in the file name
specification, and understands standard DOS directory wild cards (i.e., *).
You can specify the relative day, week, month or year by decreasing or
increasing the specific value. The same syntax is used to specify file names
for output reports.

Grammar Syntax Examples

Generic Naming — Grammar Syntax Examples

File Name Specification Sample File Represents
Name+

elQ%m%%d%%y%.log e1Q062005.log June 20, 2005

elQ%m%%d%%Y%.log e1Q06202005.log June 20, 2005

elQ%Y%%d%%B%.log elQ200520June.log | June 20, 2005

elQ%*%%m%%y%.log++ | elQ*0605.log June 20, 2005

* Assuming current date is June 20", 2005

* * In this example, all files created in June 2005 that are in the
specified directory will be processed by the scheduler. This is
because of the wild card specification * in the File Name. Note that
Clavister Insight will not limit itself to files with only the day of the
month. The wild card is a system wild card, and as in the DOS
directory command, it will pick up all files with any matching string
in place of the asterisk.

To specify file names using the Grammar syntax, follow the steps below:

1. Click New Profile and select File to migrate log file data to the
Clavister Insight database and generate a report. Click Next.

2. Click Grammar to display the Grammar screen.

3. Click Browse and go to the location where generic log files are stored.
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4. Select the timestamp format for the generically named files. Based on
the log file naming convention of your log file, select the appropriate
date format from the Date Format drop down list. You can add an
alphabetical prefix to the format and select from different file
extensions in the suffix box.

5. In the Add/Subtract text box (Year, Month, and Day/Weeks) specify
the time stamped log file that you want to use as the input. For
example, to attach to yesterday’s log file, enter —1 in the Day text box
with respect to the current system date.

6. The selected file syntax is automatically displayed at the bottom of the
screen.

Selecting Groups and Devices

This screen lists all devices that are licensed and you can select the ones
that you want to report on. A device can be added and configured from the
Devices tab. If your devices are configured to write log data into a single
log file, you can select only those licensed devices you want to report on.

The Devices Selection Screen
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&F This icon represents a configured licensed device.

DNS

Follow the steps described below to select the devices you want to report
on from amongst the licensed network devices:

7. To report on all network devices logging data into the log file, select
the Select All check box. OR select a group or device from the list.

8. Click Next.

Lookup

Clavister Insight can resolve the IP address, as found in the collected
device log data, into meaningful host names using Domain Name System
(DNS) resolution. Each Internet address can be resolved (if defined in the
DNS of the owner of the IP number) into a domain name, which is easier to
remember and makes the Clavister Insight reports more readable. Should
the domain name not be defined for a specific IP address, the resolution
will fail and only return the IP number to Clavister Insight, which is
displayed in the report.

It is a good idea to increase the size of the DNS cache that is built into
Clavister Insight should the number of unique IP numbers grow. Select the
size of cache file from the drop-down list in the New/Edit Profile > DNS
Lookup tab if you want Clavister Insight to consider previously resolved IP
addresses stored in the cache. An important consideration is that if a cache
is very large and never reaches the point of being filled, very old lookup
information may be used in the reports.

The working order for DNS lookup in Clavister Insight ...

< Is the IP number defined as an intranet address?

< If not, check the DNS cache if it has been resolved earlier and is
still stored.

< If not found in the DNS cache, the lookup will then call the DNS for
resolution.

The lookup of IP numbers is based on all of the IP numbers that will be
visible in report tables, should a report table contains 100 IP numbers, and
these are the ones that will be resolved. As internal addresses normally
are the most readily found in the reports, their definition in the intranet
section reduces lookups and enhances reporting speed.
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The DNS Lookup Screen

@ Sew Profde

B New Profile

DS Lookup
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Components on the DNS Lookup Screen

o
4

Do not resolve IP addresses: Select this button if you do not
want to resolve numeric IP addresses into host names. This will
speed up the processing of log files. By default, this option is
selected.

< Resolve the unresolved IP addresses into fully qualified host
names: Select this button if you want to resolve numeric IP
addresses into domain names.

% Perform resolution of IP addresses: Select this button if you
want to perform resolution i.e., from domain names to IP addresses
and IP addresses to domain names using cache.

< Click Next.

Filter Templates

Profiles look at the results based on the filters you have defined, and
ignore everything else. If you want to filter specific information, add a
filter template according to your requirement. You cannot use more than
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one filter template for a profile. You can create, manage and use filter
“templates” across profiles.

To define a new filter template click on the Add button, his will direct you
to the Filter Template screen, where new filter templates can be created.

The Filter Templates Screen

_'?‘_."II\'I Frofile

B New Profile

Fiter Tarplabe

Soloct a fiker lemglate b agply from the list

Scheduler

Schedular Tasks

_Pvewn [t ]] conent |

You can choose to apply only one filter template on a profile.

From the list of available filter templates, select the filter template you
want to apply on the created profile.

Make sure that the selected filter template contains all the filter definitions
you want to apply on the profile.

Click Next.

Creating a New Filter Template

Clavister Insight provides complex, multi-level filters to sift what data to
analyze and present in reports. These filters let you focus on only the data
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you need and ignore the rest. For instance, if you want to generate a
report on how many visits a particular group of IPs made to your website
between two given dates, you can create a filter that limits your report to
the IPs for the dates of interest.

This section provides you the information on how to create and set up filter
templates for Profiles.

1. Type a descriptive name in the Template Name text box. Make sure
this name is easy to remember and descriptive of the data you are
trying to filter

2. Select the Filter from the available list of filters

3. Select the Include filter button if you want to include the data
pertaining to this filter

4. Select the Exclude filter button if you want to Exclude this filter data
pertaining to this filter

5. Furnish the required details for the filter settings, Click Add

6. Click Save Filter. The filter created is listed below along with its
respective value. Click Delete Filter to clear the filter setting

7. Set all the filters that you want to assign to the Template
8. Click Save to save the Filter Template, else Click Cancel to abort the
task

Filter Elements

The following section provides detailed information on each of the filter
elements that can be used to create a filter, and describes how to
configure them.

Clavister Insight provides you with the following filter elements:

< Protocol < Sender e-mail
% IP/Host Name % Recipient e-mail
< Events < Event/AttacklIDs
% Authentication % Action

% Score

Each of the elements is discussed in the following sections.
Action

This filter lets you include/exclude information based on the action details
which are logged by the devices. Clavister Insight will generate reports
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including/excluding information for the selected Action, which are as
follows:

< Keep

« Redirect

< Quarantine

< Discard
Action filter screen
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1. Select the actions to be included in the filter template and move them

to the selected entities list by clicking the _.3.1 icon.
2. Click the Save Filter button. The filter is added to the Filter list.
3. Click the Delete button to clear the settings.

4. Press the Save button to save the filter template.

The Protocol Filter

This filter element assists you to include or exclude information based on
the protocols selected. If it is used as an Include filter, Clavister Insight

CLOVISTEX
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pertaining to all other protocols. For instance, if you want to select to
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include all device activity based on the HTTP protocol in a report, Clavister

Insight will include all information based on this protocol and exclude all

other information. If used as an Exclude filter, data based on the selected

protocols will be excluded and that based on all the other protocols will be

included.

The Protocol Filter Screen
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Follow the steps given below to configure the Protocol filter:

1. Type in a name for the filter template in the Filter Name box.

2. From the Filters list, select Protocol. The Protocol screen opens in

the right pane.

3. Select the protocols you want to filter from the Available Protocols

box.

4. Click _ij to move the selected protocols into to the Selected Protocols
box. Use Ctrl+Click to select multiple protocols.

5. Click Save Filter to save the filter else click Delete Filter.
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The IP/Host Name Filter

This filter assists you to include or exclude information based on the IP
addresses you specify. For instance, if you want to exclude information
pertaining to a group of IP addresses, create an Exclude filter and specify
the IP addresses in sequence as shown in the figure to exclude them from
the report. If used as an Include filter, this element will include data

pertaining to the specified IP(s).

The IP/Host Name Filter Screen
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Follow the steps given below to add the IP/Host Name filter:

1.

IP/Host Name: Select this option if you want to add a single IP
address or use wild cards. Ex 192.168.100.* to add all devices starting

with the given input.

Click Save Filter to save the filter else click Delete Filter.

Click Add to add the IP addresses. To delete an IP Address, select and
click Delete.
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The Events Filter

This filter assists you to include or exclude information based on the event
types you select. For instance, if you want to include information
pertaining to only the Warning, Critical, and Security events, just create an
Exclude filter and select the events as shown in the figure to include them
in the report. If used as an Exclude filter, this element will exclude data
pertaining to selected event types.

The Events Filter Screen
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Follow the steps given below to add the Events filter:

1. Type in a name for the filter template in the Filter Name text box.
2. Select the Events filter.

3. Select the events you want to filter from the Available Events box.

4. Click _.:1.! to move the selected event types into the Selected Events
box. Use Ctrl+Click to select multiple events.

5. Click Save Filter to save the filter else click Delete Filter.
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This filter assists you to include or exclude information based on the

authenticated users you specify. This filter is useful if you have a secure

website. If used as an Exclude filter, this element will exclude data

pertaining to the specified authenticated users.

Authentication Filter Screen
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Follow the steps given below to add an authentication filter:

1. Type in a name for the filter template in the Filter Name box.

2. Select the Authentication check box and click Next.

3. Enter an authenticated username in the Authentication box. Click

Add.

4. This user is added to the list of authenticated users.

5. Click Save Filter to save the filter else click Delete Filter.
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Score

This filter allows you to specify the score of junk mail intensity
encountered based on which Clavister Insight will process log file data and
generate reports. Enter the Score for which you want logging
included/excluded in your reports.

The Score filter screen

A Filter Tomplates

% Filter Template

[Fiber_tomplate
[ = inchude Fiter " Extlude Filtar
Actaom
ughertication | [500n-
Evprit [ etack D
evnris Erter Score |
[Piicat Mare
ke 1
Fsoipsert Erall

Serder Erad _a |
_pcee_|

[ 63 S Fiter X Dolato Fiter |

Im.m,h:ad.%m,m.tmp
Ler Clavid o

B0ME
I“mfﬂm.{rhd,ﬂhﬂ.ﬁww-:r
192158, 10.2

1. Enter the score of junk mail intensity that you want to filter from the
logs.

2. Click Save Filter to save the filter else click Delete Filter

3. Click Save to save the filter template.

Sender E-mail

The Sender E-mail filter allows you to specify the email id of the sender
which Clavister Insight will filter through the log file data and generate
reports. Use the include/exclude check box to consider or negate the

77
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Sender Email filter. To specify the Sender E-mail filter settings, follow the

steps given below:

Sender e-mail filter screen
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1. Enter the e-mail address of the sender that you want to filter, in the
Sender E-mail box.

2. Click the Save Filter button. The filter is added to the Filter list.

3. Click the Delete Filter button to clear the settings.

Recipient E-mail

The Recipient E-mail filter allows you to specify the email id of the
recipient which Clavister Insight will filter through the log file data and
generate reports. Use the include/exclude check box to consider or negate
the Recipient E-mail filter. To specify the Sender E-mail filter settings,

follow the steps given below:
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Recipient e-mail filter screen
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1. Enter the e-mail address of the recipient to filter, in the Recipient E-
Mail text box.

2. Click the Save Filter button. The filter is added to the Filter list.

3. Click the Delete Filter button to clear the settings.

Event ID/Attack ID

This filter allows you to specify event or attack ID(s) based on which
Clavister Insight will process log file data and generate reports. Select the
event IDs for which you want logging included/excluded in your reports.
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Event/Attack ID filter screen
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1. Select the Event ID/Attack ID filter and click Next.

2. To add a new ID, specify the event/attack ID in the Event ID/Attack ID
box and click Add.

3. Click Save Filter to save the filter else click Delete Filter.

Scheduler

The Scheduler provides a visual interface to schedule reporting. You can
schedule to run profiles automatically at specific date and times, which is
particularly advantageous when you are running reports at regular
intervals. Using the Scheduler, you can schedule tasks to run on specific
dates and at specific times.

Scheduling a Profile

In the new profile wizard, the Scheduler screen opens. The list box
contains all the scheduled tasks. Click the Add button to schedule a new

task or select an existing task to edit.

CLOVISTEX v



Clavister Insight 4.6 User Guide

Add Task

To schedule a task for a profile to generate reports at regular intervals,
create a task using the Add Task wizard.

4. Click Add. The Add Task wizard opens.
5. Enter a name in the Task Name box.

6. Select the frequency of the task, i.e., how frequently you want the task
to be executed.

7. Click Next.
The Add Task Screen

S — =10] x|
i Scheduler

I
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Perform this Scheduler bask,
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 Morthiy
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Only those profiles created by selecting the CIS Syslog Server or File with
grammar as the input source can be scheduled.

Scheduling Task by Hour

To schedule the task on an hourly basis select the Hour button and specify
the interval.
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Schedule by Hour Screen

il

& Scheduler L]

Perform this Task for Specified Interval Daily.

Start Time 13322 {24 Hr Notation)
Start Dote Josrasizo0s BH  ewon
After Every t *|  Hows

_prevous|[[Foh ] cancel |

1. The Start Time indicates the time at which you want the scheduled
task to start. The current time is displayed in the hh:mm:ss by default.
To change it, just specify a different time value. For example,
13:49:37.

2. The Start Date indicates the day you want the scheduled task to start.
Use the Calendar button to select the start date or enter a date in the
mm/dd/yyyy format.

3. The After Every indicates the interval at which you want the scheduled
task to start. The intervals are 1, 3, 6, and 12 hours.

4. Click Finish.
Scheduling Task by Day

To schedule the task on a daily basis, select the Daily button and specify
the time. You can also choose to have your tasks performed either every

day or on weekdays only.
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Schedule by Day Screen
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Follow the steps described below to schedule a task by day:

1. Select the Everyday button to schedule the daily task and click Next.

2. Enter the start time to indicate the time at which you want the
scheduled task to start. For example, 18:24:30,

3. The Start Date indicates the day you want the scheduled task to start.

Use the calendar to select the start date, or type in a date.

4. Click Finish to save your settings.

Scheduling Task by Week

Select the Weekly button and click Next to bring up a dialog box where

you can select the days of the week and the start time. This will result in

the scheduled job being performed on the selected days of the week. The
start time is specified in the Start Time edit box. The scheduled reports
will not be generated before this time. Enter the time at which you want

the scheduler to begin scheduling your tasks.
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Add Weekly Task Screen
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Follow the steps described below to schedule a weekly task:

4.
5.

Select the Weekly button to schedule a weekly task and click Next.

Enter the start time to indicate the time at which you want the
scheduled task to start. For example, 18:24:30.

The Start Date indicates the day you want the scheduled task to start.
Use the calendar to select the start date.

Select the days of the week on which you want to run the tasks.

Click Finish to save your settings.

Scheduling Task by Month

Select the Monthly button and click Next to bring up a dialog box where

you can select the month, start date, and the day of each month when you

want to generate the report. You can also generate the report of a specific

day of the week of each month.
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Add Monthly Task

._'i‘-‘,.fucl'ncdulct .Jgj_ﬁ
™ Scheduler #
Start Tine |1|:5?:z| {24 Hr Notation)
Start Date [0a1072006 B oo m

(¥ Days 1'-'|
= Every SUn ‘l'I

OF the months)

= Jan I Feb ¥ Mar I tar
[+ My [~ Jun F I~ Aug
= Sep ot ¥ Nov ¥ ped

Follow the steps described below to schedule a monthly task:

1.

Enter the Start Time to indicate the time when you want the task to
start.

Enter the Start Date to indicate the date on which you want the task
to start.

Click the Day button to choose the day of the selected months on which
you want the task to run or the Every button to choose the day of the
week of the selected months on which you want the task to run.

Select the months of the year when you want the task to run and click
Finish.

Scheduling One-Time Tasks

Select One Time Only button and click Next to bring up a dialog box
where you can select the start time and start date when you want to
generate the report.
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Add One-time Task Screen
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Follow the steps described below to create a one-time task:

1.

The Start Time indicates the time when you want the scheduled task to
run.

The Start Date indicates the day you want the scheduled task to start.
Use the calendar push button to specify the start date or enter a date.

Click Finish to save your settings.

Report Type

You can generate a report either for a single device or for all the devices

using the Clavister Insight.

% A single combined report for all selected devices.
< Individual reports for each selected device

% Group based report

< Interface-based report
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The Report Type Screen
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Single combined report: You can generate a single combined report for
all the devices that you have selected in the profile by using this Report
Type.

Individual reports for each device: You can generate an individual
report for each device that you selected in the profile. Using this option,
you can obtain the list of events and individually monitor the occurrence of
events on each device and scrutinize the performance of each device and
set thresholds specific to devices.

The individual reports are:

< Generated/stored in separate folders under the Profile. The folder
name will be the device IP or host name.

% The report name will have the suffix ‘*_IP or host name’ of the
device.

Group based report: Using this option, you can generate a report for the
entire group just by creating a profile with the group selected.
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Interface based report: Using this option, you can enable reporting only
on interfaces and devices and not virtual devices.

If you select your report to be a combination of options other than single
combined report, only one report is displayed in the report view and all the
3 reports for other devices are stored in a user-specified location.

Query By

Use the Query By option to generate reports classified By Device, By Group
or By Day.

Device: Select this option to generate a report with an additional column

that gives the details of the selected Devices.

Group: Select this option to generate a report to query on the Group to
which the selected device belongs. For example, if you select two different
devices present in more than one group then the report is generated with
an additional column-- Group. This appended column gives the Group
details of the selected devices. This query is particularly useful when the
administrator assigns privileges for the Non-admin users to access only a

few Devices configured on the application.

Day: Select this option to generate a report to query on the Day. This
report appends a column-Day that gives the details of the day when that

particular data came about.

Note: You can query by the above options in the reports from the security
center also.

Report Style

You can customize the look and feel of reports as per your choice by
selecting from 11 different templates and 10 table formats. You can also
choose from HTML, MHTML, MS Word, MS Excel, PDF, and Text reports

formats.

o
6

% Format — Includes HTML, MHTML, Microsoft Word, Microsoft Excel,
PDF, and generic text file formats into which the content of the
report will be generated.

Note: MS-Office must be installed before you try to generate
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reports in WORD or EXCEL formats. Also Adobe Reader 6.0 and
above to view the reports in PDF format.

Template — You can determine the basic structure of the report.
The drop-down box allows you to select from a number of pre-
configured report styles that have different fonts and colors. They
are Cool, Vintage, Cascade, Serene Arcade, Sand Ribbon, Wise
Monk, Capri Blue, Glass Block, Trendy, Standard, and Orange Spice.

Table Format — Select the format of the tables used to present
tabular data in Microsoft Word reports. The table formats are
Simple, Colorful, Columns, Grid, Classic Grid, List, Classic List,
Contemporary, Elegant, and Professional.

Organization — This field allows you to select the company name,
as it will appear in reports. Typically, this field is used to present
the name of the company creating the report.

Logo File — The Logo text field is where the user can specify the
logo file that will be displayed in reports. The default logo is the
logo.gif and is picked from the folder [Installation
Directory]\xhtmlfiles\logo.gif. To display your company logo,
replace this image with your logo in this folder, or specify the
absolute path to your logo file is in a different location. For example
if your logo file is mylogo.gif and is in a folder named "images" in
drive D:, then the absolute path to the file would be
D:\images\mylogo.gif.

To specify the format of reports, follow these steps:

1. In the Reports screen, click Report Style. The Report Style screen
opens.

2. Enter the template name. Click to select the background, query font,
and node font colors.

3. Click Save.

Customizing Reports

Clavister Insight enables you to create customized reports tailored to suit

your needs. You can choose which queries to include, whether to include

graphs, the graph type, and even how many records to include in each

table.
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The Report Customization Screen
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A custom report is a report that you can create by including only selected
queries that meet your specific requirements. This helps you focus on only
the data you need.

To create a new report, follow the steps below:

1. In the Customize Reports screen, click New Report.
2. In the Report Name box, enter a name for the report.

3. Select the queries you want included in the new report. Click Save.

Editing a Report

To edit the settings for a report, follow the steps given below:

1. Select a report and click Edit. The Edit Report screen opens.

2. After making the changes, click Save.
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Any changes made will be reflected in the report, the next time it is
generated.

Default reports like Complete Report, Bandwidth Report, Protocol Report,
Event Report, Intranet Report, and Device Report cannot be edited or
deleted.

Deleting a Report

To delete a report, follow the steps given below:

1. Select a report from the report list and click Delete.

2. Click OK to confirm the deletion.

Save Report

Use this screen to specify the report name, the e-mail addresses to which
the reports can be e-mailed automatically, and the remote FTP location to
which your report can be uploaded. By default, the generated report is
saved on the machine where Clavister Insight is installed in the following
location.

[InstalledPath]\userprofiles\[user]\ProfileselQ\[Profile name]\
[Filename]

It is recommended that you not use mapped network drives to store
generated reports. Instead, use only your local drives to store the reports.

Reports are delivered in the following three ways:

0,

% Saved on a local system or network neighborhood

2

< E-mailed to one or more recipients

o,

% Uploaded via FTP to a remote location

The following sections explain how to specify the output and delivery of
reports in each of these three ways.
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The Save Report Screen
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Saving Reports

By default Clavister Insight saves a generated report in the machine where
Clavister Insight is installed. Enter a name for the report in the Save As
text box. For help on using generic file names, see the table below for
examples.

Using Generic Names for Reports

Clavister Insight follows a generic method for specifying input and output
file names in the profile. You can enter generic file names directly in name
text box or you can use the Grammar Syntax feature to specify input and
output file names. This feature is useful in scheduling repetitive tasks as
the log file name is structured on a timestamp format.
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Grammar Settings
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Clavister Insight provides the option of using wild card specification in the
file name, and understands standard DOS directory wild cards (i.e., *). You
can specify the relative hour, day, month or year by decreasing or
increasing the specific value. The same syntax is used to specify file names
for output reports.

Generic Naming — Grammar Syntax Examples

File Name Specification Sample File Name+ Represents

CISReport%m%%d%%y%.htm [CISReport 062006.htm June 20,2006

CISReport%m%%d%%Y%.htm |CISReport06202006.htm June 20,2006

CISReport%Y%%d%%B%.txt CISReport200620June.txt [June 20,2006

CISReport%*%%m%%y%.htm+

CISReport *0606. htm June 20,2006
+

+ Assuming current date is June 20th, 2005

+ + In this example, all files created in June 2006 that are in the specified
directory will be processed by the scheduler. This is because of the wild
card specification * in the File Name. Note that Clavister Insight will not
limit itself to files with only the day of the month. The wild card is a
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system wild card, and as in the DOS directory command, it will pick up all

files with any matching string in place of the asterisk.

To specify file names using the Grammar syntax feature, follow the steps

given below:

1.
2.

Click Grammar. The Grammar dialog box is displayed.

In the Grammar dialog box, click Browse and go to the location where
generic log files are stored.

Define the timestamp format for the generically named files. Based on
the log file naming convention of your log file, specify the appropriate
date format in the Date Format text box. Note that you can add an
alphabetical prefix to the format and select from several different file
extensions in the suffix box.

In the Add/Subtract text box (Hour, Day, Month and Year) specify
which timestamped log file is the input. For example, to attach to
yesterday’s log file, enter —1 in the Day text box with respect to the
current system date.

The selected file syntax is automatically displayed at the bottom of the
dialog box.

E-mailing Reports

You can e-mail your reports to specified addresses using Clavister Insight.

You can enter multiple e-mail addresses separated by semi-colons. Follow

the steps given below to e-mail your reports:

1.

3.

Select the Mail To check box and enter the e-mail address in the text
box. To e-mail to multiple recipients, use semi-colon to separate the e-
mail addresses.

You can enter multiple e-mail addresses separated by semi-colons and
send a copy of the report to other users (cc:) if required.

Enter the subject in the Subject box.

Q This feature will work only if your SMTP server is configured.

FTP Reports

You can also choose to upload your report to a remote FTP location. Follow

the steps given below to upload your reports:
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1. Select the FTP check box and enter the host name to send the file, user
name, and password to configure FTP. The machine that is to receive
the reports must be running an FTP service.

Select the Passive Mode check box if you want Clavister Insight to use
"passive FTP" to initiate FTP connections.

Passive FTP connections provide more security for the network that
hosts the FTP server to which Clavister Insight will connect. Clients that
use passive FTP send a PASV command, which allows the server to
specify which data port it wants to use, rather than sending a standard
POST command to specify a control channel and data channel port.

Edit Profile

You can edit or delete a profile as required. To edit a profile, follow the
steps described below:

1. From the menu bar, click Edit Profile.
On the Edit Profile wizard you can edit the configuration settings made

in Device, DNS Lookup, Filter Templates and Reports tab
respectively.

The Edit Screen

@) Eddit Prodibe

E’ Edit Profile

[CyProfie | [ Dot Raveon | B9 Gronps | [0 0465 Locku | B3 Fiter Templates | [ schechior | 418 mports |

Profle Mama F&ﬁ'l

Log File Source:
[Fe =] Fresisanenna ncee o1l ot Y Graenenae
Exaipde: MpuMp youmpsite. comfoghile g
F Anomyenous
Userbame | Passwed |
I Dewice Identiter |

(This identifier wall be usad B the I fes do nol specily any)
[+ Gengrate Ropest afior parsing Log data

ot ;

1. Sebect File if e 10 file resides on the VHILM Serer.

T Bedbect FTP ifthe (09 e resides of an FTP e

3 Make gure thed be device you wand bo report on is icensed.

ll Cancel I

CLOVISTEX "



Clavister Insight 4.6 User Guide

3. Click Save to save the settings.

Copy Profile

If you want to create profiles that are similar, use the copy profile option.

1. To create a copy of a profile, select an existing profile and click the
Copy Profile button on the main screen.

2. The Copy Profile window opens displaying the newly created profile. The
profile created is identical with the former except the profile name.

Delete Profile

If you want to delete a profile, select an existing profile and click the
Delete Profile button on the main window of Profile Manager.
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Forensics

Forensics analysis involves capturing, recording, and analyzing network
events in order to discover the source of security attacks or other problem

incidents.

It involves capturing of all data packets passing through a certain traffic
point and written onto a storage area (file archive) with analysis being
done subsequently in batch mode. This approach requires large amounts of
memory storage (SAN or NAS), involving a file system.

Clavister Insight's forensics analysis uses this approach to perform the
forensics analysis and in this the major concern is for privacy as all packet
information including user data is captured. Clavister Insight addresses
this by using a secure communication channel when collecting forensics

logs from the specified devices.

The Forensics analysis feature helps you to look up a metadata index for
specific information across devices across up to several years. This
metadata index contains information such as the device ID and time range
that references each log file. This enables Clavister Insight to quickly refer
log files that contain the device ID and time range applicable to the
search.

A configured search has the following columns associated with it.

% Search Name

« Report Generated
% Archive

< Generate Report
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The Forensics Manager Screen
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You can edit, copy, or delete a defined searching criterion.

Report Generated: Click the link under the Report Generated column to
view the report. You can also customize the report view by including only
those fields you want to view.
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The Forensic Report Page
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Use the following options to customize your report view:

+ Change My View - To change the view of your report by selecting
the fields you want to view.

< Number of Records - To change the number of records you want to
display in the report.

< From-To - To specify records within a range.

< Export Report - To save your search result in either HTML/Text
formats.

Note: Values in a report saved in text format are separated by a
comma separator.

Note: Forensics analysis stops if the available disk space is less than 20%
of the total disk space. Once the disk space falls below this level, the
following message appears: Stopped Forensics searching due to
unavailability of free disk space.

Change My View: This option lets you change the report view by selecting
the necessary fields that you want to see in your report.

1. Click Change My View. The Fields screen opens.

2. Change the report view by adding or removing the fields.

CLOVISTEX "



Clavister Insight 4.6 User Guide

3. Select the fields you want to view from the Available Report Fields
list and click f_j to move them into the Selected Report Fields list.

4. To include a column in the forensics report for including the native log,
select the check box Append a column in the forensics report for
including the native log.

5. Click Save.
Export Report:

You can export the forensic report to be saved onto a specific location and
in HTML or Text format. To customize the view of the exported report,
select the fields you want to include in the report that is being exported.

._".'1‘,.I':K|:u:-rr. Forensic Repork

tr_ Export Report
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Corlent Cabegonzation Source IP Addess
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Include Fields Device Extemal IP Drestinstion P Addies:
Destnaton Host Name i« I
Duration
Dinechion
Destination emal -
1I L3
[~ Append a column in the report for including the nathe log.
SelectRange  From |59 To 3993
Total nurmber of records in thi report 1135403

[Expeont Cancel

Follow the steps described below to export a report:

1. Click Export Report. The Export Report screen opens.

2. Select the Report Type you want it to be exported to.
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3. Select the fields you want to view from the Available Fields list and
click to move them into the Selected Fields list.

4. Select the range of records that you want to export from the generated
forensic report.

5. Click Export.

Single Query-Export Report
1. You can export the forensic report on a single query from the TOC to a
specific location in HTML, Text or CSV format.

2. Click Export Report for the selected query. The Export Report screen
opens.

3. Select the Report Type you want it to be exported in:

% Html
% Text
% CSV*

The CSV* (comma-separated values) file format contains the values in
a table as a series of ASCII text lines where each column value is
separated by a comma from the next column's value and each row
starts a new line.

Export Forensic Report of Top Events

@] Export Report

‘t'ﬁ Export Report

Report Type (5 Himl ¢ Tet  CEV

ExporiTo  [Ci\ForensicReport [ Browes |

Bxport | Cane

4. Browse to the location where you want to export the Forensic Report
based on a single query.

5. Click OK to export or Cancel to abort the task.

Display Type: You can select the Top Events to be depicted in any one of
the display types:

<+ Table < Bar
»Pie “Tape
< Horizontal
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Note: In Forensics reporting, number of records displayed in graphs is
limited to 11.

Archive: This column displays the details of the latest results of the
configured search. Once a new update for this search is triggered, search
results for this search are transferred to the archives.

Generate Report: This column displays the report icon. Click a to

generate a report for the configured search.

Log Collection

Using forensics analysis, you can specify from what devices to search log

files. In addition, you can do the following:

1. Collect log files from all configured devices.

2. Store logs in OLF (Open Log Format) and compress them into delta
files.

3. Transfer delta files from the Syslog Server to the Forensics Analyzer
database.

4. Select the format and the location where you want the logs saved from
the Options screen.

5. Select a time period to search for specific information.

Configuring Search

For example, if you want to search for events that occurred between 1°'
and 14'™ February in 2005 use forensics analysis as follows:

Click New Search from the Forensics Manager.
Enter a name and description for the New Search.

1

2

3. Select the criteria of your search: Device or Mirapoint Device.
4. Select the source as Archived Search Data and click Next.
5

Browse to the specific location where you have stored the raw log files
from all the devices, specify the file, click OK and click Next.

Select the devices you want to report on and click Next.

7. Specify the Date and time range for which you want to generate a
forensics report.

8. Select the filters you want to apply to this search and click Next.
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Select from the available fields, the fields you want in the report and
click Next.

10.Click Finish.

Device Based New Search

Follow the steps described below to add an alert:

1.

On the Forensics main window, click New Search. The New Search
wizard opens.

Enter a name and description for the search in the Name and Search
box respectively.

Select the search criteria as Device

Select from one of the following log sources you want to search from:

% Log Files from Selected Devices
% Archived Search Data

0,

Once all the fields in the window are filled in, click Next.
New Search Screen
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Archived Search Data

If you have selected this option as the log source for your search, your

search confines to the data present in the reports previously generated.

This helps you save time, as you need not search the entire log database.

Follow the steps described below to perform an archive search:

Browse to the archive location of previous reports to search for the
required data and click Next.

If no report is generated prior to this search, archived data is not available

for you to lookup. So this option will not be functional.

Browse Server

1.
2.

Click Browse and the Browse Server Window opens.

This window gives you the directory hierarchy of the CIS Server
installation.

You can select a folder by double-clicking any item or by Selecting the
folders under L7 icon and click Open Folder to view the files within the
folder in the under Files section.

Similarly, you can select and add a file within a selected folder by
double-clicking it or by clicking the Add File button.

Selected Log Files section will show the selected log files.
To remove a selected file, click Remove File button.

You can see the path of your selected file or folder in the Selected Log
Files section and click OK.
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The Browse Server Screen
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Log Files from Selected Devices

If you have selected this option as the log source for your search, follow

the steps described below:

< Click Next.

Date & Time Range

You can enter the time period to configure your search. Follow the steps

described below:

1. Click the calendar icon and enter the Date From to Date To in the
appropriate text area provided.

2. Select the hours of a day from the drop-down list available.

3. Click Next.
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The Date & Time Range Screen
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Scheduler

A Forensic search can be scheduled to run the task either daily, weekly or
for one-time only.

1. Click on the Add button to define a new schedule or click Edit button
to change the existing schedules.
2. Select a scheduled task from the list.

3. Click Next.

Scheduling Forensics Search

The Scheduler facilitates you to run the forensics search reports
automatically, at specific times, which is particularly advantageous when
you are running reports at regular intervals.

In the new profile wizard, select the Scheduler tab and the scheduler
screen opens. The list box contains all the tasks that are scheduled. Click
the Add button to schedule a new task or select an existing task to edit.

CLOVISTEX 106



Clavister Insight 4.6 User Guide

Add Task

1. Click the Add button. The Scheduler Frequency Selection screen opens.

2. On this screen, you can select the frequency at which you want the
forensics report to run.

3. Specify a unique name for the task in the Task Name box. This name
The Scheduler Main Window displays this name under the column
Scheduled Tasks.

4. Select the frequency from the options given. The available frequencies

are:
< Daily
% Weekly

% One Time Only

5. The forensics report schedule you just created is added to the list of
scheduled tasks in the Scheduler screen of configure forensics search
wizard.

Note: Hourly and Monthly tasks configured in the earlier versions become
obsolete after the upgrade and you need to edit them to acquire a different
frequency to run the scheduled task.

Device Based Forensic Search

You can select Group/Devices and analyze their logs from this screen.
1. Select all the available devices in one go by selecting the check box in
the Group Name/Device IP column.

2. To select individual network devices, just select the check box against
the device name and once you are done, click Next.
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The Device Group
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Search Filters

You can select the filters you want to apply on your search from here.

1. Select the Select All check box to apply all the available filters on your
search. To select individual filters, select the check box against that
filter.

2. The following are the available filters:

®,
o

Source

0,
o

Destination

0,
o

Destination Port
Rule

0,
o

X3

4

Protocol
Event ID
Expression

X3

4

X3

4

X3

4

Severity
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Source Filter

If you have selected Source in the Search Filters window, follow the

steps described below:

1. Enter the Source IP/Name of the device you want to filter from the
rest and report on only those events originating from the specified
source.

2. To filter on events originating simultaneously from a series of devices,
specify the IP Range by selecting the Source IP Range check box.

Add the Source IP/Name by clicking the Add button.

4. Click Next.

Destination Filter

If you have selected Destination in the Search Filters window, follow the
steps described below:
1. Enter the Destination IP/Name of the device you want to filter from

the rest and report on only those events having the specified
Destination IP/Name.

2. If you have to filter on events from a series of devices at one time then
you can provide the IP Range by selecting the Destination IP Range
check box.

3. Add the Destination IP/Name of the device or the range by clicking
the Add button.

4. Click Next.

Destination Port Filter

If you have selected Destination Port in the Search Filters window, follow

the steps described below:

1. Enter the Destination Port number in a device that you want to filter
and report on only those events ending up in the specified port.

2. Add the port number by clicking the Add button.
3. Click Next.

Rule Filter

If you have selected Rule in the Search Filters window, follow the steps

described below:
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Enter the Rule ID you want to filter and click Add to move them into
the Selected Rules list.

Click Next.

Protocol Filter

If you have selected Protocol in the Search Filters window, follow the

steps described below:

1.

2.

Event ID

Select the protocols you want to filter and click ij to move them into
the Selected Protocols list. You can also add new protocols.

Click Next.

If you have selected Event ID in the Search Filters window, follow the

steps described below:

A WO N P

Select the Event IDs you want to filter from the available list below.
Click Add button to add a new event ID to the list.
Click Add to open the New Event ID screen.

Enter an appropriate name and the ID of a new event you want to add
to the list.

Click the Add button and click Save. The new event ID is added to the
list of existing event IDs.

Click Next.

Expression/Phrase Filter

You can search for any string containing a specific word or phrase from the

database on this screen.

Do one of the following:

1.

Select Use words to search for the specified words in the database.
You can apply the conditional operators AND/OR on the words
specified as index for your search.

Select Use phrase to search for a given phrase from the log files in the
database.

Click Add and then click Next.
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Severity Filter

You can select the severity types which you want to filter in your search
from this screen.

1. Available severity types are:

0,
o

Emergency
Alert
Critical

0,
o

0,
o

0,
o

Error

X3

4

Warning

X3

4

Notice

X3

o

Information

X3

9

Debug

2. Select from the Available severity types and click _’_j to move them into
the Selected Severity Types list.

3. Click Next.

Save Report

You can save the Forensics Reports for devices in the following two ways:

< E-mailed to one or more recipients
« Uploaded via FTP to a remote location

You can save the report to the specified location in either Text or HTML

formats.

Follow the steps given below to e-mail your forensic reports:

1. Select the Mail To check box and enter the e-mail address in the text
box. To e-mail to multiple recipients, use comma to separate the e-mail
addresses.

2. You can enter multiple e-mail addresses separated by comma and send
a copy of the report to other users (cc:) if required.

3. Enter the subject of the mail.

Follow the steps given below to FTP your forensic reports:
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1. Select the FTP check box and enter the Host name to send the file, User
Name, and password to configure FTP. The host machine should have
FTP service running in it.

2. Select the Passive Mode check box if you want Clavister Insight to use
"passive FTP" to initiate FTP connections.

Note: Take caution in using Mail To and/or FTP options for saving the
forensic report as the report can be voluminous.

Forensics Options

With the Forensics options, you can specify the path where you want to
store the forensics logs. You can choose to trigger an alert whenever your
secondary storage device falls below the specified level and option to
forward forensic logs to the Central server.

The following are the forensics options:

o,

< Disk Space Alert
< Forward Forensic Logs

Disk Space Alert: Forensics analysis may stop due to unavailability of
free disk space. To restart it, free up the disk space or specify a different
location from the Forensics - Options tab.

Note: Forensics analysis will stop if the available disk space is less than
20%.

Follow the steps described below to set your options for forensics analysis:

1. On the main screen, click Options. The Options dialog box opens.
Select the Forensics tab.

Specify the Path where you want to store the forensic logs.
Click Browse. The Browse Folder window opens.

Select the folder where log files are stored and click OK.

a ~ 0N

Select the Disk space Alert check box to raise an e-mail alert if the
memory available is less.

6. Enter the recipient e-mail address in the Mail To box. To add a copy,
enter an e-mail address in the CC box. Use comma to separate multiple
e-mail addresses.

7. Click Save.
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To be able to send an e-mail alert, your SMTP server must be configured.
For detailed instructions on how to configure your SMTP server, click here.

To see the mapped network drives created by the user, change the service
logon properties from Local System account to This account with a valid
username and password from the Service Control Manager.

Forward Forensic Logs: You have the option to forward the Forensics
logs to the central machine and at what time of the day.

On a regional if you change the storage path of forensics logs, you can
forward only the deltas collected into the newly defined storage path, to
the central.

Note: This functionality is available only with regional CIS Servers.

Search

Follow the steps described below to edit a configured search:

1. Click a search under the column Search Name. The Edit Search
window displays.

2. Make the necessary changes and click Next.

3. Verify the altered settings and click Finish.

Copy Search

To create a copy of an already existing search, use the Copy Search
option.

Follow the steps described below to create a copy:

1. To create a copy of a search, select an existing search and click the
Copy Search button on the main screen.

2. The Copy Search window opens displaying the newly created search.

The search just created is identical to the former except the search name.

Delete Search

To delete a search, select an existing search and click the Delete Search
button on the main window of Forensics manager.

CLOVISTEX e



Clavister Insight 4.6 User Guide

Managing Devices and Groups

This section describes how to manage your devices and Clavister Insight
syslog server. Once you configure the syslog server, Clavister Insight
accesses device logs using the syslog service for processing and storage.
Log file data is stored in either the built-in database or an enterprise
database. Configure the enterprise database from the Options 2> General
tab. You can add as many devices as permitted by your license.

Clavister Insight assigns a unique symbol to the configured Device for easy
identification. The following table gives the details of the symbols used in
the Groups/Devices screen display:

= Represents a configured licensed device

Represents a configured licensed device that is
inactive

Represents group or a regional server

=

Represents an active syslog server

Represents a syslog server that is not in the
network

The Groups Screen

The Groups screen displays the list of groups you created and the devices
under each group. You can view details of each device by clicking on the
device IP and specifying which group to monitor. You can also add or
delete groups from this screen.
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The Groups Screen
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In this screen, you can view all the configured regional servers. To view all
the groups created on it, just select a regional server from the Regional
drop-down list. The list displays all the existing groups.

Why Global Group?

When you add a new device, automatically it shows under the Default
Group for that specific CIS regional. To group devices configured on the

CIS Central via the regional syslog server, place them under a predefined
group called the Global.
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Default Group:

Clavister Insight automatically creates the default group. You can also

create new group and allocate devices under that group. If you delete a

group, all the devices in that group are automatically shifted to the default
group.

Adding a Group

Follow the steps described below to add a group:

1
2
3.
4

On the Groups screen, click Add. The Add Group screen opens.
Enter a name for the group in the Group Name box.
Select the parent group from the Sub-Group drop-down list.

Select the importance, importance factor, and the severity factor from
the appropriate drop-down lists.

Select the devices you want to add to the group and click Create
Group.

Editing a Group

Follow the steps described below to edit a group:

1.

On the Groups screen, click the group you want to edit. The Edit Group
screen opens.

Edit the values in the Importance, Importance Factor, and the
Severity Factor lists as required.

Select the devices you want to add or remove form the existing group
and click Save.

Moving a Device from Default Group

When you add a new device, it falls under the Default Group. You can move

the added device from the default group to any other existing group by

following the steps described below:

1.
2.

Select the Groups tab.

Click on the group to which you want to move the device. The screen
displays the list of all the devices.
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3. Now select the device you want to move under the selected group.

4. Click Save.

On CIS Central, you can view all the configured regional servers. Select a
regional server from the Regional drop-down list to view all the groups
existing on that regional.

The Devices screen lists the syslog servers, configured/unconfigured and
manually added devices. You also can add or delete an unconfigured
device/virtual device from this screen.

Devices Screen
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Adding a Device

B=

Follow the steps described below to add a device:
1. On the Devices screen, click Add Device. The Add Device wizard
opens.

2. Select an identifier by which you want your device identified. A device
can be identified by its either external IP address, internal IP address,
or device ID.

Enter the device name in the Device box.
4. Select the device type from the Device Type drop-down list.

5. Enter the location in the Location box and click Save.

To display an unconfigured in the Add Device window, click on the IP of
the device under the Syslog Server or under the Manually Added Devices
and click Save.

Important: If the device is of type Intrushield, you need to perform the
following configuration changes to obtain reports from the Intrushield
device.

Configuring the Intrushield devices:

To enable CIS Server generate reports on the log events streamed from
the Intrushield devices, edit the intrushield.ext file found in the application
path (Apppath ...\CISSyslogSrv\Syslog) folder.

The file has the following information:

<device IP> <Column names>

Format of the IntruShield device log columns must be semicolon separated
and each column Identifier would begin and end with $.

Edit the device IP column with the IP address of the Intrushield device that
is streaming data to the CIS Server via the syslog. For example, if
192.168.1.99 is the Intrushield devices IP address, which you want to
report upon, uncomment <device IP> tag and provide the respective IP
address as <192.168.1.99> with respective columns in the intrushield.ext.
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To report on more intrushield devices, append the intrushield.ext file with

the device IP and respective Intrushield columns to be included in the

report.

CIS supports McAfee Intrushield logs collected by the syslog server and not
“ from the Log File as the data source option.

Adding a Virtual Device or Interface

Follow the steps described below to add a virtual device:

1.

Select a primary device from the devices regional server list and click
Add Interface/VD.

To add a virtual device or interface, select any one of the available
options:

< Virtual Device

% Interface

Select Virtual Device and enter the IP address of the virtual device
and click Save.

You must select a primary device to monitor its virtual device or an
F interface.

Follow the steps described below to add an Interface:

1.

Select a primary device from the devices regional server list and click
Add Interface/VD.

To add a virtual device or interface, select any one of the available
options:

< Virtual Device

% Interface

Select Interface and specify the Interface Direction.

< Internal
< External

Enter the IP address of the Interface and click Save.

Note: Interface name will have the prefix as Iface-.

Deleting a Device

Follow the steps to delete a device:

1.

Select the device/s that you want to delete.
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Note: By default, CIS selects all the un-configured devices to delete.

2. Click Delete to delete the list of devices.

Q Deleting a device will also remove data pertaining to that device from the
s database.

3. This device is now displayed under the category Unconfigured
Devices.

The ability to dynamically add or delete a device is important for MSSPs
= who often keep adding and deleting devices.

Configure Devices

1. While using the trial license, CIS configures all the devices
automatically.

2. Under a permanent license, the Devices added from the Add Device
wizard, appear under Manually Added Device. The Device manager
displays the devices that are auto detected as UnknownDevicelD. You
can configure these manually added and unknown devices from the
Configure Devices screen.

3. On the Configure Devices screen, you can enter the Location Name
where you want to associate all the devices.

The Configure Devices screen displays information about
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Configure Device screen
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< Internal IP/Name: This column displays information about the
Internal IP/Name of the added devices.

» External IP/Name: This column displays information about the IP
addresses of the added devices.

« Device Id: This column displays information about the Device Id of
the added devices.

o
4

4. Select the any one of the above three options for the devices you want
to configure and click OK.

5. You can now License the manually added and unknown devices from the
license manager or from the pop-up screen displaying the unlicensed
devices.

Licensing Criteria

If the Device Manager identifies a new device ID in the log file, it adds
the device ID under the syslog server as UnknownDeviceld, and if you add
a device using the Add Device Wizard, it shows under Manually Added

Devices.
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To specify the licensing criteria for the newly associated devices click the
UnknownDeviceld/Manually Added Device link, the Licensing Criteria
dialog opens. Specify the criteria based to License the Device.

You can identify the Device by any of the following three identifiers:

< Internal IP/Name
< External IP/Name
< Device ID

i} Set Device Identifier - Microsoft Inbernet Exphorer 3 =|0] %]
i . - - -
N Licensing Criteria ®

Select the device identifier

& Internal IP/Manme INS 825361714
T Extemal IPMame

©  Device ID

Location ES HUN

Hote: You need to edit the device from License Manager (o reflect new
identifier in your reports and menitoring

Q. Cancel

Select any one of the identifiers and click Save. When you do this, CIS
prompts you to license the device immediately, later, or never. If you
select Now, The device immediately displayed as licensed on the Devices

screen.

Note: Trial License automatically licenses the Devices.

You can report on a devive only if it is licensed. Once you delete the
device, you can reuse the License for another device. Click here to know

how.

Policies

Clavister Insight offers a visual interface to enforce collection policy. If you
have installed CIS as the Central Server, select the regional servers from
the Regional drop-down list and enforce the policies. Policy defined on the

Central server reflects back on the regional server.
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Important: Policies defined in the policy Manager are not applicable to
ISA and AV devices.

Collection Policy

This window displays the list of collection policy nhames. You can also Add,
Edit and Delete a policy.

By default, the application provides you with the following policies:

< Default
< Collect All

2

< No Collection

You cannot edit/delete the default policies.

Add Collection Policy

1. To add a collection policy, click Add button. The Add Collection Policy
window opens.

2. Specify the name of the policy.

3. Select a group/device under Syslog Server/Device column and choose
specific devices in that group on which you want to enforce the policy.

4. Click Next. The Event Collection window opens.

In the Event Collection window, you can specify the severity of events
to write into the delta files, specify the severity of events, which you
want to stream to the monitoring console and the storing of the logs
with respect to different activities occurring on the devices.

< Event Collection: Specify the events to consider and save in the
deltas while the raw log files are compressed into delta files and
specify what events should be logged onto the Event Viewer from
the raw log data that is fetched by the syslog server.

% Important: By default, the Monitoring option is unchecked. Only if
you select this option, CIS sends the log events for monitoring.
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The Event Collection Screen

B Mew Callection Policy for devices - Microsolt Intermet Explorer

Add Collection Policy

Event Collection

Syshog: YWiite m and higher seventy evanis to Delta.
W Manitaring:
Stream m and higher seventy events to Monitoning,
Append Raw Log in Delia
I Severity |Wamning o
W Atack

W irus

<Frevious | Finish Cancel |

Follow the steps below to enable monitoring and to specify delta severity.

1. To enable the streaming of events to the Event Viewer or to specify the
events to consider for writing into the delta file, select from the drop-
down list respective event severities. To view all events or to write all
events in the delta file, select Debug. The available severity types are:

% Emergency

% Alert

% Critical
< Error

< Warning
< Notice

X3

4

Information

X3

o

Debug

2. Append Raw Log in Delta: In this section, you can specify to append
the native or raw logs to deltas until the selected severity level from
the drop-down list. CIS will not consider or append other events that do
not come under the selection.

Note: CIS appends raw logs for only those devices that can
stream their logs to CIS syslog server.
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3. You can specify to store Events till a specific severity, Attack events,
and Virus events. The available severity types are:

0,
o

Emergency
Alert
Critical

0,
o

X3

4

X3

4

Error

X3

o

Warning

K3
"

Notice

X3

o

Information
4. Finally, click OK.

Policy Synopsis

1. Default and new Collection Policies added are populated on the main
Policy Name list-box.

2. Select a policy name. The complete synopsis of the policy settings is
displayed on the right pane of the same window. You can view the
complete details of the events written to syslog and the events
appended to the raw log data on the same screen.

3. If you want to modify the collection policy, click the Edit button.

Edit Collection Policy

Edit your selection of Group Name/Device and choose specific devices in
that group on which you want to enforce the policy. Edit your preferences
for collection policy as required and click Save.

Configure

With the Configure button, you can configure multiple devices at one time.
This is useful when you have a large number of devices streaming logs to
the syslog server
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Options

You can specify global settings on all the profiles you create or on
individual profiles by using the Options tab. This helps you to control the
way Clavister Insight operates and optimize its functionality.

o,

< General: You can configure the database to save the log data and
check for new devices identified by the syslog server by using this
tab.

< Admin Alerts: You can select the criterion to trigger an alert by
CIS by using this tab.

< Monitoring: This tab shows up only on a regional server and you
can switch off local monitoring on a regional server and forward all
the events to the Central server by using this tab.

< Protocol: This tab lists the most common protocols and services
categorized into families. This is helpful in protocol-based analysis
of device activity. You may also add new protocols and families.

< E-mail: Use this option to specify the e-mail protocol SMTP to
configure your messaging system.

< Advanced: This tab enables you to add, edit, and delete devices
and syslog servers. After adding a device for analysis, you can
import its logs using the syslog service and begin generating
reports.

t': A Power User can only access the E-mail and Advanced tabs.

General Settings

You can specify the database that you want to use for storing processed
log data by using the General Settings tab. By default, the device log data
is stored in the built-in database but you can also choose to store log data
in an enterprise database. You can configure an enterprise database from
the Options > General screen.
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The General Settings Tab
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Disable Pinging: You can enable or disable pinging activity from the
syslog server, which at times occurs frequently and hence makes the
network busy. By disabling pinging, you can keep a check on the ping
operation performed by the Syslog Server to identify the status of devices

configured to Syslog Server.

Check for new devices every: Select this check box to check for the

unconfigured devices every:

< 1 min

< 10 min
< 30 min
< 1 hour

Based on the interval selected, a pop-up window displaying the Unlicensed
Devices show up whenever CIS finds a new device and prompts you to

configure and license it.
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Monitoring Options

Click on the link here and the Set Monitoring Options window opens where
you can set the monitoring options. You can set the monitoring based on

the following:

« Maximum number of records for a Monitor

< Maximum number of records for Event Viewer
Maximum number of records for a Monitor: This option lets you specify
the maximum number of records to consider for a monitor at a given
instance of time. If there are more Alert Events then all of the events
occurring within the period and exceeding the specified Maximum Number
of records are dropped.

Maximum number of records for Event Viewer: This option lets you specify
the maximum number of records that you want the event viewer to display.

Note: Restart the CIS server for the changes to take effect.

Selecting a admin user who can Create/Modify Event Classes

Select an admin user account from the drop-down list to assign the
privilege to create/modify Event Classes also can change/reset the threat
level associated with an event displayed in the event viewer, graph types
and reports.

Selecting the admin user:

All the admin user accounts defined from the User manager are shown in

the drop down list.
1. Select a user account to grant the privilege to create/modify Event
Classes.

2. Save your settings, logout from the application and login with selected
admin user credentials to be able to reset the threat levels.
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Admin Alerts

Use the Admin Alerts screen to select the criterion on which you want to
trigger an Alert. To specify the alert criterion, follow the instructions given
below:

Admin Alerts

A tiobal Dptions - Microseit Internet Explorer

E Options

BN R TN T

Click on status button to enable/disable the Admin Alars

m

Alortl o

Add Admin Alert

1. On the Alerts main screen, click the Add button. The Configure Admin
Alerts window opens.

2. Enter the alert details (Alert Name and Alert Description) in the Alert
Details section.
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T ronfigure Admin Alerts - Microsolt Internet Explorer

B AddAlert

Alen Details

Alarl Mame [Nem

Alert Description| Tog Priveity
Cufterion

& Mlert wheen weer sccount is locked.
T Aden when the specified device(s) isfane down for mrandg)
™ Alert wheen event cound from specified deviceis) exceeds

" Alert wheen forenzic kg file storage space is less than

I 158 fior Wiarning Mail Molification
I =B for Criticad Miail Notification

tFre -.| Mest > | Cancel |

3. To specify the alert criteria, select any one of the following criterion:
< Alert when user account is locked.

< Alert when the specified device or devices are down.

< Alert when the event count from specified devices exceeds a
specified threshold.

< Alert when the storage space is less than the specified disk space.
You can set either Warning or Critical e-mail alerts based on the
availability of the storage space.

4. Select the devices on which you want to generate admin alerts. Click Next.
Alert Notification
1. Enter details of the method by which you want to be notified. Click Add to

add a mail recipient.

2. Enter the time From to time To in the hh:mm format and the recipient's e-
mail address. If an alert triggers within the specified time bounds, the
specified recipient receives the Alert message.

3. Click the Add button. This adds the e-mail ID to the recipient list.

4. Enter the subject and the message that should appended to the alert
notification.

5. To configure your SMTP server, go to the E-mail dialog box in the Options
tab. Click Save.

6. Click Finish.
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Protocol Setting

The Protocols and Services list box displays all the protocols that
Clavister Insight analyzes and reports on, according to their group
category. For instance, the protocols POP3, SMTP, and IMAP4 fall under the
group ‘E-mail’ since they deal with sending and receiving e-mail. You can
add additional protocols and assign them to existing or new groups, and
generate a report on the protocol usage in where the protocols are
categorized according to the groups to which you have assigned them.

The Protocol Settings Tab

T lobal Dptions - Microsedt Internet Explorer

E Options

Ganaral Adimin Alens -l Advanced

Pratocols and Services

ki web) =

kmps(wet)

Fepdwel)

smitp(e-mail)

il (e-mail)

smipde-med)

i el

100 ]
|nps

o) (=
ipife) Edi
relned(letnet) —
talneciigingt) i
rialaudio(sineammng)

INAP A [a-riail)

IMAP d[g-mail)

Gophan)

LLWF)

FOF3E-mail)

PP e

POP3d{e-mail)

FOP-3fe-mail) =l

A protocol is a set of rules for transferring data over the Internet. Some
common protocols used are HTTP, FTP, SMTP, and TCP/IP. Clavister Insight
reports on activity by protocol and on protocol families, which are groups
of related protocols.

To add a protocol: Click Add. Enter the name of the protocol and the type
of traffic the protocol represents. For example, the protocol POP3
categorizes under e-mail since it is a protocol used to send and receive e-
mail.

1. Protocol/Port: Enter the name of the protocol.
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2. Alias: Enter the alias name in the Alias box.

3. Group: Enter the name of the protocol group to which the protocol
belongs.

4. Click Save.

You can see the protocol populated in the protocol list.

The Add Protocol Screen

i} Protocol - Microsoft Internek Explorer i =10 =]
& protocol 9

ProtacolPort [t

Eg. teplopf25 1cpS0
Aliag fteinet

Eq. hitp hitps
Group }weh

Eg. wab telnat Ap

Save Cancel

To edit a protocol: You cannot edit the Default protocols but user-defined
protocols are editable. Make any changes needed in the protocol name as
necessary. The edited name should be exactly as you want it to appear in
the Clavister Insight reports.

To delete a protocol: Select a protocol from the list and click Delete.
This will remove the protocol from the list.

Click Save.

E-mail Settings

Enter the required information for your SMTP mail server in the appropriate
boxes.
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The E-mail Settings Tab

T Global Dptiois - Macrosolt Inbermet Egplorer

E Options

Beneeal [ _agmin lerts | Protocol RN Aovancea™,

SMTP
Sarver |msndmin@Ecimisien com
User ID [uzed@ cavistar com
[C SMTE Servr requires aulheniication
Test SMTP

Recipiant’s mail id [ Send Ta-ﬁhluil

Sove | Concel |

< SMTP: Simple Mail Transfer Protocol is a protocol for sending e-
mail messages between servers. An e-mail client using either POP or
IMAP can then retrieve the messages.

< Server: Domain name of the e-mail server supporting the Post
Office Protocol (POP) protocol and saving mails e.g.
www.hotmail.com.

< User ID: Enter the user name of the authorized administrator user
ID.

< SMTP Server Requires Authentication: If your SMTP server
requires authentication, select the SMTP server requires
authentication check box and enter the server name and user ID in
the text spaces provided.

< Test SMTP: To verify your SMTP settings, you can send a test mail.
To do this, enter the intended recipient’s e-mail ID in the
Recipient's mail ID box and click the Send Test Mail button.

CLOVISTEX e



Clavister Insight 4.6 User Guide

The E-mail Settings Screen

Z§ SMTP Authentication - Microsoft Internet Explorer =1 x|
| Options "
Type |LOGIN PLAIN -
Uzer Name |LI ser
Pagsword |-|-|-|-|-|
SMTP Port o5
Save Cancel

Follow the steps described below to specify the e-mail settings:

1. Specify the authentication type to login to the SMTP server from the
Type drop-down list.

1. Enter the User name and Password.

2. Specify the SMTP port number in the SMTP Port box.

3. Click Save.

Monitoring

Forward: Select this option to forward all events to the CIS Central. When
you do this, events are monitored at both the regional and Central. On the
Central, you can monitor all events forwarded by the Regional, on the
regional, whereas you can monitor all events above the selected severity
level on Regional.

Forward Only Mode: Select this option to turn off monitoring on the
regional. Then you can monitor all events on Central.

Click Save.

This option is available only on CIS regional server.
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Advanced Settings

Some organizations separate their local networks from the rest of the
Internet by installing a device or "gateway." A device is a system or
software configured to prevent particular types of access or information
from entering the network. Most devices block the flow into the local area
network, but allow individuals to access most resources outside of the
network.

Clavister Insight lets you enter details of a device in the Device
Configuration screen, which you can then use when connecting to an FTP
site from behind that device. You can configure the device once, and then
assign that device configuration to those sites that require it.

The following table lists all conventional device types and the information
about each that you will need to procure and enter into Clavister Insight.

The Advanced Settings Tab

R tiohal Dptions - Microsolt Intermet Euplorer
E Options
Ganam\[ Admin Alers \l Prtocal \! |E-rril \m
Praxy | Dovice Authentication
Auribertication Type [ Promye =|
Host Name I-‘u:nf
Usar Name |U:vur
Password |"H"'H"'
Sene I Cancel |

Select the authentication type from the Authentication Type drop-down list.
They are
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Site Host Name (or Address),
User Name (ID)

User after logon Host Name (or Address),
User Name (ID), Password

Proxy Host Name (or Address)
Transparent User Name (ID), Password
User with no logon Host Name (or Address)
User Host Name (or Address),
FwID@remoteHost User Name (ID), Password
User RID@HostFwID Host Name (or Address),

User Name (ID), Password

User RID@FwID@Host Host Name (or Address),
User Name (ID), Password

1. Enter the Host Name in the text box.

2. Enter the User Name and the Password in the text boxes provided.

3. Click Save.

To enter device information, get information about your device from your

administrator.

CLOVISTEX
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App Status

The App Status (Application Status) screen displays information on
various components that are important to manage and keep the Clavister
Insight up and running. You can view information about the delta files
transmitted from the syslog server. It also provides you with information
on the status of log files, device IPs, log file names, last updated date and
time, file sizes, components required by Clavister Insight for the
installation, and scheduled tasks.

The Application Status screen provides information on the following.

Syslog Statistics

This tab displays details of the syslog server on a regional CIS server that
includes:

Syslog Statistics

B toppbe ation SLatur

& Application Status

ey g | [ Schoeciuler | (B Srstom infi |
=T T st Tem [EdTma I [
L k] 133,55 79 DT 00K (R 56: § % ST 135013 FOTRIAZ E (N o =
0015 10.0.15.79 O 2006 O-58: 13 CAFSTYIO00 135019 10.0.15. 105 ] (-
BOOIET 10015 79 CBOT 008 11:15:5% R0 125019 1000, 1542 14850 (-
L RE (LT LS ] i AR TR VAR e 1B 1 100,151 ] [
o |

% Regional IP: Displays the IP address of the regional CIS server on
which the syslog server is installed.

< Syslog IP: Displays the IP address of the syslog server. The screen
displays the Syslog server statistics.

% Device IP: Displays the IP address of the device configured under a
specific Syslog IP.
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Start Time: Displays the start time of the refresh interval.
End Time: Displays the end time of the refresh interval.
Total Count: Displays the total number of events parsed.

Error Count: Displays the total number of events that failed to
parse.

Use the Refresh button to update the status of statistics displayed for the

Syslog Server.

Monitoring Statistics

This tab displays details the monitoring statistics by a regional server that

includes:

Monitoring Statistics

B Bpb slion SLalin

2 Application Status

Bisniog i B q Stateticn | [7 maackingtoge | [ Schedier | W5 System 1nfa |
ETI Ttnd e T JEET [ Succem Evmrts T Erep Earta [
500157 DANTI00N URSEAD OBATJIO06 IZEEIS 6N 14141 1414) [

Regional IP: Displays the IP address of the device on which the
CIS Regional is installed.

Start Time: Displays the start time when monitoring began.
End Time: Displays the end time where the monitoring has finished.

Time in Seconds: Displays the total time in seconds, for which
these statistics are displayed.

Total Events: Displays the total number of events monitored in a
given time period.

Success Events: Displays the total number of events successfully
monitored in a given time period.

Drop Events: Displays the total number of events dropped in a
given time period.

Use the Refresh button to update the status of statistics displayed for

Monitoring module of the regional server.
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Tracking Logs

This tab displays information on the delta log files successfully received by

Clavister Insight from a syslog server and updated to the database. If a

single delta file saves records of multiple devices, corresponding device

names are displayed. The following information can be viewed on the App

Status screen:

X3

o

o

X3

o

Event Time: This filed displays the timestamp of occurrence of the
status event.

Log File Name: The name of the log files.

Log Collection Method: Displays the File collection method for
example Syslog Delta, FTP, Local File etc.

Log Collection Status: Informs you the status of log collection for
example:

Started collecting from ftp://ftp.mysite.com

Completed etc.,

Size: This is the total size (in Kilobytes) of the collected file.
Parser: The status of parsing activity is shown here as Started,
Completed, or Failed.

Log Lines: Displays the total number of lines in the log file.

Lines Parsed: This field displays the total number of lines that are
parsed successfully. The number of lines that could not be parsed
can be calculated from the Log Lines minus Lines Parsed.

Database Update: The status of Update is displayed as Started,
Completed, and Failed.

Use the Clear Log Events button to delete content about old log files so

that the details of new log files updated to the database can be displayed.

Tracking Log Status

& Bgpwpsle. ol bon sl uns

& Application Status

12 g okt | I Morituring Shatstics [ Trach Logs | [ Schuectider | (53 Sostoms bk
Sarew: 1001579 il
O 0 1102100 Dok sl S000 bog.5=  Cwlta = oot IO TEeted [} o
RO 115230 Db alBruis 100000 kgge  Culta e a2 LA Procwang S S
IR 008 1152195 Dol aCROAIAR 000 kep e ot Compiniet W08 Presong 1611 LO0OD
oo e 11 217 DekafeOaIMNaIa ey e Eacka Comploted SOI0E  Preseng  L40MM 130000
o0 006 12-0210% Deka0BOAII0RE I N0k 42 Dokt Compintas WO Rewd 0 g
R 008, 1 20047 Db alRCHOO0RE Y MO0 by 3z Ot Completad (Lo Procaaung L= ol frenna]
O O 0 1 2000 e Dot s O Y08 B ) OO oy g (= ") Corpleted S0 LE Procesung L0 ) [Len e ]
OO0 120248 DebateOAIN M kep 0 Dot [— GO0LE Preseng WSS 190000
oo e 12 0248 T TPy e Conplatid GSOEE  Prewseng 212N oeee ) s
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Scheduler

This tab provides information on the status of the regularly scheduled
tasks configured for different profiles. The Scheduler records a history of
how an event fares when it runs — whether it runs successfully or not,
what errors, if any, occur and related information. It provides you with an
overview of the tasks and their schedules. It contains a listing of all the
reports scheduled to run, the profiles they are associated with, and their
status. Use the Clear Scheduler Events button to delete all the old

events and display only the latest events created by the Scheduler tasks.

< Event Time: Lists the date and time on which the scheduled report
generation started.

< Task Name: Lists the name of the task generating the report.

< Profile Name: Lists the profile name associated with the task.

« Status: Reports whether the task ran successfully or that one or

more errors occurred. The error messages will explain any problems

that the scheduled events encountered. This column also reports

whether the scheduled report has been mailed and/or uploaded to

ftp site.

The Scheduler Tab

B Bpgrbe b Sk e 5

2 Application Status

IETT [
Ragaat; Gesrose phion T arhesd —
Fnpert Garasstion Rarted

Report G ation Comgisted

Fpeiat G st SLartand

Pt Gttt i oot e

Repaat G shion 3 arted

Fnpert Garas stion Conglsted

Fepert Garar ation Rarted

Pepent Gorwe i Correinled

Pt Gt ki Sartod :I

Only Administrators and Normal users have access to App Status
= information.

System Info

This tab displays details of the following:

2

< Date Time: Displays the timestamp of when the status event
occurred.
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« Regional IP: Displays the IP addresses of the regional to which this
device is configured.

< Host Name: Displays the hostname of the system.

« Build Info: Displays the build number of the CIS which is currently
installed on this system.

< Server Type: Displays if the server type is of Central, Regional, or
a Standalone.

« Hard Disk: Displays the information of total disk space and
available disk space for each drive on the system and the type of
file system existing on this drive.

< OS: Displays the operating system of the system running CIS
server.

< RAM: Displays the value for size of RAM on this system.

< CPU Usage: Displays the value for percentage of CPU resources
used for accomplishing a given task.

Install Path: Displays the installation path of CIS server on this system.

System Information

| Appl ation Status

2 Application Status

5 Sivston Sustisics | G Memkoring Suatistics | [ Teacking Logs | [ Schaduler g Svstem Infs |

OLMZE00T 170008 10U0L 1588 ., CISwhid 0L WE007 STANDRLONE CriFrogrem FistClyisher InGaght 4TS Mool Windoss, ., Totel 1 DIZIME dalable | 275H Used | 6%

i | |
L

Use the Refresh button to update on any changes in the system
information.
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Users

You can create users with different access rights through the User
Manager. This helps you manage and ensure security of your profiles and
associated policy settings. Important: Only an admin user can access User

Manager.

Important: Only an admin user can access User Manager.

User Manager Ul in CIS 4.6 mainly comprises of the following 3 categories

< Users
< Groups
< Policies

User Manager Main Screen

& Lser Manager

¥ User Manager
MR
e ST Possar Lkpar .N-'“'
o alicies \ser N'fg_
e il
B Add | # Edn | w 5 [ ar r Configurn A0 Close
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Users

An administrator can create Administrator, User and Power User accounts.
If you are a default admin user, only then you have access to all the
modules of the application. Power user can access all the other
functionalities except Devices, Groups, Users, Licenses, Alerts, and
AppStatus. However, the administrator defines his scope. A User (Report
user) can only run and view all/some of instant reporting sections as
specified by the administrator.

You can add new user accounts to CIS by the following ways:

< Create a new user

< Import Windows System Users
< Add Active Directory User

« Import Active Directory users

B Add ser E (=T
1+ Add User

@
Salect this oplion , yow wish 10 creals @ new user.

" import Window System Users,
Salec this opion , ifyou wish 1o Empost window SYElem UEers.

R Active Directong wsr.
Selacithis oplion , Hyow wish 1o add Actve Dinciony usser,

 Import Active Direchony wsers,
Salacd this oplion , Hyow wish o Empoe Active Direchory usars.

Frevous J Mt I Cancel [
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Create a New User

Clavister Insight provides three levels of access rights: Administrator,

Power User, and User.

Each of the user types and the rights it enjoys are as follows:

o,
o

K3
”Qe

Administrator: Users in this group have total control and can
create, delete or edit any user with any right (administrator or
normal), edit configuration settings, modify schedules, and add or
delete licenses.

Power User: Users in this group can create, edit, delete, view
profiles, schedule tasks and generate reports. A Power User can
access the settings in the Options dialog. However, this user is
restricted from Groups, Devices, Users, Licenses and Alerts.

User: User accounts in this group can only generate all or some
instant reports sections according to the assigned privileges in the
policy to which the user is associated. While creating a policy, you
can specify the report categories of devices accessible to the users
associated with the policy. Note that there are separate reporting
sections for devices.

Follow the steps described below to add a user:

a b W N PP

o

On the main screen, click Users. The User Manager screen opens.
Select the Users option and click Add. The Add User dialog opens.
Specify a login name for the user in the User Name in the text box.

Specify the description for the user account you want to add.

Enter the corresponding password in the Password text box and re-

enter it again in the Verify Password text box.

Specify the valid e-mail ID of the user.

From the User Group drop-down list, select a group that defines the
privileges for the user.
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_ioix]

1. Add User &

User Mame [Herey

Uizer Description [Mathsting Dept. Ackrirestratos

Passwond [- —

Warify Password |....“

EmaikID [FeniyEmpcompany com

Groups [Powes Uzer =l
Security Center :

Top Image  [mycompangiogo.of

Bat kground |r:._,gn.-.-. vI HFFO000 (501 Foreground
Selection BG |Eu..e -| | & Link

Hote :

® Enler the image path or use the Browse bulion lo locate &
customized lempiate. Irage shoukd be of 1862 x 52 diffemn

. rocmmmmm;wwmmm;mmwummm ander
the anoropriate HEX code (Ex@aa3308) or use picker o pick HEX code color

Previous I Mg I Cancel

If you are creating a Power user then you need to specify the device
groups and devices that he will have the privilege to access and report on,
and for a report User, you need to specify the device groups and the report
categories that he will be able to generate reports. Click Save.

Note: Any Normal User account carried forward from previous versions of
CIS shows up as a Power User, which is non-editable and you cannot delete
him.

Option to customize the Security Center view

Users have the option to change the look and feel of both the reporting and

monitoring portals.
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Follow the steps described below to customize:

1. Browse to select the top image you want to be present on the reporting
and the monitoring portals.

2. To define the text and link colors to be used in Security Center Ul,
specify the Text/Link color from the available drop-down lists OR
select the Custom option and specify the HEX code or use the picker
option, for the following:

<+ Background: To set the Background color for the Security center
tree.

< Foreground: To set the colors of the Text.

“Link: To select the color the Link should change to on a mouse
hover.

“+Selection BG: To set the color of the background when a tree node
is selected.

3. Click Save.

Editing a User

While editing a user on the Edit User screen, you can change all of the

available fields except the User Name.

Import Windows System Users

Native OS user authentication allows you to leverage single sign-on
thereby eliminating the need to maintain separate security credentials.

Note: You can only import the user accounts present in the windows
operating system.

So to create and import a new windows user account into CIS, define a
new user for Windows operating system from Control Panel->
Administrative Tools > Computer Management ->System Tools - Local

Users and Groups.
The user account that you have just created is displayed in the Add User

window and can be imported into the CIS application.

Importing User Accounts from Windows Operating System

1. Select Import Windows System Users from the Add User wizard.
Click Next.

2. A window is opened displaying all the existing user accounts from the
windows operating system.
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3. Select the User accounts that you want to import into CIS and into
which Group.

4. Configure at least one device for the user on which he can monitor or
report on.

5. Click 22l icon to move the user into the assigned user list.

6. Click Finish.

A A User
1 Add User
Morailable Ulper fusgred Users
arpnet Groups [ -I
ittt e
umi_natish e
S ] —
Fuddy ppon_SEE4EA0
nafithk
e
wany_satith
=
Pravious Finigh I Canced

Note: By default, users cannot report on any devices. Administrator must
grant them the privilege to access device and report sections.

Add Active Directory User

CIS facilitates to add a new domain user into the specific groups. In this case, no
domain privileges are necessary and you can directly add a new user with the
domain account credentials.
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Ajadd tser
i Add User
Active Drectory Server Detals
Domain : Feet =]
Bervar Namei . oy eigretworbs. com
Examgie: & COMPany.com
Active Direchory Port = [
User Hame © [atish
Liser Bukheriication Detads
¥ validate User Authentication
[ rr—— |uu+“u
l Validate Lger
Prrinious I Huat I Cancel

Add Active Directory User:

1. Select Add Active Directory User wizard. Click Next.

2. A window is opened where you need to enter the active directory server
details.

3. Specify the name of the Domain and the Server Name/IP of the domain.

4. Enter the Active directory port for the server. By default port 389 is
used in connecting to AD server.

5. Specify the User Name and Password for the new user account using
which the respective user would login into the CIS application.

6. Click Validate User to check the entered user account details.

7. Click Next.

Import Active Directory Users

Clavister Insight supports the use of an external LDAP-enabled directory to
authenticate and authorize users on a per group basis.

LDAP group-based authentication for the CIS Appliance can be configured
to support Microsoft Active Directory By keeping the authentication

centralized on your directory, a security administrator can always know
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who is accessing network resources and can define user/group-based
policies to control access.

Active Directory natively supports a fully integrated public key
infrastructure and Internet secure protocols, such as LDAP over SSL, to let
information being accessed beyond their firewall to extranet users.

Important: Configure your Active directory Server details before you
import its user accounts to CIS.

iad user _
i Add User
Active Divectory Server Detady
Domain ; et com =l
Berver Namea® | | CIREE]

Exafmghe: dir company.com

Active Directosy For = [33

i D - Iw:.dc-l-pd w3 demtm
Exaimighec ou=gnoups, de=dir, 6= am s, d=t om

AR Name - ek seth

Pagweon | |.............

Mot ; Figase review Ie above Active Direclory Sarver detals.

Previgus I Hiad I Cancel l

Importing Active Directory Server User Accounts:
1. Select Importing Active Directory Server Users from the Add User
wizard. Click Next.

2. A window is opened displaying all the existing user accounts from the
Active Directory server.

3. Select the user accounts that you want to import into CIS and into
which Group.

4. Click ] icon to move the user into the assigned user list.

Click Finish.
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Click View User Sessions to open the User Sessions screen. This screen
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records a history of users accessing Clavister Insight and provides you an

overall view of the user activity. It enlists all the users who logged on to

Clavister Insight, the client machine name and the data and time they

logged in. The admin user who has currently logged in can clear all the

recorded user sessions by clicking the Clear Sessions button.

< Status: This reports the operation (login or logout) that the user
performed.

< User Name: This lists the user name with which the user logged on

to Clavister Insight.

< System: This lists the client machine from which the user logged on

to Clavister Insight.

X3

o

:—‘Ihn essions - Miorosolt Intermet l_iq:l:tfr

k| User Sessions

Date: This lists the date and time on which the operation was
performed.

Laogin admin 127001 | 4 22006 9:55:22

Logout | admin 12700 | A 2006 9:55:42

Login wdmin 1270001 A7 27006 35610

Logaut sdimn [127001 4F122006 11:9:29
| Lagin admin 127001 471272006 11:13:19

Logeut | admin 127.0.0.1 | 4N 22006 131236

Login | admin 127001 | 7122006 131253

Logout admin 127.0001 A1 2006 13.19:28

Login wimin [127 061 A1 22006 13.18: 32

Logeut sdmin (127001 471 22006 13.36:47

Login | admin 127.0.0.1 471 212006 13.35,58

Logeet | admin 127.0.01 | 4N 202006 14232

Login admin 127.0001 A0 22006 14:2:42

Logaut wdmin 127.0.01 A 272006 14:4:10

Login admin (127001 41 272006 14:4:35
[ Lagin [‘admin T1zzoo1 |41 22006 14514
| Lagin | admin 127.00.1 |41 22006 14644 -
N, I anm BT =
A

ClearSessions |  Close

Groups

Using the Groups option, an administrator can create and define policy bound

users who will be a part of the group. You can even select to define a policy from

CLOVISTEX
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the groups’ option, which subsequently can be associated with the users who

belong to the selected group.

Add Group

Using the Add Group wizard, an administrator can create a group; add existing

users to the group and associate policies.

1.

Specify a Group Name that you want to define and give an appropriate
Group Description.

Add Group window lists all the existing user accounts added in the
application.

Select the users whom you want to make part of this group.

Select a policy you want to associate with from the Policies drop-down
list or define a new policy for the group.

Click Save.

A add Group

@ Add Group

Group Narme [Homal GRP

Group Descrption  [Homal Users Group

Note : Use CTRL = CLICK o select multiple users.

Folicies : I--Gehﬂ Probci-- j ﬁ Create Policy |

Save | Cancel I
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Policies

Using the policies option, an administrator can define the criteria on granting

permission to use the Monitoring and Reporting modules.

Add Policy

Using the Add Policy wizard, an administrator can define the criteria on granting

permission to use the Monitoring and Reporting modules.

1.

Specify a Policy Name that you want to define and give an appropriate
Policy Description.

Select the modules that a user can access associated with this policy.

If Reporting module is selected, click Next and the query selection
screen opens.

Select the query sections, a user associated with this policy could
report on.

Finally, click Finish.
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Aladd Policy =0l x|
5 Add Policy ”
Policy Name [reormal Pokcy

Folicy Description  [Fokcy For ormal Users

Modulas

" Access using Fortal
I™ Monitoring : Select this fo grant access to the Monttoring Module.

I™ Reporting - Select this to grant access to the chosen queries of the
Reporting Module, Ci¥ck mext fo cioose queres.

= Arcess using Console

[+ Audit Triggened Alers

Select a userto audit the alers | ]...Mt & Llsaress ;|

Frevious ¢il1¢il|

Audit Triggered Alerts

Using this option, admin user has the option to create a user account
whose sole priority is to monitor the alerts generated for a specific user.

How to create and assign privileges to an Audit User?

1. Create a Sample user account from the user manager with Monitoring
privileges.

2. Create another user account (Audit User) that is only created to
monitor/audit the alerts triggered for the policies created by the sample
user.

3. While assigning a policy, select Access using Console module and select
the Sample user (created in step 1) from the drop-down list for which
the Audit User account will monitor and acknowledge the triggered
alerts.
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4. When the Audit User (created in step 2) logs in to the application, he
would be able to audit and acknowledge the alerts triggered by the
policies created by the Sample user.

Alerts Ul for the Audit User

A T lavister Intght - Mcrosolt Intermeet Bplores

About | Halp | Logaa

CLOVISTENX

sz Al unee / Aada B snianth . Stamdalsns
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Ui Parusme

£ s |

| 20 mnogoor ironed]  Axnie
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Licenses

This chapter provides information on how to license your copy of Clavister
Insight and the devices you want to report on. It also explains how to
manage your licenses.

In a distributed setup, devices can be licensed only from the License
7 Manager on the CIS Central.

License Requirements

At the time of first installation, Clavister Insight automatically creates a
machine-specific trial license key using the MAC address. Once the license
key is generated, you cannot use it to run Clavister Insight on any other
machine. The trial license key can be used to license 10 devices. Each
device can be analyzed for 21 days after it is licensed and the trial will
expire 21 days after the last device is licensed. If your evaluation has been

satisfactory, write to Clavister requesting for a permanent license.

For a permanent license, use the Export Identifier to create a text file
C:\Program Files\Clavister\Insight\CIS\CISSystemldentifier.txt
that stores the device identifier information. Send the file to Clavister, and

we will generate a license key for you.

If you have more than one device to license, let us know the number and

we will generate an appropriate license key.

Licensing Devices Identified by CIS Syslog Server

When a new device ID streamed by the syslog server is detected, it is
added under the syslog server as UnknownDeviceld. Click the
UnknownDeviceld link and specify the criteria based on which you want
this device licensed.

Note: Incase you are evaluating the trial copy of CIS, streaming devices

are automatically licensed.
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A device can be identified by any of the following three identifiers:

% Internal IP
< External IP
< Device ID
Select an identifier and click Save. The device can be licensed

immediately, later or you can choose not to license it for ever.

If you select the option to license it Now, the device is immediately
licensed. But if your CIS installation is of type Regional, the device that is
identified by the syslog can be only added from there. Licensing all such
devices added from the CIS regional servers is only possible from the CIS

Central.

Only licensed devices can be reported on.
L~

Licensing an Unconfigured Device

Follow the steps described below to license an unconfigured device:

1. ldentify the IP address in the log file and add it in the
Devices/Groups.

2. On the License Manager screen, select the Licenses tab.

3. Select a license key and click Manage.

4. Click Add Device. The Add Device screen opens. Select the device you
want to license and click Save.

The specified ID that is either internal/external IP or device ID must match
" the one provided by the device in the log files.

The License Manager Screen

The License Manager comprises of three tabs, each of which is explained in

the sections below:
% Licenses
% Licensed Devices
% Options

156
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Licenses

On this screen, you can add, manage, update, or delete a license. It also
displays the following information:

K3
0

% License Key

* Devices

< Used Licenses

« Remaining Licenses

< Type

The Licenses Screen

naiper - Micransll Inberinet Explorer

Trial(Z1 Duays)
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Adding a License

You can add a new license on this screen. A license can be added in any of
the two following ways:

2

< Select file

0,

<% Enter Manually

Follow the steps described below to add a license:

1. Click Add. The Add License screen appears.

2. If you have selected the Select file option, browse to the path where
the .lic file is located.

3. If you have selected the Enter manually option, enter the license and
the corresponding signature key in the text area.

4. Click Add.

Before licensing a device, make sure it is configured.
L~

Add License Screen

TR Add Licerae - Microsolt Tnbermet Doplores

T
e License Manager

Add License

& Select file: Select this option 1o add the i file by browsing fo the file location

Location |C \Pragram Files\ClenistardinSighhCISWCISLicense bc

™ Emter manually: Select this option # you are unable 1o add the . bz file using the option
above,

Licengs I

Sagnaturi I

Managing a License

You can manage an existing license key from here. You can also view the
count of devices that have been licensed and also those yet to be licensed.
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Manage License

Wr-tanage Liceme - Micnaselt Internel Explorer
ol .
N+ Manage License
License Key. GHOOGMZOKHEIDCGUATOGH DGR
Mo. of Dewces: 2 Mo of Awailable Devices: 8
-
& 1001580 |20
& 17231 3069 .21
Add Device
Edn |
=]
Al _~|
G|

To manage license key, select the license key and click the Manage button
7 available in the License Manager = Licenses tab.

Adding a Device

Follow the steps described below to add a device:

1. Click Add Device. The Add Device screen appears.

2. Select the device that you want to license from the list of unconfigured
devices.

3. Click Save.

Editing a Device

You can replace an existing device with a new device. Before doing this,
make sure that the device that you want in place of the existing device is
added in the Devices/Groups and available in the License Manager as an
unconfigured device.

Follow the steps described below to edit a device:
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1. In the Manage License window, select a device and click Edit.

2. Enter the IP address of the device you want in place of the existing
device.

3. Click OK to confirm.

You can edit a primary device license not more than twice.

Updating a License
On the Update License screen you can update the current license with a
new one. You can update a license in two ways:

% Select file
< Enter manually

Update License

W update License - Microsoft Intemnet Explorer

T
s License Manager

Euigling License | GUTIGMEDCCASDCGOIDCE0ATHHA

& Seluct flls: Salect this option 1o add the i file by browsing 1o ke bl location
Location [CPragram Files\ClavistarinSightCIS\CISLicanse b

T Emter manually: Sedect this option i you s unable 10 add the & file using the option
abive.

Licenss |

Ssgnature |

l..lplleﬂl Ca.n:lll

Follow the steps described below to update a license:

1. In the License tab, select a license and click Update.

2. If you have selected the Select file option, browse to the path where
the .lic file is located.

3. If you have selected the Enter manually option, enter the license and
the corresponding signature key in the text area.

4. Click Update.

160
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Licensed Devices

This screen displays all the licensed devices, and number of days left
before the license for each device expires.

Licensed Devices

]lllfll'u-l'"'lﬂlhll'.'l Micronedl [nbernet Explorer
Wl _
i License Manager
& 1001580 x
& 17231 3089 2
-
| 3
Lo |

< Click Close to close the Licensed Devices screen.

Options

This section describes the options available on your license.
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Licensing Options

W ivenir HManager - Microsalt Inbernet Euploner

L T
v License Manager

Licenses | Uicensed Devices IR i,

Sumapary :
Mumber of Licenses 1
Liceneed Devices :2

Aygiable Deace Licenses &

Exporidertier | | ExportLicense

O |

Export Identifier

Click this button to save the Network ldentifier to a text file. The Export
Identifier file is located in the Clavister Insight installation directory. The
identifier is exported to C:\Program Files\Clavister\
Insight\CIS\CISSystemldentifier.txt. To generate the license key, you
must export this file to Clavister manually.

Export License

Use this option to keep a backup copy of your license.

For additional information, please contact the reseller from whom you
purchased the software, or contact our support team at
support@clavister.com
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Security Center

On the GUI of the Clavister Insight, you have the Security Center button

that will take you to the Monitoring and Reporting portals.

Reporting: This feature allows you to configure and generate reports. In
addition to default reports that are non-editable, you can create custom
reports tailored to meet your unique requirement. You can drill-down and
obtain additional details for a selected top-level query.

Monitoring: This feature allows you to monitor predefined criteria and
giving insight into essential system events. You can create your own views
to monitor recent viruses detected, attack detections, emergency events,
alert events, warning events, average events per second, port activity,
protocol activity, and more.

Security Center- Reporting

The Security Center is the platform where you can create and generate a
report to view a single query on the fly without creating a profile. This is
helpful when you want to view data for a single query quickly.

Reports generated on a Central machine will contain information about only
the top records for each query type from all the Regional servers.

Access to the Security Center depends on the login privileges of the user.
Click here for information on the types of users and privileges associated
with each user type.

If you have logged in as a Power User or User account, you are allowed to
report on only those devices/reporting sections you have permissions for.
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The Reporting Portal

CLAOVISTEX I mmﬁ
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There are seven distinct time periods for which you can generate a
Security Center report:

< Most recent completed hour

% Cyclic aggregate by the 24 hours of the day

< Most recent completed day

« Cyclic aggregate by the seven days of the week
* Most recent completed week

% Most recent completed month

% Longer sequences of months.

When you click on report link, the top-level report in the main section of
the Security Center is replaced by a new report. An Instant Report
generated by Security Center consists of three major sections:

< The calendar frame, from where you can specify the time period.

% The table of contents frame, which controls the report or the
dashboard being viewed.

The report frame, which displays the results.

0,
Q

3
X3

D
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Calendar Frame

The B icon on the top left corner of the Reporting window is the toggle
switch to access the complete Calendar Frame, which can be used to apply
time filters across the available reports. The different buttons on the
Calendar facilitate selection of different time periods. With the Month
Selector button you can change the month that appears in the Calendar.
Along the right-hand side of the calendar are the Select Week buttons.
Clicking one of these buttons selects the corresponding week. There are
four buttons along the bottom of the calendar. These four buttons are View
Month, View Quarter and View All.

Il'u'h'g.r -] |zuua
5
0 [1]
[14][rs ][e]
=iz

i

/

H._

=

B
L BEEEEE

Select
Week
Buttons

o k2
L]
k2 [=] —_

£

Ll

]

By using the Calendar, you can select custom date ranges. To select a
contiguous date range, hold down the Shift key and click the desired days.
To select non-contiguous days, hold down the Ctrl key and select the
desired days.

Table of Contents Frame

The Table of Contents displays a list of the available Report Chapters. To
expand or collapse a Chapter, click the arrow to the left of the Chapter
name. Some Chapters contain sub-Chapters. Sub-chapters can also be
expanded and collapsed by clicking on the corresponding arrow. Click the
Report Name to view the report.

All the queries that come under a common category are grouped under a
single section. Now, you can see all the related queries under the required
category and can obtain more precise information from the log data.
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" Repors

=k Summary Reports

BN cvice-Based Reports
Application reports
H-F Compliance Reports

e.g., all the queries related to devices are shown under one single section

Report Frame

The report frame on the left hand-side of the screen displays either the
report or dashboard chosen in the table of contents for the time frame
chosen in the calendar. The default item to appear in the report frame is
usually the dashboard for the default template.

Use the Calendar, the Table of Contents, or click on the title of a graph or
table in the Dashboard to navigate to the content you want to view.

Exporting a Report

You can export each instant report to a PDF file by clicking E found at the
top right-hand corner of the report frame.

The Back button is especially useful to perform drill-down function. (See
the Additional Function Bar).

Reading a Report

All reports consist of a title, a short description, and a table of results. In
most reports, each table and graph is color-coded to help you relate items
in the table to items in the graph if there are more results than that can be
displayed in the table or graph. Each report has a unique help card, which
you can view from the top of the report by clicking the Help button on the
report title bar. The help card contains information to help you interpret
and make use of the information displayed in the report.

Utility Options

In the upper right-hand corner of the Reporting Portal, you can find the
commonly used utility options of the reporting center. They are

<% Options
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o,

* Manage Views

0,

.

< EXxport Report

Additional options available on the reporting center:

Refresh: Click the Refresh button to show the current available data on
the Reporting Window.

Help: The Help icon brings up a Help window with additional information
about the Reporting center.

Pane Options

Events Allossed And Denled ed v T L
Graph Criveris; ¥ Count P, Reconds: II:I'.‘I M. Subfecords: E L]

Query By: Click on the Query By button to change the selected query to
generate report classified By Day or By Device or By Group. Please note
that some queries are classified only by device.

uety By T
[Quervey

Day
Device

Graup

Event Class Allowed_Messaging

Snap: With the snap icon you can maximize the view of the pane.
S v R

Print: With the print icon the user can print the displayed report.
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Filters: With the filter icon the user can narrow the scope of the displayed

report, expand the number of records displayed and also change the graph
type.

Export to PDF: You can export each instant report to a PDF file by clicking
the PDF icon found at the top right-hand corner of the selected pane.

Hide Graph: by default, the Reporting Pane is divided into two horizontal
halves. The Graph type Report is displayed on the upper half and the table
type Report is displayed on the lower half of the Reporting Pane. Click on
the Hide Bar toggle switch depicted by icon to hide the Graph and get a
better view of the associated tabular report.

Graph Type: By default, the graph type displayed is the 2D BAR graph.
You can select to view the graph type in the following formats:

¢ 2D_BAR %+ 3D_TAPE
%+ 3D_BAR % 2D_HORIZONTAL
& 2D_PIE % 3D_HORIZONTAL
% 3D_PIE % 2D_AREA
% 2D_TAPE % 3D_AREA

The type of graph is dependant on the kind of data available for that
Query.

Graph Criteria: You can select to view the graphs based on event count or

by bytes transferred for each query selected.

< Count
% Bytes
Most of the queries support only the count criteria. Queries based on Data

transfer support both Count and Bytes graph criteria.

No. Records & Sub-Records: From here, you can specify the number of
records and sub records that you want to view in your selected report.

Options

Use the report Options to change the DNS settings and logged in non-

admin user password settings.
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] Options - Microsoft Internet Explorer

DHS Lookup

o Do not resobe IP addresses to host names
Use entnigs a5 they appear in the log files

o Rezobve the un-resohed IP addresses into fully qualified host names.

& Perform resolulion of IP addresses into host names using cache.

DNS Cache Size

Set Options |

The DNS Lookup settings affect the reports that display IP address. The
default setting is not to resolve IP addresses. The second option is to
resolve IP addresses always, into fully qualified host names by looking up
values from the local DNS server. The third option is to perform the IP
resolution from a DNS cache that is built and maintained locally.

Note: Since the results from DNS resolution are not stored in the
database, you will not find any resolved names when applying a host name
filter or any other filter on the resolved IP addresses.

The Change Password option (available only when logged in as non-admin
user) allows the Non-Admin users to change their login password.

Follow the steps described below to define a new password:

1. Select the Change Password check box. The new password field is
enabled.
2. Enter a new password for the user currently logged in.

3. Click Set Options.

Make sure you provide the same password when you login into the
application next time.
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Manage Views

In Security Center of CIS you can create your own customized views. By
default CIS Security Center Device Dashboard view has the following

queries:

0,
o

Most Active Days

Overall Events Triggered
Bandwidth By Hour Of Day
Top Attacks By Hour Of Day

K3
o

K3
o

X3

o

Creating a Custom View

Follow the steps described below to create your own view by selecting the

queries you want to view:

1. Click Manage Views from the main screen. The Manage Views window
opens.

170
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A Manage Yiews

Manage Views

Selact a view from the list 1o edit or delete | Devies Dackbosids =]
Murnber of Queries | 4 =
| Overall Alacks Per Application =]

| Cwerall Requests And Altacks Per Application
| Aftacks Allowed and Denied
A Top Aftacks By Hour Of Day
{ _Top Aflacks By Destination
| Total Attacks By Hour Of Day
| Top Aflackers
| Top Allowead Attackers
{ _ Top Aflackers By Hour OF Day
{ _ Top Aftacks By Protocaol
{ _ Top Destinations
{_ Top Destinations By Aflack
| _ Top Extamal Attacks
| Top Examal Attackers
| Top Inarmal Attackers
{ _ Top Imemal Alacks
{ _ Top Sources By Aflack
{_ Top Aflacks by Source
-k Shun-based Repors

= Blanﬂmdlh
{_ Most Active Days - Inbound
| Most Active Days - Oulbound
{ . Top Bandwidth Users
| _ Top Imemal Dastinations
{_ Top Imemal Clients

B Bandwidth Lisage
| Tatal Barbadidth i leana ;[

Save Delete I Close |

2. It will show the default views available with the application and the
corresponding queries for the selected view.

3. To define a new view, click New. The Create View window opens.
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Blcreate View

Create View

Wienw Marme: |Myview]

Murnber of Quaries I 1 'I
™ Reports

=+ Summary Repors
| Device Based General Surmmany
+ Device-Based Repors
F dllowad and Denied
¥ Altacks
F Bandwidth
F Content Categonzation
¥ Destination-Based Repons
¥ Evenis
FFTP Uzage
F Wail Uzage
F Protocol-Based Reports
F Pork-Based Reports
¥ Rulg-Based Reports
¥ Source-Based Reports
¥ Spam Repons
F Wirus Reports
F WPN Usage
F Web Usage
F Users
+ Application reports
= ¥ Fortigate Repors
= Campliance Reports
F FISMA Report
k GLEA Report
b HIPAA Report =l

| ®

2]

Heeaew

5]

B-H-H

HEeass

i)

B

it

Ok Cancel I

4. Enter a name for the view in the View Name box. Select the number of
queries you want to assign to this view from the drop-down list.

5. Select the required queries from the list and click OK.

6. To make this view as your default view, Select the view from the Views
drop-down list on the Security Center and click Set as my default.

7. Click Restore default to revert back to dashboard views.

Note: Only user-defined views can be edited or deleted.

Export Report

To export a report, select the queries and a rendering format from the
available options and click Generate Report. The report based on the
selected queries is generated and it subsequently opens in the application
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associated with the format rendered. For example, choosing PDF opens the
report in Adobe Acrobat Reader.

Follow the steps described below to export a report by selecting

the queries to report on:

1. Click Export Report from the main window. The Export Report window
opens.

A|Export Report

Export Report

v Raports
=+ Summary Reports
| _ Devite Based Genaral Summarny
=+ Device-Based Reports
¥ Allowad and Denied
F Aftacks
¥ Bandwidih
¥ Content Categorization
¥ Destination-Basad Repars
¥ Evenls
¥ FTP Usage
¥ Mail Usage
¥ Profocol-Based Reports
¥ Por-Based Repors
¥ Rule-Based Reports
¥ Source-Based Repors
¥ Spam Rapors
= Wirus Reports
| _ Top File Edensiong Blotked
| _ Tap File Exensions Blatked By Haur OF Day
. | _Top Vimg Destinations -

T S s B B L B 0 s

#8800 EEB-BEE

~Query By
[T Device [ Group I Day

F EvemiClass |Irtranet ]

Report Type
+ HTML " FOF

& Generate Report I Cloze I

2. In the reporting sections available in the application and the
corresponding queries for the selected section are listed in the Export
Report window.

The selected reports can be exported to either HTML or PDF formats.

4. Select the queries to export and generate report for and click Generate
Report.
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Note: Power User and user are not allowed to define/apply the Global
Filters.

5. A comprehensive report is compiled based on all the selected queries
and is exported to the specified format.

Export Report-Filters

Global Filters can be used to apply filters uniformly across the selected
queries from the 'Export Report' window. The global filters will be applied
to the reports, which are to be exported to either HTML or PDF formats.
You can narrow down the scope of report, specify the number of records to
be displayed and even change the graph type in the report by applying
these filters.

Follow the steps below to configure Global Filter settings.
1. Click on the Filters button in the Export Report window. The Filters
dialog box is displayed.

2. Specify under Max # of records to display, details for Number of
Records and Number of SubRecords.

3. To filter unique or a range of Client Name/IP addresses, specify the
details in the Range and IP/Name fields and click Add button to enlist
them.

4. To save the filter settings, click OK.

Filters

Use Filters to narrow down the scope of the report, increase the number of
records displayed, and change the graph type. The sections of the filter
vary depending on the selected report.
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Follow the steps below to configure filter settings.

1. Select a Report query from the list displayed on the left pane, click on
the filter ¥ icon on the right pane and the corresponding Filters window
is displayed.

2. On this window, you can select the devices you want to report on and
the filters that can be applied for the selected query.

For example, in the image below represents the filters for Top
Receiving Domains By Message count.

2

< Define the filters, Number of Records and Sub Records to display for
the selected report.

< Specify the Client Details.

Query Filter

@|security Center Filters ==
iaraph Type S0 _DaR, - dpaph Criterly; % Counk M, Rsoorndss; III:I W, SabReoond: E
Tabde detals =
M, Reoondi: E M. SubRecords: |10
Filtgrs List Evert Cocde Dutaly
BTN ;oo oo
Drescriplion
Crstiragtion
Evert Code |
1477
[oad
[ roncve |
htn ; Click: Sarew Filter B0 Save your settiregs, B Sy Filter | ¥ Dot Fiter |
Evenit Code wrochade 1477,
i | ¥

3. Click Next, give the domain details and save the filter.
4. Add more domains if required and Click save.

Similarly all the queries have corresponding filters to generate custom
reports.

Note: Not all reports are associated with graphs.
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Security Center - Monitoring

The real-time monitoring feature of Clavister Insight facilitates monitoring
on predefined criteria. This gives you an insight into the essential system
events. You can also set filters on some predefined performance metrics

and proactively act to prevent problems.

Monitoring Portal — Security Center

i 101 x|
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port_gaisty 190 1605 121%5.117.10

AT T

TR A e L T

Note: Graphs displayed in the Monitoring portal are seen as 2D by default.
To change them to view as 3D images, override the property
MON_Use3D=no to MON_Use3D=yes in the GraphOptions.ext found in the
(Apppath ...\Clavister Insight\CIS).

Views

A view is a custom defined portion of the monitoring window where you can

create your own view.

By default you have the following views available in the application. They
are:

CLOVISTEX e



Clavister Insight 4.6 User Guide

X3

4

DashBoard
EventViewerView

te

4

K3
o

AllEventsView
AttacksView
MiscView

3
o

K3
o

3
o

Events Activity

g

K3
Q

Protocol View

D

o

3
Q

Source Activity View

D

The default view is the dashboard view which comprises of:

0,
o

Recent Alerts triggered
Port Activity
Source Destination Port Activity

0,
o

K3
o

K3
”Qe

Activity Per Protocol

3
”Qe

Event Viewer

Note: Data displayed in the Event Viewer monitor depends on the filters
applied in the Event Manager and the level selected in the Enable
Monitoring list in the Options tab of the Syslog Configuration window.

Save As: Follow the steps described below to associate an alias name to

save the selected view with a different name.

1.
2.
3.

Select any of the existing views from the list and click Save As button.
Enter a name in the View Name box.

Click OK.

A view is added to the list with the name you have just added, which is a

replica of the view which was your primary selection.

Creating a Custom View

Follow the steps described below to create your own view by selecting only

those monitors that you want to view:

1.

Click Manage Views from the main menu of the Monitoring Center. The
View Manager window opens.

To define a new view, click New. The Add View window opens.

Enter a name for the view. Select the number of monitors you want to
assign to this view from the drop-down list.

To select the monitors from the list, select the monitors and click to
move them into selected list. Click Save.
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5. To make this view as your default view, select the view from the Select
view drop-down list and click Set this as my default view.

6. Click Restore default view to revert back to dashboard view.

Note: The number of monitors should be exactly equal to number of
monitors assigned in this view. User-defined views can be edited and
deleted.

Monitors

On the TOC pane of the Monitoring center, you can see the list of default
and user-defined monitors.

Select a monitor from the list and click on it to see its details.

If you want to add and configure a new monitor, click Manage Monitors
from the main menu of monitoring center. The Monitor Manager screen
opens from where you can add monitors.

Adding a Monitor
This section provides instructions on how to add a monitor.

@ |Monitor Manager

@ Monitor Manager
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Note: Data from the entities to be monitored can be enabled/disabled by
checking the corresponding status button.

The Add Monitor Wizard

Follow the steps described below to add a monitor:
1. From the Security Center main menu, click Monitoring. The Monitor
Center screen opens.

2. Click Manage Monitors button. The Monitor Manager window opens.
Click New.

Enter a name for the monitor in the Monitor Name box.
4. Enter a title for the monitor in the Title box.

5. There are two ways displaying information in the monitor. They are

< Table
% Graph
To customize the view, under the section Display Type, specify the

graph type and number of graph items to associate with it.

6. Click Next.

Note: Pie charts can be generated only if the monitor is created for a
single entity.

Adding a Device Based Monitor

To add a Device based Monitor, select the entities to monitor from the in-
built list and move them from the available entities list to the selected
entities list. Click Next.

Note: If all the available entities are selected, the monitor does not
display any information even if any of one of the selected entity does not
have data.

Selecting Device Based Entities

The following are the entities available, click on the filter to see the steps
specific to each one of them:

< Client IP < Device IP
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0,
X3

D
K3
o

Destination IP Virus Details

< Destination Port < Rule

< Protocol <  Flow

< Priority < Spam Destination Email
< Attacks < Spam Source Email

< Virus < Spam Type

< Event Id < Bytes Sent

< Event Type < Bytes Received

o
®,
X3

Shun

3
*
B

Event Description
Attack Details

9,
o

Summary

The Summary sheet displays the summary of the settings that you chose
for the monitor. To make any changes before saving it, click the Previous
button. To finish, click Finish.

Device Based Entities

The following sections explain how to select device-based entities to
monitor.

Client IP
If you have selected Client IP, follow the steps described below:

1. Enter the client IP you want to monitor.

2. To monitor events from a series of devices at one time, select the
Range check box and enter the IP Range.

3. Click Add to add the client IP or range and click Next.
Device IP

You can select the Group Name/Device IP - Device Type for which you want

to create a monitor.

1. Select the devices you want to create a monitor for. You can select all
devices at a time or individual groups and devices.

2. Click Next.
Destination IP

If you have selected Destination IP, follow the steps described below:
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1. Enter the Destination IP of the device you want to monitor.

2. To monitor events from a series of devices at a time, select the Range
check box and enter the IP Range.

3. Click Next.
Destination Port

If you have selected Destination Port, follow the steps described below:
1. Enter the destination port number you want to monitor.

2. Click Add to add the port number to the list.

3. Click Next.

Protocol
If you have selected Protocol, follow the steps described below:

1. Enter the protocol you want to monitor.
2. Click Add to add the protocol to the list.
3. Click Next.

Priority
If you have selected Priority, follow the steps described below:

1. Select the priority you want to associate with the monitor from the
Available Priorities list.

0,
o

Emergency
Error
Critical
Alert
Warning

0,
o

0,
o

0,
o

K3
”Qe

2. Click ] to transfer the selected priorities to the Selected Priorities list.

3. Click Next.

Virus
If you have selected Virus, follow the steps described below:

1. Enter the virus name you want to associate with this monitor.
2. Click Add to add the virus to the list.

3. Click Next.
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Virus Details
If you have selected Virus, follow the steps described below:

1. Enter the virus name you want to associate with this monitor.
2. Click Add to add the virus to the list.
3. Click Next.

Attacks

If you have selected Attacks, follow the steps described below:

1. Select the attacks you want to associate with the monitor from the
Available Attack list.

2. Click ] to transfer the selected attack types to the Selected Attacks
list.

3. Click Next.

Attack Details
If you have selected Attacks, follow the steps described below:

1. Select the attacks you want to associate with the monitor from the
Available Attack list.

2. Click ﬂ to transfer the selected attack types to the Selected Attacks
list.

3. Click Next.

Event ID
If you have selected Event ID, follow the steps described below:

1. Enter the event ID you want to monitor.
2. Click Add to add the event ID to the list.
3. Click Next.

Event Types
If you have selected Event Types, follow the steps described below:

1. Select the Event Types you want to associate with the monitor from the
Available Event Types list.

2. Click ﬂ to transfer the event types to the Selected Event Types list.
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Click Next.

Event Description

If you have selected Event Description, follow the steps described below:

1. Select the Event Types you want to associate with the monitor from the

2. Click ﬂ to transfer the event types to the Selected Event Types list.

Available Event Types list.

3. Click Next.
Rule
If you have selected Rule, follow the steps described below:
1. Select the rules you want to monitor from the list.
2. Click Next.
Flow
If you have selected Flow, follow the steps described below:
1. Select from the following
< Allowed
« Denied
2. Select Allowed if you want monitor only allowed events.
3. Select Denied if you want monitor only denied events.
Spam Type

If you have selected Spam, follow the steps described below:

1. Select the Spam types you want to monitor from the predefined spam

2.

list.

Click Next.
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Filters help you to filter the view on the Event Viewer console. You can

select the entities you need as columns in the display. Click the Filters in

the Event Viewer screen to select the entities you want to filter.

Selecting Entities to Filter

In the Event Viewer console, all events are displayed with color code based

on its severity. Event Viewer filters allows you to select specific severity

types from the Select at least one severity check box.

The available severity types are:

0,
o

9,
o

X3

o

X3

o

X3

o

X3

o

K3
o

K3
o

Emergency
Alert
Critical
Error
Warning
Notice
Information
Debug

To select the entities you want to filter, follow the steps described below:

Select the entities you want to filter from the list of available entities:

3 K3 K3
DR K X

K3
”Qe

X3

9

X3

o

X3

o

®,
o

®,
o

®,
o

9,
o

0,
o

0,
o

3

3
"o’

Date & Time
Group Name
Device Name

Device Type
Bl

Flow
Source IP

Destination IP
Protocol

Event ID
Destination Port
Event Description
Attack ID

Virus Name

Interface
URL
Virus ID
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0,
o

Virtual Device

K3
o

Rule

X3

4

User Name

3
o

Severity

Shun

From Attacker
Bytes Sent
Native Log
Bytes Recv
From Victim

X3

4

X3

o

X3

o

X3

o

3
o

9,
o

Click on ﬂ to move the selected entities into the selected list. Click Next
to enter details for the selected filters.
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Appendix

Backing up CIS 4.6

Although CIS 4.6 has file replication (auto backup) when running in a
distributed mode it is still a good idea to backup your data.

Backing Up Data from an CIS 4.6 Server

To backup data from a CIS standalone or distributed environment, follow
the instructions below.

1. Logon to your CIS Server. If you have a distributed environment you
will need to follow step 2 for all regional and central servers.

2. The default install path for CIS is Root://Program Files/Clavister/
Insight/CIS. If you did not install CIS in the default path then you will
need to change the path to the appropriate location. You will need to
backup the following files and directories from the CIS directory:

0,
o

Database
DBAudit
ForensicLogs
Profiles

0,
o

0,
o

0,
o

0,
o

Userprofiles

0,
o

Devices.xml (Only if you have devices)

X3

4

Groups.xml

Backing Up Data from an CIS 4.6 Syslog Server

1. The CIS Syslog Server may be installed on the same physical server as
the CIS Server or it may be installed on a separate server. Please be
sure to backup all instances of the CIS Syslog Server within your
environment.

2. The default install path for the CIS Syslog is Root://Program
Files/CISSyslogSrv/Syslog. If you did not install the CIS Syslog Server
in the default path then you will need to change the path to the
appropriate location. You will need to backup the following files and
directories from the Syslog directory.
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0,
o

Logs

K3
o

DevicelLiclnfo.txt

X3

4

FirewallList.txt (Only if you have network devices)

X3

o

Leafirewalls.txt (Only if you have Check Point Firewalls)
RDEPDevices.txt (Only if you have RDEP Devices)

X3

4
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