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Copyright and Trademarks

Clavister InSight End User License Agreement

Important - BEFORE OPENING OR INSTALLING THE SOFTWARE PACKAGE(S), CAREFULLY
READ THE TERMS AND CONDITIONS OF THE FOLLOWING Clavister Insight LICENSE
AGREEMENT. OPENING OR INSTALLING THE SOFTWARE PACKAGE(S) INDICATES YOUR
ACCEPTANCE OF THE TERMS AND CONDITIONS OF THE AGREEMENT. THIS IS A LEGAL
AGREEMENT BETWEEN YOU, AS LICENSEE, AND EIQNETWORKS, INC. ("EIQNETWORKS™") AS
OWNER. IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE AGREEMENT,
RETURN THE UNOPENED AND UNINSTALLED SOFTWARE PRODUCTS AND THE
ACCOMPANYING ITEMS TO THE PLACE YOU OBTAINED THEM. PROMPTLY RETURN THE
UNOPENED AND OR UNINSTALLED SOFTWARE PACKAGE(S) AND ALL OTHER MATERIALS
WITH PROOF OF PAYMENT TO YOUR PLACE OF PURCHASE, AND YOUR LICENSE FEE WILL BE
REFUNDED.

SOFTWARE LICENSE

1) GRANT OF LICENSE. This License Agreement ("License") gives you a nonexclusive,
nontransferable license to install one copy of the software per contained in the sealed software
package or electronic package and may include electronic documentation or paper
documentation, (the "SOFTWARE") on one (1) workstation, or server ("HOST"). Base license
allows the user to collect, analyze and report on log / event / activity data from ten(10)
licensed devices. An additional license is needed for each additional device beyond the base
license to collect, analyze and report on log / event / activity data from licensed network
device or licensed host. A Base License is required before additional licenses can be
purchased. A device is defined as any supported network switch, router, firewall, IDS / IPS /
Proxy / Anti Virus Server / any network device or appliance. A host is defined as any Windows
or Linux/Solaris or Unix node.

The SOFTWARE is in "use" on a computer when it is loaded into the temporary memory (RAM)
or installed into the permanent memory (HARD DISK /CD ROM, or other storage device) of
that computer. A separate license is required for each physical device on which the licensed
software will be used to collect, analyze, monitor and report.

Clavister Insight is licensed based on Device IP address, Device ID, and or Device Name.
Customers who wish to purchase Clavister Insight license are required to provide the Systems
Identifier (System ID of the system on which Clavister Insight will be installed) so that
elQnetworks can generate the appropriate license key. Customers who subsequently change
their System are required to submit a written letter (on your company letterhead) requesting
elQnetworks to issue a new license key. elQnetworks at its sole discretion will determine if it
will issue a new license key.

2) UPGRADES. If the SOFTWARE is a valid upgrade you may use or transfer the SOFTWARE
only in conjunction with the prior version(s) of the SOFTWARE.

3) COPYRIGHT. The SOFTWARE (including any images, photographs and text incorporated into
the SOFTWARE) is owned by elQnetworks, and is protected by United States, Canadian and
international copyright laws and international treaty provisions. No title to the Software shall
be transferred to you. Therefore you must treat the SOFTWARE like any other copyrighted
material and not reproduce it except that you either (a) make one copy of the SOFTWARE
solely for backup or archival purposes, or (b) transfer the SOFTWARE to a single hard disk
provided you keep the original solely for backup or archival purposes, and the copy contains
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all of elQnetworks' proprietary notices. You may not copy the printed materials accompanying
the SOFTWARE.

4) TITLE. Clavister Insight and the information it contains, any updates and all copies are
elQnetworks property and title to such Software Program remains with elQnetworks.

5) Other Restrictions. You may not reverse engineer, decompile, disassemble, or translate the
SOFTWARE, except to the extent such foregoing restriction is expressly prohibited by
applicable law. You may not permit other individuals to use the Software Program except
pursuant to the terms and conditions herein, reverse assemble, decompile, modify or create
derivative works based on the Software Program, copy the Software Program except as
provided above, rent, lease, assign or otherwise transfer any rights with respect to the
Software Program or remove any proprietary notices on such Software Program. It is illegal to
copy or distribute Clavister Insight software or its accompanying documentation, including
programs, applications, data, codes, and manuals, or to run a copyrighted software program
on two or more computers simultaneously unless this is specifically allowed by the license
agreement, without permission or a license from elQnetworks.

6) Dual-media Software. You may receive the SOFTWARE in more than one medium.
Regardless of the type or size of medium you receive, you may use only the medium
appropriate for your single-user computer. You may not use the other medium on another
computer or loan, rent, lease, or transfer the disks to another user except as part of the
permanent transfer (as provided above) of all SOFTWARE and printed materials, nor print
copies of any user documentation provided in "online" or electronic form.

7) EXPORT CONTROLS. The Software Program and/or any underlying information or
technology may not be exported or re-exported into or to a national or resident of Cuba,
Libya, North Korea, Iran, Syria or any other country to which the United States has effected
an embargo, or to anyone on the U.S. list of Specially Designated Nationals.

8) TERMINATION. elQnetworks may terminate the license granted you hereunder at any time
if you fail to comply with any terms and conditions of this Agreement. Upon termination of the
license, you must destroy or dispose of the Software, any copies of the Software and manual
and other materials provided with the Software.

9) THIRDPARTY SOFTWARE. The Software Program uses certain third-party libraries/software.
The license agreements of the same are provided with *THIRDPARTYLICENSEREADME.txt*
under application install path.

LIMITED WARRANTY. elQnetworks warrants that the SOFTWARE will perform substantially in
accordance with the accompanying written materials for a period of thirty (21) days from the
date of receipt. Some states/jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you. This warranty may not be assigned.

CUSTOMER REMEDIES. elQnetworks and its suppliers' entire liability and your exclusive
remedy shall be, at elQnetworks option, either (a) return of the price paid, or (b) repair or
replacement of the SOFTWARE that does not meet elQnetworks Limited Warranty and which is
returned to elQnetworks with a copy of your receipt. This Limited Warranty is void if failure of
the SOFTWARE has resulted from accident, abuse, or misapplication. Any replacement
SOFTWARE will be warranted for the remainder of the original warranty period or twenty-one
(21) days, whichever is longer.

NO OTHER WARRANTIES. To the maximum extent permitted by applicable law, elQnetworks
and its suppliers disclaim all other warranties, either or implied, including, but not limited to,
implied warranties of merchantability and fitness for a particular purpose, with regard to the
SOFTWARE and the accompanying printed materials. This limited warranty gives you specific
legal rights. You may have others which vary from state/jurisdiction to state/jurisdiction.
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NO LIABILITY FOR CONSEQUENTIAL DAMAGES. To the maximum extent permitted by
applicable laws, in no event shall elQnetworks or its suppliers be liable for any damages
whatsoever (including without limitation, damages for loss of business profits, business
interruption, loss of information, or other pecuniary loss) arising out of the use of or inability
to use Clavister Insight, even if elQnetworks has been advised of the possibility of such
damages. Because some states/jurisdictions do not allow the exclusion or limitation of liability
for consequential or incidental damages, the above limitation may not apply to you.

Should you have questions concerning this Agreement, or if you desire to contact elQnetworks
please visit our Web site: www.elQnetworks.com

| have read and agree to the terms and conditions above.

Network Security Analyzer™, elQnetworks™, The Power of Security Intelligence,
Security Analysis Center™ and Instant Reports™ are trademarks and or Service marks of
elQnetworks, Inc.
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Icons in the Documentation

There are three icons used to call your attention to additional helpful
information.

The "Important!” icon points out important information regarding data and
system security.

B=

The "Note" has information that should be considered.

‘:*Q’E The "Tip" has information that may aid in performing a procedure or in
f : solving a problem.
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Installation Overview

Getting Started

This chapter provides you with general information on the pre-installation
hardware and software requirements that you will need to install and run
Clavister InSight (also referred to as CIS). The Clavister InSight installer
will guide you through the installation process as it performs tasks such as
gathering user input, checking for required disk space and components for
installation, information on environment variables, and the launching of
configuration assistants to configure the components.

Clavister InSight Network Architecture

. Lixg Archival
tin Syslog ~Automated Collection
r ~Compressed Files
~Ertrypled Log Filed

Evant Analyils
=Rormalization and Aggrepation of evant Jata fram all devites
of everis using proprietary classifcation technigues <Integration
«Correlation of event data from various soences b identify anomalies with 3" Pasty

applications

Forensic Analysis

=*wecbor® an attack by tracking the chroncdogical order of pertingnt events Tokas oaticd

~Search 100 of GB4 of log dats wseng regular expressions or any other parameters
=Maat Compliance auditing with 23-Roc search and forenssc analysis raponts

Real Time Event Monitaring
=user Configurable Monitors Dash Board
=her Configurable Manitors

Im HTHL, MHTML, «Evenit Manager

p Exiel & Text

1=t

Reporting Portal
“Croer B0 Reports with Doill Dowa

far Farendi
~Anytimd Anywhere ALceis via Browier
-Embedded Database

Correlated Alerting

=[dentify Attacks, Virwses and Woms
~Reduce Falie Positives

=Abgris via emall, SNMP & Onicreen

CLIOVISTECK i



Clavister InSight v4.6 Setup Guide

Pre-installation Checklist

This section outlines all the pre-installation tasks that must be completed

before installing Clavister InSight.

Minimum System Requirements

% Processor - Pentium 4 — 2.4 GHz

% Disk Space — 20 GB

% RAM — 2 GB

% Operating System - Windows® NT/2000/XP/2003
% 11S, Netscape or Apache

+ Java 2 Runtime Environment JRE

% Internet Explorer 6.0 or any DOM compatible web browser with
Shockwave Flash plug-in.

Recommended Requirements

% Processor - Pentium 4 — 2.8 GHz or higher

+ Disk Space — 100GB or higher

% RAM - 2 GB or higher

% Operating System - Windows Server 2000 or 2003
% Fast IO

% Java 2 Runtime Environment JRE v1.5 and above

% Internet Explorer 6.0 with Shockwave Flash plug-in

% 1IS (for increased security)

Additional Requirements

% MS-Office must be installed before you try to generate reports in WORD
or EXCEL formats.

* Adobe Acrobat Reader to view reports in PDF format.

CLOVISTEX
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Preparing the Installation

You can find important installation tips in the file: readme.txt. We strongly
recommend that you read this file because it may contain information that
became available after this guide was printed.

The installation process can be stopped at any time by clicking the Cancel
button. If you stop installation, you will not be able to run Clavister
" InSight or the syslog server. You can have the installation directory and all
files contained therein automatically removed after you cancel the
installation.
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Installation

Insert the included CD-ROM into the CD-ROM drive of the Windows PC. If
the installation software does not start automatically, select Run from the
Start Menu and enter D:\launch.exe (where D: is the letter of your CD-
ROM drive).

You will be presented with a list of options. Select the option to install the

Clavister InSight server software.

If you are installing the program from the downloaded file from the
Internet, run the executable setup file. This launches the Setup program
and guides you through the setup process. In setup, select the directory in
which you want to install Clavister InSight. The setup program installs the
required system components and registers them with the operating system.
Alternatively, you can use the Windows Run screen to launch the setup
program. Follow the on-screen instructions to install Clavister InSight. The
sections below explain the installation procedure in detail.

If you have already installed a previous version of Clavister InSight, you

must first uninstall it.

To install Clavister InSight, you must be a user with administrator rights.
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License Requirements

You can download a trial copy of Clavister InSight from
http://www.clavister.com. Clavister InSight automatically creates a 21-day

trial license for 10 devices. The trial-license and any permanent license are
machine specific and are hence not portable. You must provide your
machine’s MAC-address and the number of devices you want to report on
for us to generate a permanent-license.

Uninstall Program

To remove Clavister InSight from your system, uninstall it using the
Add/Remove utility from the Control Panel. Locate Clavister InSight v4.6
among the programs listed, select it, and click Add/Remove. This will
remove the program and the services it has installed on your system.

Support

This section provides information about sales, technical support, upgrades
and new products.

Sales

For sales support, please contact us by e-mail at sales@Clavister.com.

Technical Support

We provide technical support for all trials and with the purchase of eCare,
we provide continuous support for product purchases. Please contact us at
support@clavister.com.

Upgrades and New Products

Please check our website from time to time for information about
upgrades, service packs and utilities that you can download at
http://www.Clavister.com/.

If you register Clavister InSight, you will receive regular e-mails about
product upgrades and other related product information. Upgrades and new
releases are included in our eCare support contracts at no additional cost.

CLOVISTERY o
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The Setup Procedure

The installer is a wizard that guides you through the installation process
and prompts you for necessary information.

Pre-Installation Check

M Pre-installation check

Previnstallation check complsted.
Task | Stals |

1. Chackirg Fle MSSTOFMT DLL... fowred

(2. Cheching fle MSVEVMEDDLL. .. fourd

(3. Cheacking fle MSYCPEODLL ., fowrd

. Checling fle Comndlg32 oci .. found

15, Chacking fle MSCOMCTLOC . foursd

5. Cheching kogon user nghts. . ladad 1o 1etneve

Logon &% Sdmruasiialod snd oy sgae

Installaion log file is created at
CADocument: and Sellings\balakizhnak\Local Setti
Chck 5iew I.l;lg' to see the nstallation lug fule.

Pre-installation check completed successfully.
Click “Install’ to run Clavister InSight setup.

Viewlog | Recheck |  jowtal | [[Eancel ]|

% The installation starts with the pre-installation checker verifying if the
necessary DLLs and ActiveX components exist. To examine the contents
of the checker log file, click View Log. If the pre-installation check
completes successfully, click Install to run the Clavister InSight setup.

If a previous version of Clavister InSight exists on your system, you must
uninstall it before installing Clavister InSight v4.6.
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Welcome

When you start the setup program, the Welcome screen appears. To
proceed through the installation, follow the steps below

Installation Wizard

&' Clavister InSight - Setup

Installation Wizard CLAOVISTEEY

Clavister InSight v4.6
Thiz wizaed waill guadie pou Haough the installation of Clavetes InSight

Lig iecommended that pou cloge othes applcations: befors starting up, to prevent
ary condbcls dunng the mstallstion process.

Mest 1o contiraes of Cancel lo e

¢ Click Next.

CLOVISTEXK
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Product Upgrade

Product Upgrade Screen

B Clavister InSight - Sebup

FOWERED BY

eid

nEatworEE

Upgrade to newer version

‘fou can choose to upgrade fom the prévious vermon

A oldas varsion Clavizher InSaght i found on this system. To upgrade to this
Hhis version, pleass chick Upgrads’ All your previcus settings will be retained.

I o vigh bo re-instal the apphcation, please cancel the cument installabion,
wraristall the previcus version and by agan

(e i

This screen appears only if you are upgrading from over a minor release of
Clavister InSight v4.6.

% To upgrade, click Upgrade.

< If you do not want to upgrade, click Cancel to exit setup.

The End User License Agreement

The End User License Agreement details the terms and conditions under

which you can use the software. Read the agreement carefully and follow
the steps described below:

CLOVISTERY o
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End User License Agreement

& Clavister InSight - Setup

Clavister - End User License Agiesment ei

natworks®

Flaase imad the followang Licenss Agreement. Press the PAGE DOWM key
fo see the nest of the agreement.

Impedtant - BEFORE OPEMING OR INSTALLING THE SOFTWARE ~ «
PACKAGE([S]. CAREFULLY READ THE TERMS AND CONDITIONS

OF THE FOLLOWING Clarvisher InSight

LICENSE AGREEMENT. OPENING OR INSTALLING THE
SOFTWARE PACKAGE(S] INDICATES YOUR ACCEPTAMCE OF THE
TERMS AND

COMDMTIONS OF THE AGREEMEMT. THIS IS & LEGAL

IWGREEMENT BETWEEN DU, AS LICENSEE. AND
EIQHETWORES. INC. ["EIQNETWDRES"] A5 OWHER. IF 10U

D0 NOT AGREE TO THE TERMS AND CONDITIONS OF THE
IWGREEMENT, RETURM THE UNOFEMED AMD UMINSTALLED
SOFTWARE PRODULCT S AND THE ACDOMPANYING

ITEMS TO THE PLACE YOU DETAINED THEM. FROMPTLY |

¥ | hawe read and agree to the License Agreement

< Back "i ot > I Cancel I

< If you agree to the terms and conditions in the agreement, select the 1

*

have read and agree to the License Agreement check box and click

Next.
« If you do not agree to the terms and conditions, click Cancel to cancel

*

the installation and exit the setup program.

CLOVISTEXK
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Choosing Installation Type

Before you install CIS 4.6, you will need to decide on the type of
deployment. To do this, you will have to understand the topology of your
network and identify which of the installation types best suits you.

You can install CIS in any of the following two modes:

» Standalone

% Distributed

% Regional
Central

0.0
R/
0.0

Standalone Deployment

&' Clavister InSight - Setup

POWERED BY
Select the Type of Installation

|
What should be the Clavister InSaght installabion hpe? e'

nEatworEs

& Standalors
Sedect this option i you wish to install Clavister InSight in a
Stardaione mode.

" Dintributed
Sedect this oplion ¥ you wish to install Distributed Clavisher InSight
ErvOnmEnt.

S

| s |

Standalone Deployment

This type of deployment is best suited to a relatively small network
environment that is composed of several internal networks with Internet
access. Publicly accessible server resources are placed in an isolated
network and are protected by a firewall. A standalone CIS server can be
installed and used to monitor and report on events on all the devices in
such a network.
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Distributed Deployment

This type of deployment is best suited to a large network, where the
devices are geographically dispersed in various intranets, which in turn are
connected to the Internet. You can install Clavister InSight in the
distributed mode where several regional servers collect syslog data and
provide a picture of the local network environment. The syslog data is also
forwarded by the regionals to a centralized repository on the Central
server where data is stored. You can then generate reports and get an
overall picture of the entire network.

Distributed Deployment

_'.‘.-"- Clavister InSight - Sabup

FEWERED BY
Select the Type of Installation e i

"What should be the Clavister InSight installation lppe?

matwor e

" Standalone
Sedact this option i pou wish to mstall Clavister InSaght in &
Stardalons mode,

i+ Distnbuted
Sedect iz oplion # you wish o inctall Distributed Clavister InSight
ermiloniment.

% Cartral
"~ Regona

Centeal IF I

<Back [ e | Corcel |

To install CIS in a standalone mode, follow the steps described below:

o,

% Select the Standalone button and click Next.

To install CIS in a distributed mode, follow the steps described below:

o,

% Select the Distributed button.

o,

% To install a Central server, select the Central button and click Next.

o,

% To install a regional server, select the Regional button and enter the
IP address of the machine where the Central server is installed. Then
click Next.
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Enter Product Registration Details

To register Clavister InSight, enter the following mandatory details:

1.
2.

CIS server is identified by the DB agents and syslog server through its IP
address. In a network, if CIS is running on a system, which has multiple

Enter the Name of the User/Machine to register CIS.

Enter the name of the Organization on whose name CIS will be
registered.

Enter the CIS Server 1P, that is, the IP address of the machine where

CIS is installed.

Enter the CIS Server Public IP, that is, the Public IP address of the

system where CIS is installed.

Product Registration screen

W Clavister InSight - Setup

POWERED BY
Product Regiztiation E i

nEtworEE

Fleass enler folowing detads:
Harme |d (retweorks
Digarization ||:1m|.=.
CIS Serves [P 10015335

=8
-E:I -
@ |
-

=

05 Serves Public P [10.015135

< Back [ Hed> | Cancel |

NIC cards, there is a possibility that its IP address could differ. In order to

resolve this enter the CIS Server IP and CIS Server Public IP the

system on which CIS is installed.

CLOVISTEX
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Destination Directory

This screen lets you specify the directory in which you want to install
Clavister InSight. The program requires a minimum of 50 MB of disk space,
so you must choose a drive that has at least 100 MB on it. By default,

Clavister InSight installs in your Program Files directory.

Destination Directory

POWERED BY
Select Destination Directony e i

‘wihere should Clavister InSight be installed cn pour computer? nEtwo e

Select the loider to irmstall Clavister InSight
[I::\F‘rug'an'u FeshClavashe\dnSaght

Select the data folder for the [nbagrabed D.atsbase

| C:\Frogram Fles\ClsvisterdnGight\CIS\Database Change:.. |

Sedact the folder bo ave forensic logs

| Pcsgrann Files\DlavisterInSight\CI5

3
o
@ |
5

Thiz progeam requires at keast 100 MB of disk space Inse on the sebsched dimve.

oo s |

Follow the steps given below to select the destination directory:

% To install Clavister InSight in the default location C:\Program Files\
Clavister\InSight click Next.

% Specify the location to install the built-in database.

% Specify a location to save the forensic log files. By default, the logs are
stored in C:\Program Files\Claviste\ InSight\CIS.

To install Clavister InSight, you must be a user with administrator rights.
L~

Install Clavister InSight as Website on 11S

This screen allows you to specify the installation location. You can install
Clavister InSight either as a website or a virtual directory on IIS, or on the
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CIS Apache server. The following section explains the conditions under

which each of these options is valid.

Website on 11S

' Clavister InSight - Setup

POWERED BT
Select Websile name e i
Select Instalaton Tepe nEtwo e E
[~ Use 550
% Create a rew webste on 115 [recommended)
Wabsite blame  [ClavisterinSight
Pt |a216
" Create a new vatual deechony on 115
NS Webshe  [Dielault e Sie =l
Directony Mame [ wwisterlr!
" Install Clavister InSight Apache Senve
Porl faz16
< Back || Mot > Cancel

% Create a new Website on 11S: This is the default option. Clavister
InSight installs as a website on IIS and runs on port 8216. If your
machine does not have 11S installed, then the Install Clavister
InSight Apache Server option is the default option.

+ By default, Clavister InSight installs as a website with the name
Clavister InSight and runs on the port 8216. If you want to change
the website name and/or the port, just type in a new name and/or port.

¢ Click Next.

If you are installing Clavister InSight on a Windows 2003 machine, make

sure that all unknown CGI extensions are allowed. Click here for

instructions on how to do this.
L

Windows XP allows you to run only on one website at a time. We
recommend that you choose virtual directory installation if you have a

website already running.

21
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Installation as a Virtual Directory on 11S

Select this option if you have IIS on your machine but do not want to
install Clavister InSight as a website. Setup creates a directory with the
name Clavister InSight under the default website and the program runs as

a virtual directory.

Virtual Directory on 11S

_i."- Clavister InSight - Sabup

Select Webszile name e l
Sedect Instalaton Tepe natwaorks”

[~ Use S50

" Create a new webste on 115 [recommendsd)
‘webshe Hame |
Feut [

" Creabe a new vitual deecioey on I15
NS Webste  [Dafaul Wb Site =]

Directory Name  [ClavisterriSaght

£ Install Clavister InSight Apache Server
Fod EB

< Back || Het > Cancel

Follow the steps given below to install Clavister InSight as a virtual

directory under the default website:

5. Select the Create a new virtual directory on |IIS option.

6. Select the default website under which to create the directory. Setup
creates the default directory Clavister InSight. To change this, simply
type in a new name.

7. Click Next.

22
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Install Clavister InSight on Apache Server

If 11S is not installed on your machine, setup defaults to this option. Follow

the steps given below to install Clavister InSight Apache server:

Apache Server

_'#'- Clavister InSight - Sabup
Select Websile name e i
Select Installaton Tepe natworks”
[~ Use S50
" Create a new webste on 15 [recommendsd)
‘webshe Hame |
Pt [
" Create a new vrtual deeciory on 115
WS Website  [Dieizul wiah Sie =l
Direchorny Mame [ sersterin ight
{+ Install Clavister InSight Apache Senve
Pod [az218
< Back I | Hest> Cancel

1. Select the Install Clavister InSight Apache Server option.

2. The default port is 8216. To change the port number, just type in the
new port number in the Port box.

3. Clavister InSight allows you to use an SSL Port in conjunction with
Apache Server. The default port is 9216. To change this, just enter a
different port number.

4. Click Next.
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Summary

This screen displays the summary of the settings that will determine where

Clavister InSight is installed, what it has been installed as, and what port

it uses to run on.

Summary Screen

&' Clavister InSight - Setup

RAeady to Inztall ei
Setup is now 1eady bo begn nstaling Clavister InSaght on your compubsr, nEtwo e

Chck Install bo continue with the irstalistion, o chck Back to review of
charge ary setfing:.

INSTALL LOCATION
Dieecloey : C:\Program Fles\Clavister\InSight

BSITE
Mame : ClavestednSight
Poat : 8216

Logon Uiser : balakrshnak

oo s |

¢ Click Install.

CLOVISTEXK
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The Finish Screen

The Finish screen displays after a successful installation. To run Clavister
InSight, select the Yes, | want to run Clavister InSight now check box.

To view the readme file, just select the Yes, I want to View Readme file
now check box and click Finish.

The Finish Screen

W Clavister InSight - Sebup

Installstion Completed e i
Clawnster Inﬁw 15 wcshaled on ywour compuler

mEatwor

Flanse view the contents of the README fle before slating the pogram.

-
q
£
g
i
i
¥

:

—
i
(=)
:U_]
=

Chick Firizh b et ths sabup wizsd

[t

®,
0.0

Click Finish to complete the installation and exit the setup wizard.

If you are installing Clavister InSight on Windows 2003, click here for
7 instructions on how to configure the Internet Information Server.
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Choosing Installation Type

You can install CIS in the following modes:

% Standalone

¢ Distributed

* Regional
< Central
CIS Deployment Schematic Diagram
Standalone Distributed
Deployment Deployment
Central
@) ® uaer a— :
S s ! : S
&) Pessniies . o | Miarng (]| ] —
[T —— aglonal/Divisional ! RegionaliDivisional

: T : — ! Browsar Avtass . g
i I [resr—— @ : p : Monnctisg fy "-‘-!
j PR TP P : | L g E{.

| Forensics : | Ll Foremsics
Munager 1 Browiad ATiais Browser Kooiss
] 1 = H H &
i B | ' '
s N w* ' Magter Ci5 Hansger ] -

! N !
I = TH} i . E
| Log gt o8 ! I ; &3 ; i !
Manager 'H' | Managar
I " Maitar DB n g
d \ d \
B £ @ B
Log Mgt Regronsl 08 Leg Mgt Reglanal 0B |
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Choosing an Installation Option

After you understand the different installation options, you must decide
which option is the most practical for your network. To do this, you will
compare your network topology to the following topology scenarios. Each
scenario represents a general network topology and the optimal CIS
installation for that scenario.

Scenario for a Standalone Installation

It is a relatively small environment composed of several internal networks
with Internet access. Publicly accessible server resources are placed in an
isolated network and are protected by a firewall. Each floor network is also
protected by a firewall/gateway. Another firewall protects the internal
server farm network containing web, e-mail, FTP, file, and print servers. A
standalone CIS server is used to monitor and report on events on all the
devices in such networks.

Standalone Scenario

] Profile Manager
ernet
- Syslog Seryar '

1 el "

| = | N i Event Viewsr Browser
| 1 1

| Syslog Semvg

[ i "o ! Router/Hub | - E

Lﬁ[_—lﬁ A

",

-=-—----=

E
]
5

V| cumbe | |

! m . | E Monitoring

i i Sysi . Central Server !

i H e Eiormnes

: mﬂ i :

1 ] H =

: % 7 ' - o

! : - HHM Forensics
m Analysis
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Scenario for Distributed Installation

It is a multi-office environment composed of several internal networks
dispersed across locations. Connectivity between these networks is
provided through a service provider network. Internet access is provided
only through a common location in the network with a firewall in place to
support an isolated network and for general protection. Each remote office
is also protected by a proprietary firewall/gateway. A CIS Central server
operating in a distributed environment enables centralized reporting,
device, configuration and license management for all the devices in the
corporate network.

Distributed Scenario

Reparting. Mandoring, &lering
and Forensics Analysis Profile Manager

e =
i G
H Alert Manager Biossar
=

Encrypted
| g P
RouteriHub =

Manitaring
th
* Encrypied
DB Logs
£3 €
= L
Lag Arehive Cantralized

License Manager

Reporting, Monitonng, Aleting
and Forensics Analysis

A distributed CIS installation enables continuous management of security
services throughout the company network from a single location called the
Central. The distributed installation enhances CIS performance by off-
loading critical functions of fetching data, processing it to OLF format and
transforming them into deltas and finally storing them in the database.
Now the job of central is only to report on the overall scenario from all its
regional servers by only considering the top records for queries from each
individual regional CIS servers.
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Installation Guidelines

Keep the following guidelines in mind as you decide how to install your CIS

Server.

7
*

Encryption secures data traversing between different devices configured
to your CIS; however, data traversing between a configured device and
a CIS server is secure only if you choose your communication to be
secure.

+ Syslog data is streamed to CIS syslog server device via UDP packets to
UDP port listening on port number 514 which can flood a network and
all workstations directly connected to it. Do not install standalone
system or a regional server in a network that cannot sustain heavy UDP

traffic.

29
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Installing Syslog Server

While some devices can export log files in a readable format, others
typically do not write log information to a readable file. In such cases, you
will have to rely on a syslog server to capture log information. Clavister
InSight uses the syslog service to capture log file data.

The syslog service binds to the specified port and collects syslog data,
which is streamed from single or multiple devices. It also allows you to
delete old log files after a specified interval of time. The syslog service
transfers deltat log files to the Clavister InSight server in compressed
format (GZIP files). These files are created depending on the delta
frequency.

Example: If the delta interval is set to 30 minutes, the Clavister InSight
syslog server creates a delta file every 30 minutes.

Once installed, the syslog server automatically updates delta files to the
Clavister InSight database on a regular basis without intervention from the
administrator.

The syslog server can be installed on any computer in the network.

One of the first things you should do after installing Clavister InSight is
configure the syslog server. While doing this, you can backup all the logs
streamed to the syslog server from various devices by setting up a backup
syslog server.

The backup syslog server must be a third party syslog server. The CIS
syslog server forwards all the packets received from the devices to the
? backup syslog server. If the backup syslog server forwards any data back
to the CIS syslog server, all such packets will be ignored.
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This section explains how the logs are made available to Clavister InSight

and how it generates a report.

In CIS 4.6, you can either opt for a stand-alone deployment, or a
distributed deployment where one or more regional CIS servers forward
syslog data to the central CIS server which stored it in a centralized

repository.

Architecture for a Regional/Standalone

Heterogenous Security Devices

A Heglmal\\‘\ \\

Syslog Server Delta\‘

A Reglunal Sarver

Heterogenous Security Devices

Backup

. through a secure channel perodically by all the

. Data is encrypbed and send 1o the Central
associated Regionsl Servers

Central Server

T Delta: A delta is an extract of an original log file that only contains data that has

been logged since the last update.

T DB Logs: A DB Log is an extract of the top records for each query on a regional
CIS server, which will be in encrypted format, and sent through a secure channel.

CLOVISTEXK
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System Requirements

Make sure that the machine where you plan to install the syslog server
meets the following minimum system requirements:

% Pentium 4
% 100MB Free Space
< 512 MB RAM

Recommended System Requirements:

R/

% Pentium 4
7

% 1GB Free Space
% 1GB RAM

Since the CIS syslog server runs as a Windows service, it must be installed
on Windows NT, 2000, XP or 2003.

To configure the Clavister InSight syslog server, you must be logged in as
administrator.

Since Windows XP with Service Pack2 features stricter Windows firewall
rules and blocks all external applications, make sure you configure it to
unblock the Clavister InSight Apache Server.
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The Welcome Screen

The Welcome screen is the first screen that appears when you start the

setup program. To proceed through the installation process, follow the
steps given below:

The Welcome Screen

Thiz wizasd bz you in inctaling Clavister InSight Syslog Server
O WO Syshem

)
= |
= B
o |
=
(i)
&)

o [T e | v

®,

% Click Next.

CLOVISTERY >



Clavister InSight v4.6 Setup Guide

Clavister InSight Server Location

Enter the system name/IP of the machine where the Clavister InSight
server is installed. You can either type in the Name/IP of the system, or
click the Browse button to select the machine where the Clavister InSight
server is installed. This will enable the syslog server to identify the
Clavister InSight server and update log file information. Follow the steps
given below to specify the system name/IP:

Clavister InSight Location

Clavisber InSight Server Details

Ember the nameAP of the spsbam on which Clavister InSight server is
nstallad

NamenP [10.015135 [

Clavister InSight™

< Back Cancel Help

1. Enter the Name/IP of the machine where Clavister InSight is installed,
or select a machine from the network.

2. Click Next.
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Pre-Install Checker

This step displays the status of the connectivity of the syslog server with
Clavister InSight. It lists the reasons for the failure of any checks with
notes on how to correct the problems. The syslog server immediately tries
to connect to the Clavister InSight server as per the information provided
in the previous screens.

Connectivity Status

Connectivily Status ﬂ

Conrmchion status of Clavester InSight Senver

Task Stalus
1. Pirging 10.0115.135.. v
2. Checking connection with Clavstes InSight Server._. w

Conneclivily check successiul.
Chick Mext' to conlinue wilh installation.

< Back I Hedt > I Cancel Help

®,

% Click Next.
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Installation Path

This screen lets you specify the location where the syslog server must be
installed. By default, the syslog server installs in the following location:

C:\Program Files\Clavister\

Installation Path

Installation Path x|

Clarvisbar InSight Syslog Senver wall be installad inlo the following
locabion.

To spacily & diffenent fobder we the biowss button.

[C\Program Fles\Clavster _|

< Back I Mt » I Cancel Heldp

®,

% To choose an alternate location, browse and specify a different location,
and click Next.
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The Summary Screen

The Summary screen displays a status summary of installation options you
selected. To complete the installation process Click Finish.

Summary Screen

x|

Thesa sattirgs will be used o Clavister InSaght Syslog Senver
inztallaion. Please review them and chck Back! lo changs i

Clavizter InGight S erver : 10.0.15.63
Install Locabon: C:\Program Fies\Clavesters

« Back I Firish I Cancel Hedp
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Uninstalling Syslog Server

To uninstall the syslog server, go to the Add/Remove Programs of the
Windows Control Panel. The entry in the Add/Remove Programs added
by the installer is CIS Syslog Server. The uninstaller is responsible for
stopping all the related services and deletes all the files and registry keys
copied during the installation procedure. It also provides you with an
option to delete the collected log files.

R/

% Click Add/Remove to uninstall the syslog server.

The Configuration Screen

The Configuration screen allows you to configure settings for the syslog
server. It contains the tabs General, Syslog Ports, LEA Firewalls, 1SS, RDEP
and additional tabs for ISA Devices and Anti-Virus Server. In addition, the
Advanced tab in the Configuration window a backup syslog server.

The General Screen

This screen allows you to change the target location for the collected logs.
The default delta file update frequency is 30 minutes and can be
customized as per your requirement. You can also specify the time period
to retain the old logs.

By default, the syslog server receives data and redirects it to the CIS
server once every 30 minutes. But the database is updated every 1 hour.
So in the first hour after installation, Clavister InSight will not have data in
the database.
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General Syslog Server Configuration

M Clavister InSight Syslog Server Configuration {v4.6.2) -I-Iﬂ
Genersl | Sysiog Posts | LEA Frewsl | Anivius| 154 | 155 | RDEP | Advanced
Clenvisher |mSaght S eever

Spaciy the nameAP Address of the machine whese Claveder InSight is
inatallad

NameP  [1007583 _|

Syshog Public IP [10.0.1563

Folder for log fles
IC-\Piogram Fies\Clavizler\Spsiogiogs 1Dpen Folder

[+ Enable Mative Log

[¢ Dilete log fles oider than |1m¢k v|

[ CompresshogRlesbiggathan [{— -] GB

)
2
-

Tonstall ISARANNIUS Service chick 154 & Antiving buthon 154 & Aniiinus

&=

i =
Loy
7]
=
k-
1]
=
O

[ ox ] _ coce |

% Enter the Clavister InSight server Name/IP in the Name/IP box.
Alternately, browse to the Clavister InSight machine using the browse
option.

% Enable Raw Logging: Select this option to store log files collected by

the CIS syslog server. If you leave this check box clear, logs are not

stored on the syslog server, but forwarded to the CIS server.

% Delete raw log files: You can delete raw log file collected by the CIS
syslog server earlier than 2 Days, 1 Week, 1 Month, 3 Months, 6
Months, 1 Year, 2 Years, and 3 Years.

% Compress log files bigger than: You can specify the size limit of the
raw log file collected by the CIS syslog server. All log files exceeding
this size will be compressed into zip format.
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Install ISA and Anti-Virus Service

To activate ISA and anti-virus services, click the ISA & Anti-Virus button

in the Syslog Server Configuration window.

Installing ISA and Anti-Virus service

Clavister InSight 154 B Antivires Installation lll

Entes the Ulsamarms snd Passwoed of the Local System Sdminist stor
Account bo irstall 1S4 & Antiins Sendce.

r Account Infoematsen
Lzer name tp}h
Pazsveoad | [RF—

Salect this option if wou have logged on a2 Administrsion
I Do not venly uses names snd passwod

I 0K I Cancel

Follow the steps below to install the ISA and anti-virus service:

1. Click the ISA & Anti-Virus button to view the corresponding window.

2. Enter the user name and password with the administrator privileges on
the local system.

3. Select the Do not verify user name and password check box if you
have logged in with the same user privileges as entered in the
respective text fields.

4. Click OK.
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Syslog Ports Screen

This screen displays the standard TCP and UDP ports that the syslog server
listens on. You can add additional ports that the syslog server will use to
collect the log data. Port numbers must be between 1 and 65,535.

Syslog Server Ports Configuration

A Clavister InSight Syslog Server Configuration (v4.6.2) ] A |
General Syslog Ports | LEA Frewals | Anivieus| 154 | 155 | RDEP | Advanced
- LD Parts used 1o colect data | Trusted IPs
514 - Syrhog Server

Dokt |

: TCP Ports wsed to collect dats

[ i |
2=l | o

 Hote: Fiestar the Syslog Senvice after adding the usted IPz.

Clavister InSight™

Follow the steps described below to add a TCP port:

1. Click Add. The Add UDP Port screen opens.

2. Enter the UDP port number to listen for the incoming data from the
Syslog server.

Click OK.

4. To delete a port number, select the port number from the list and click
Delete.

Follow the steps described below to add a TCP port:

1. Click Add. The Add TCP Port screen opens.

2. Enter the TCP port number to listen for the incoming data from the
Syslog server.

3. Click OK.
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4. To delete a port number, select the port number from the list and click
Delete.

Follow the steps described below to add Trusted IPs:

In this pane, local network security administrator enters the details of the
IP addresses which come under firmware IP addresses.

1. Click Add to enter a trusted IP address in the IP box.
2. Click OK.
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LEA Firewalls

Use this tab to add, edit, or delete a LEA firewall. In addition, you can also
enable streaming of events collected from the LEA firewall to the Security
Center

Q Before adding a LEA firewall, configure the Check Point server and the CIS
s Syslog server.

M Clavister InSight Syslog Server Configuration {v4.6.2)

General | Syslog Posts  LEA Firewalls | anivius | 154 | 1S5 | RDEP | Advanced

Usge thes screen bo add, edit, or delele a LEA frewal

192 163.100.10

it

11:

=2
wi
-
E.

o
]

lavi

C

| 0K, I Cancel

1. In the User Name box, enter a user name with administrator rights to
connect to the machine running Clavister InSight.

2. Click OK.
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Add LEA Firewall

To open the Add LEA screen, click Start 2 Programs -2 Clavister 2>
Clavister InSight v4.6 2 Configure Syslog Server 2 LEA Firewalls >
Add.

Configure the OPSEC™ Application object in the SmartCenter Server.

1. In SmartDashboard > Manage > Network Objects > New.. 2> Node >
Host, enter a name and IP address for the CIS host.

2. In Manage - Servers and OPSEC Applications > New.. > OPSEC
Application enter a name, the host object created in step 1 above, and
check LEA in the Client Entities list. Click on the Communication
button and enter an Activation Key. The Trust state will be “Initialized
but trust not established”.

Adding LEA Firewall

Add/Edit Fareviall ll

Speciy the [P addess oo Hostiame of the LEA freval and tha LEA port

1P Acdress | 132 168 100 i[]
LEA Pedt |1E1 T Gk Oifget |.n

Version |Firewsall1 vession NG =]
DPSEC Detals
I~ Use Authersication
I Uge Ersiypton
Appkcation Name |
AciaionKey |

[ o ] Cancel Hep |

This screen allows you to add a LEA firewall.

1. Enter the IP address and host name of the machine where Check Point
Management Server is installed and running.

2. Enter the LEA port number in the LEA Port box.
< 18184 - for authenticated connection

0 - for unauthenticated.
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Note: the default connection is authenticated and the port number
entered must not be greater than 32767.

3. Enter the values (between -720 and +720) for Gmt Offset in the Gmt
offset box.

4. Choose your connection mode:
¢ Select the Use Authentication check box for authenticated
connection with the LEA firewall.

» Select the Use Encryption check box to encrypt communication
with the LEA firewall.

% Leave both the check boxes clear to use unauthenticated
communication.

Note: The default connection method is Authenticated and
Encrypted. Contact Check Point Tech Services for instructions on
configuring the Check Point SmartCenter Server to accept
unauthenticated connections.

Verify the Configuration

On the SmartCenter server check the OPSEC Application object ->
select the Communication button. The Trust state should be “Trust
established”.

5. If you have chosen the Use Authentication mode, enter:

o,
*

0,
*

OPSEC™ application name in the Application Name box.

‘0

» Activation key to activate the application in the Activation Key
box.

6. Click OK to save your settings. This will create .sic file and a certificate
in the syslog folder.

For more detailed instructions on how to obtain authentication from the
Check Point server, click the Help button on this window.
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The Anti-Virus Screen

This screen contains a box that lists the Interscan Viruswalls added for the

anti-virus service. Use the Add, Edit and Delete buttons to add, edit and
delete an Interscan Viruswall.

M Clavister InSight Syshog Server Configuration {v4.6.2)

General | Sysiog Posts | LEA Frewsle Antivius | 154 | 155 | RDEP | Advanced

L thas screen bo add, edit, or delele an AntiVious Server

JOHH

-
.Q

o
"'9.
s
E.

L=}
et

lawvi
-

C

ok | Cancel

CLOVISTERY "



Clavister InSight v4.6 Setup Guide

Add Anti-Virus Service

This screen adds an anti-virus service. Click the OK button to save the
settings or discard the changes by clicking the Cancel button.

To open the Configuration screen later, click Start > Programs 2>
Clavister 2 Clavister InSight v4.6 2 Configure Syslog Server >
AntiVirus > Add.

Add Anti-Virus Service

Add Edit Firewall x|

Specily the IF addiass or host name of the Senes

IPMHostMame  [JOHN _|

Uiser Name Pohrew
Liser Mame shoukd be in e ollowing Fomst ' 1P of Host N\ s ®

Password | g
1 Liog Files
Location ||'_‘.\F.nq.un Fles\Clavisler\Sysog _I

1. Enter the IP Address or Host Name for the machine in the IP/Host
Name box where Interscan Viruswall Anti-Virus Server is installed and
running.

2. Enter the User Name and Password that has admin privileges on the
machine running the anti-virus server.

3. Browse to the location where the log files are stored.

4. Click OK.

47
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The ISA Device

This screen contains a list box showing the ISA Devices added for the anti-

virus service. The Add, Edit and Delete buttons are provided to modify
the configuration of ISA Devices.

M Clavister InSight Syslog Server Configuration {v4.6.2)

General | Syslog Ports | LEA Frewals | Anivius 154 | 1S5 | RDEP | Advanced

Usge thes screen bo add, edit. or delete 154 Frewal

JOHN

-
.&

ter InSight™
W,

=]
]

lavi

4

C

ok | Cancel
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Add ISA Firewall

This screen allows you to add an ISA firewall. Click the OK button to save
the settings or discard the changes by clicking the Cancel button.

To open the Configuration screen later, click Start > Programs 2>
Clavister 2 Clavister InSight v4.6 2 Configure Syslog Server = ISA
2> Add.

Add ISA Firewall Service

ﬂ
Specily the IF addiass or host name of the Senes
IPHostHame  [JOHN |

Uiser Name Pohrew
Liser Mame shoukd be in e ollowing Fomst ' 1P of Host N\ s ®

Password | g
1 Liog Files
Location ||'_‘.\F.nq.un Fles\Clavisler\Sysog _I

1. Enter the IP address or host name for the machine in the IP/Host
Name box where ISA Server is installed and running.

2. Enter the User Name and Password that has admin privileges on the
machine running ISA Server.

Browse to the location where the log files are stored.

4. Click OK.
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The ISS Device

This screen contains a list box showing the ISS Devices added for the
AntiVirus service. The Add, Edit and Delete buttons are provided to modify
the configuration of the ISS Devices.

A Clavister InSight Syslog Server Configuration {v4.6.2) i =10 =]

General | Syslog Posts | LEA Frewale | Antiveus | 154 155 | RDEP | Advanced
Lz thiz scomen bo add, edt, or delels & 155 Device

johin
Edit.
Delete
j @ . ~Ensble Montoing _ _
. @ v [Worrs =] popiiasime ™
- Dielta Sevenity

Debasg | and higher seveity svenls sloded inbo Delta file.

Clavister InSight™
W,

Add ISS Firewall

This screen allows you to add an ISS firewall. Click Save to save the
settings or discard the changes by clicking the Cancel button.

To open the Configuration screen later, click Start > Programs 2>

Clavister 2 Clavister InSight v4.6 2 Configure Syslog Server 2 ISA
> Add.
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Add ISS Firewall Service

ADD,/EDIT DEVYICE E

Eret infurnation for the new IS5 SOL Server

Device NamedP  [ichory

Lzt Mame [m

Pazsword [ ......

Riedresh Interval 10 Sex -

[ Save |  Cocel | Check Conmection

1. Enter the IP address or device name for the machine in the Device
Name/IP box where ISS Server is installed and running.

2. Enter the User Name and Password that has admin privileges on the
machine running ISS Server.

3. Select the refresh interval from the Refresh Interval drop-down list.

4. Click on the Check Connection button to verify the availability of the
ISS server.

5. If the connection check is successful, click Save.

Enable Monitoring for Syslog Server: Specify what events should be
logged onto the Event Manager from the raw log data that is retrieved by
the syslog server. Follow the steps to enable monitoring.

6. To enable streaming of events to the Event Viewer, select the Stream
check box.

7. From the drop-down list select the event severities. To view all events,
select Debug. Available severity types are:

X3

%

Emergency
Alert
Critical

7
%

X3

%

e

A

Error

e

A

Warning

e

A

Notice

e

A

Information

5

A

Debug
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Delta Severity: Specify what events should be considered to save in the
deltas while the raw log files are compressed into delta files. Follow the

steps below to specify delta severity.

From the drop-down list select the event severities, you want to store in
the delta files. Available severity types are:

X3

¢

Emergency
Alert
Critical

X3

%

X3

%

X3

%

Error

e

A

Warning

e

A

Notice

e

A

Information

e

A

Debug
8. Click OK.

RDEP

Remote Data Exchange Protocol (RDEP) is the protocol used in Cisco 4.x
sensors. For example, a Cisco CSIDS 4235 device uses RDEP to transfer
the XML formatted logs. Since RDEP is a pull technology, a remote CIS
syslog server must connect to the sensor on port 443 as an authorized
user with a minimum of "view" privileges, access the log directory and pull

them to the CIS syslog server.

The session is decrypted and the logs are stored in the clear text XML
format on the CIS syslog server. In a distributed environment, you might
be able to set up the syslog server to read the logs and send them to CIS
server where the data is stored in the database.
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A Clavisker InSight Syshog Server Configuration {v4.6.2) i o ] |

General | Syslog Posts | LEA Frewale | Antiveus| 154 | 155 RDEP | Advanced

g thes screen bo add, edt, o delele a RDEP Device

% .
~¢

ter InSight™
L/

lavis
-

4

C

ok | Cancel

Add RDEP Device

Follow the steps described below to add an RDEP device:
1. Enter the IP address or device name of the machine where the IDS
Server is installed and running in the Device Name/IP box.

2. Enter a username and password with admin privileges on the machine
running the IDS Server.

3. Enter the polling interval at which you want your agent to connect to

the Cisco IDS using RDEP protocol and pull logs from device to the
syslog server.

4. To save your configured settings, click Save.

Use the Edit button to modify the configuration settings of your IDS
~ Device.
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Add IDS Device

Enber irdommalion Lo add the new RDEP Devica

Device Mame P [JUHNNY

User Mame le-.-.

Password l .......

Polirg Inibesval m

[FE Version iz -
¥ | 550 Enstiled

The Advanced Tab

Clavister InSight v4.6 Setup Guide

This screen helps you configure a backup syslog server to store backups of

the syslog data that is forwarded by the CIS syslog server.

The backup syslog server must be a third party (for example, Kiwi) syslog

server. The CIS syslog server forwards all packets received from the

devices to the backup syslog server.

Follow the steps described below to configure a backup syslog server:

1. Enter the IP address of the machine where the backup syslog server is

installed and running.

2. Enter the syslog server port from where the syslog events are to be

collected.

3. To enable the backup syslog server, select the Enable Encryption
check box. To disable it, leave the check box clear.

4. Click OK.

CLOVISTEXK
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=k
General | Sysiog Ports | LEA Firewals | AniVieus | 154 | 155 | RDEP  Advanced
- Backup Syslog Senver

= Conhguie the: Server lo which the packets ame to be fonsarded using LIDEP.

Backup Syslog Server [ 0.0 0o 0

Sysdog Server UDP Pod |514

L]

[Pott number should be between 1 and BS535]

R

[~ Enabde Enciyplicn
I© U= Encrephion whils sending events to Mondomng .
[Enables enciypted commurication betwesn Spslog 5 emver and Monitoang)

e

lavister InSight™

C
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Appendix A

Steps specific to the Windows 2003 Platform

For Clavister InSight to work properly, the following are the settings you
will need to make on IIS:

% Adding ISAPI Filter

R/

% Enabling SSL ports on IIS

Windows 2003 operating system requires a few configuration changes to
allow Clavister InSight (CIS) to work properly. The following are the
settings you will need to make:

% Configure 11S 6.0 for CIS to allow web service extensions

% Configure 1IS to allow all CGIl extensions

% Configure 11S to provide exception for MIME Type extensions

% Configuring I1S to use the IUSR Account

< Configuring the IUSR Account to have the necessary permissions

% Configure 1IS to remove the application mapping for .ext files

% Enable ActiveX Controls and Plug-ins

% Configuring IIS for accessing the application using Remote Desktop

Note: If you install CIS as a Virtual Directory on IIS, it is essentially an
alias to the default website. So, all the configuration changes made on the
default website will be inherited by the virtual directory.

Windows 2003 - Service Pack Requirement

If Clavister InSight is installed on Windows 2003, it is necessary to have
SP1 installed on it to facilitate MHTML report generation.
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Adding ISAPI Filter

Follow the steps described below to add the eiqglsapi.dll filter to the
website:

1. Right-click on the website name and click Properties.

ClavisterInSight Properbies

mlmm]mwm|mm
webste | Performance AP Fters | Home Diectory

| The: Following filters are active only for this Web ske and executed inthe ordar
ksted below. This list does nok show filters configured For 5l the Wb skes on this
server.

Status |_Filter Mame | Priority

2. Select the ISAPI filters tab and click Add.

Add/Edit Filter Properties

3. In the Filter Name box, type iPolicy and enter (or browse to) the
location where the file eiqlsapi.dll is located.
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ClavisterinSight Properbies

Documents |  Dibectory Security | HTTP Hesders | Custom Emors
webste | Performance ISaP1Fers | Home Diectory

The Following filters sre active only for this Web ske and sxecuted in the order
ksted below. This st does nok show filkers configured For all the Web skes on this
server,

ISAPI * Linknowen *

i

Enabls

[ea

Move un

C:\Program Fi. .. \eigISAPT 01

Detais

Filter Mame

Status: * Changed *
Executable:

Prioeity: * Urkriown *

Click OK and then click OK again.
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Enabling SSL Port on 11S

Follow the steps described below to enable an SSL port on I1S:

Step 1: Generate the certificate request:

Right-click on the website name and click Properties:

ClavisterInSight Properties EHE
webSte |  Peformance | ISaPiFders | Home Diwectory
Documents Diectory Securty | HTTPHesders |  CustomErors

[~ Aukhentication and access control
Enable anonymous sccess and edit the
w authertication methods For this resource, Edit

1 IP address and domain name restrictions

Grank or deny sccess bo this resource using
IP addresses or Inkermet domsain names.

Step 2: Select the Directory Security tab and click Server Certificate.

The Web Server Certificate wizard opens.

CLOVISTEXK
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Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server
Cenrtificate Wizard

Thaz wizard bielps pou creals and admiresles serves
catificates used in secue Wb commemnications
beetweeen pown senves and & chent

Statuz of pour Web Serves

‘ot Wb Server dossrt have & cedlificste instaled
and pou don’l hawe arg pending requests.
Ceatificate Wizaed wall help you to create a nev
certhcate for thas Wieb Seaver or attach to an
ehing cerlificats,

To confires, chck Mest

Hed > | Cancel

Click Next. The Server Certificate screen opens.

115 Certificate Wizard

Server Conlificate
Theze ane the method: for assgning a cediicabe to a'Web sila

Selact the method you want bo uze for this web site:

+ Create a new certihicate.

" fswign an exsting ceitificate

™ Impgut & cenificate fiom a Key Manager backup fls.

" Impait & cedtfcabe from 4 plx fle

" Copy of Mowe a certificale Itom & remobe served site bo this sibe,

< Back I Hed » I Cancel

Select the Create a new certificate option and click Next.
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Delayed or Immediate Request
fou can prepae & requedt 1o be sent kster, of pou can send ane

Do ypous weant bo prepate & cediicabe raquest 1o be sent labar, of do pou want lo send it
immediately Lo an online certification suthorty?

= Prepase the request now, but send it lsber

{7 Sprd B raceiret immedisbely B A arfne ceihestion suthant

ook [ _ cwes |

You can prepare a request and send it later or prepare and send one
immediately. Select Prepare the request now, but send it later and

click Next.

115 Certificate Wizard

Hame and Security 5ettings
“fiour rew certihcals must heve a name and a spacilic bit langlh

The bit lergth of the encryplion key detesmines the cerificate’s sncryplion srength
The greater the bt bength, the sironges the security. Howenved, a greates bit length may
deciease perfonmantce.

Bit lengtix 1024 -
™ Select civptogeaphic service providar [DSP] for this cenificats

<Bock [Hets ||  concal

Enter the details of the Organization, common name of the site and the

geographical information in the appropriate screens.
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Cedtificate Request File Name

Your celtificate iequed it saved &2 & bed e with the file name you

specily.

Erles & b name for the ceriicabe reguest
e riamen:

e \ceinea 1

115 Certificate Wizard

Aequest File Summary
“fios hana chosen bo generats a reguett fle.

To garerate the folloveng request, cick Nest
Fila nares:  c\cadinag bd
*four nequesl contars the holowing information:

Issued To Qs

Fiiesnudly M ame sﬂé&mmﬁ#i
Couritng/Region

Stabe / Province Torggatan

City ORNSEOLDSVIE:
Organization Clarvigher
Oirganizational Linit Medvotk, Secuty

« Hack

Click Next and then click Finish to complete the wizard.

Clavister InSight v4.6 Setup Guide

Step 3: Immediately, copy the request generated (C:\certreq.txt) and put

it in the same path as you installed the application (Apppath

...\Clavister\InSight\CIS).

Rename the certreq.txt file to CIS.csr

After you rename the certreq.txt file, go to Start 2> Programs 2>
Clavister 2 Clavister InSight v4.62> Create SSL Certificate. The
Create SSL Certificate wizard opens. From the wizard, browse to select
the CIS.csr file and finish the process of creating a certificate (ClS.cer).

CLOVISTEX
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Click here for detailed explanation on creating a certificate on 11S.

Now go back into 11S admin=> Right-click on the website 2Properties
2>Directory Security tab-> Click on the Server Certificate button and
follow the steps below to import the certificate (ClS.cer) you created from
the Create SSL Certificate wizard.

Step 4: Go to Directory Security screen, and click Server Certificate
under Secure Communications for processing the pending request. Click
Next.

115 Certificate Wizard lll

Pending Certificate Hequest
A pending ceiicabe request it a reguesl o which the cerdification
authority has not pet iesponded,

A cestificate request is pending. What would you ke 1o do?
o e [ and malall the
T Delete the pending request

« Hack Henat » Cancel

Browse to add ClIS.cer file as shown below

115 Certificate Wizard

Procesz a Pending Request

Proces: a pending cefiicate request by relneving the fle thal comlains:
the cestification authoeity's response.

Entes the: path and file name of the fle containing the certification authonly's iesponse.
Path and fle name:

I-:::".Pray'anie-s'ﬁ ClavisterunSightCIS\CIS car Bpowss... I

€ Back | Hest > I Cancel
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The pending certificate request can now be processed and a new certificate
can be generated.

115 Certificate Wizard N
Certificate Summarny
“fou have choden o irstal 3 cartiicate from & esponse fle.

To garerate the folloveng request, cick Nest
Fibe rarme:  cheeatnen b
four isquesl conlars the folowarg informmation:

Issued To 0s

Feieradly Mame ClavisterdnSight
Couriny/Fegion SE

Stabe / Province Torggatan

City ORNSEOLDSVIES
Organization Clarvisher
Oirganizational Unit Metvoak Secuty

< Back I Hed » I Cancel

Verify the details of the certificate that is to be created and click Next.

115 Certificate Wizard

x|
Completing the Web Server
Certificate Wizard

o v suceessiuly complated the Web Senve
Cetificate wizard.

A cerbhcabe iz now nalalled on s senver

IF it remend bo remesy, replace, of delebe the cedificate in the
huture, you can wse the wizard again

To chose this wazard, chck Firech

=

Click Finish. The certificate is created successfully.

Now from the IIS wizard, right-click on Clavister InSight website properties
window and click the Web Site tab, you will see that the SSL option is
enabled.

Change the port to any number (for ex: 9216) you want browse CIS
application with SSL.
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Note: If you have installed CIS on I1S using SSL, you need to leave the Do
not save encrypted pages to disk check box clear on the Advanced tab
of Internet Options.

Creating SSL Certificate on 1IS

SSL Certificate can be created either:

% At product installation time by selecting Use SSL option; OR
% After product installation by choosing: Start -> Programs ->
Clavister -= Clavister InSight v4.6 -> Create SSL Certificate.

SSL Certification Wizard pops up in either of the options above.

4. Selecting to create SSL certificate, the Introduction Screen of the
wizard for SSL Certificate pops up. Click Next.

5. The Distinguished Name Details window opens. Enter the details of
Organization, Geographical location, e-mail address and the Common
Name that you want to associate with the certificate.

6. Provide the Password which is to be used to generate the certificate.
7. Click Next. The Generate Master Certificate screen opens.

8. Click Next to create a Master Certificate to be used for signing client
and server certificates. Accept to sign the certificate by typing ‘y’ for
yes in the command prompt.

9. You would need a certificate request created through IIS Admin to be
signed by the Master Certificate Created above.

NOTE: Using IIS Admin, create a certificate request and copy that file as

ClIS.csr to product installation path.

10.Click Next to proceed to sign the certificate request and create CIS.cer
certificate file for I1S.

Note: The ClS.cer file generated by the Create SSL certificate wizard can

be used to process the pending certificate request in the I11S Create

Certificate wizard.

Now go back into IS admin -> right-click on web site -> Properties ->
Directory Security Tab -> Click on server certificate button -> follow
the steps and import the certificate you created above.
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By default 11S on Windows 2003 does not allow .cgi and .pl. IIS makes a
call to perl.exe to run the code. If you associate .pl and .cgi in Explorer to
perl.exe by allowing all unknown CGI extensions, it will run it in a DOS
window using perl.exe. IIS then makes a call to Perl and displays the code
produced.

Configuring 11S 6.0 for Clavister InSight

1. Start by opening the IIS Manager. Load I1S from the Administrative
tools in the Control Panel by clicking Start > Administrative Tools >
I11S Manager (or loading the Control Panel, entering the Administrative
Tools folder, and double clicking IS Manager).

P Internet Information Services (115) Manager
Vo ple  fctin Yew Window e [IST.TES|
e~ | OE XEFAR @2 = |
F_. Inkernet Information Services Hame | Path =
= BALU (local computes)  derts
Bl Apphcation Pools ch_hrl 1
Bl Wab Sites _,J‘:'SE}‘SW
[+ Deaf st Whab Site B cod
[+
_J ‘wieb Servioe Extensions jm
_J els5ft
_J eventoaches
 bwadisglogs
) heip
_J HTHL Templates
A images
A instardtreport
M languags
i -
4| ¥
I I I

2. Right-click on the Clavister InSight site and go to Properties.
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ClavisterIinSight Properties

~ IP address and domsn name restrickions

Grank or defy Sccess bo this resounce using
IP addresses or Inkernet domeain names.

3. Click on Directory Security.

4. Click on Edit under Authentication and access control.

thentication Methods |

_memm
Uise thee Followsing Windows user account for anormymous access:

Username: | LABIUSR_LASDC0I] Browse. .. |

Password: I SRR

Hutherticated access i
For the foliowing suthertication methods, user name and passwond
are required when:

- SnRciymous access ks disabled, or

- sccess i restriched using NTFS access control lists

[+ Integrated Wigdows suthentication

™ Digest suthentication For Windows domain sérvers
[+ Basic authentication (password is sent in cear bext)
[ \NET Passport authentication

Diaf sl ghomain: | Sajaet,.. |
[ o ] conest | mew |

5. Use the IUSER_MACHINE account.
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6. Click OK. The password for the IUSER_MACHINE account will
automatically be populated after you have clicked “OK”.

7. Click OK again.

8. Now please click on Web Service Extensions (found on the left hand-
side menu).

¥ Internet Information Services (I15) Manager
¥ Ble  aAction Wew Window e =12 x|
s OB RR[@ 2] =
T Internet Informstion Services
=0 BALU (locdl computer)
) Applcation Poks /| Web Servies Extension | atus
52 Wh Sites “F A Urknown CGI Extensions Protibited
: Ele:u V:'ebiﬁe Al I 8l Unknown [SAPD Extensions Prakibited
T i
" < = ] Active Server Pages Prohibited
=) B Eee: | G 8] Internet Data Connector Prohibited
Properies %] Server Side Incudes Prakibited
— i webDay Aloveed
Tasks
K add & e Wb servics extengion. ...
Kl piows all Web service extensions for 8
apegific sppboation.,
K prohibe ol web service sxtensions
@ pen Help
1| | LI
Y Estended A Standard J
| I

9. Choose Add a new Web Service extension.

rew Web Service EKUension =]

Type the mame of the new Web service extersion, and specify the Files that
st be enabled For the extension bo run,

Eghanesion rames:

Rgquired Fles:

™ St extension status bo Allowed
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10. Name the web service extension CIS.

Mew Wehb Service Extension

Type the name of the new Wab service extension, and specify the files that
miust be enabled For the extension to run.

Exkension name:

I cis

Required Files:

Remave

I

[T Set extension status to Alowed

| o I Cancel Help

11. Click on Add.

x

Enfter thie File bocaticn and nams.

Bath ko File:

o | concel |

12. Browse to: “C:\Program Files\Clavister\InSight\CIS\perl.exe” (please
note this is the default path, if you did choose a different directory on
install browse to that directory)

13. Click on OK.

14. Set the extension to Allowed.
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New Web Service Extension

Type the name of the new Web sandce exteresion, and specify Hhe Files that
st b enabled For the ecbension bo run,

Exhenesion nanme:
|cis

Fogquined Files:
CilProgram Files|Clavister \InSight 1 C151eiq SAPL A1 Add... I

Ci\Program FileslClavister \InSight\C15\ perl. axe
_Eenore |

¥ Eet extension status bo Allowed|

K I Cancel Help

15. Click on OK again.

16. You have completed the setup steps for CIS in I1IS and may now close
out of the IS Manager.
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Configuring Windows 2003 To Allow CGI Extensions

By default 11S on Windows 2003 does not allow .cgi and .pl. IS makes a
call to perl.exe to run the code. If you associate .pl and .cgi in explorer to
perl.exe by allowing all unknown CGI extensions, it will run it in a DOS

window using perl.exe. IIS then makes a call to perl and displays the code
produced.

1. Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools > 11S Manager (or loading the Control

Panel, entering the Administrative Tools folder, and double clicking 1S
Manager).

I Internet Information Services (115) Manager o i =10l ]
g Ble Action Yew Window Hep PETES
e~ a@ PR R2][> =

lj. Internet Information Serioes

B web Service Extensions

= 5 FATEST (local computer)
4 _J FTP Skes £ | e Sarvice Extensin I —
B mmsn?m " &l Unknoven CGl Exterdsions Profibited
ik —— T oo S Gtors otk
- Y ¥ et e i
1# Clavister] Frohikr :
5y & isight L ] Ikermet Data Connector Prohibited
Froperties :] Server Side Includes Prokibsted
8 webDay Allowsed
Tasks
El Lal r i

% Extended 4 Standard J
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2. Click the name of your System then click Web Service Extensions.

| I Internet Information Services (115) Manager I
U9 Bl acton Wew Wndw Hep =81
= BB RE @2 > =0

?_. Iriterreet Information Services
| Stabus

= Default Wb Sie Allow
B ClavisterInSight 'w] Active Serves Pages
Allowed

_J Web Sarvice Exbensions Frahbit :j-:lﬁ

t: IF woit allony All Uinkncwan CGI Extensions, any OGI application can run on your Web server, This i & potential cecurity

Dwar you waank bo sllowe All Unknown CG1 Extension?

= BALU (locdl computes)
- _J Application Pools i | wah Servies Extension
B Web Stes ¥l Unkrovn €61 Extensions Protitited
W Al Urkrown [SAPI Extensions Profibited

Prohibited

_ e L we |

Kl probibic al web service sxtersions
@ Open Help

| »]

 Exterded A Standard J
I i

3. On the left side of the main frame under Web service extension column
select the All Unknown CGI extensions, click Allow. Finally, click

Yes.
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I Internet Information Services (115) Manager - 2 o] x|
T3 Ele  adion  Yew Wndow Helbp | _18] %]
e~ 0@ PG @Z|r =0 =tel
r"'. Internet Inf on - Web Service Extensions
=0 FATEST (local computer)
® ) FTP Skes . —
ot m:-.;:m “a§ &l Unknown CGI Extertsions FAlloweed
= s L
Y Defauk Wab She (Stopped) Al i 4 All Unkriown 15491 Extensions Protibited
[ il ClavisterInSight Prohilit (8] Active Server Pages Protibited
_J Wb Service Extensions — (2] Inkernet Data Connecter Prokibited
Froperies ':] Saryvar Side od
| webDay Allowed
Tasks
Bl 2t 5 s Wb servics extencion...
& allovs 5l Web service exbersions For &
specific sophcation.,,
&l prohibe 3l Web service sxtensins
9 cpen el
i |+
Y Extended A Standard /

4. Right-click on the Clavister InSight website in the right pane and select
Properties.

& Internet Information Services (115} Manager

U9 Bl acon Vew Wndw e .=I.!|EJ
e AEXEFDB (@2 > m |
T Internet Information Services [ rdentier | state | Host header vabie | P
= BALU (Jocal computer) EMM Wb Ske 1 Furning *
) Aopheaton ook | ) T ]
= Wb Sites Explore
[ Default Wab Sie Open
W Clavister IniSight PSFIESRNG
_J Web Service Exbensions Browse
o
Pauss
e ¥
Al Tasks 3
New Window from Here
et
Rename:
Refresh
ETT
Help
4 I i |

{pens property sheet for the cument selection. [
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Clavister InSight v4.6 Setup Guide

click Edit.

[ Internet Information Services (115} Manager

¥p Ble aAcion  Wew Window Help

= A0 XEF0E @2 >»mn

_J Web Serdce Extensions

T Internet Information Services [ rdenuier | state [ st header vaue | 1P
=0 BALU (local computsr) Default Web Ske 1 Burning .
B Applestion Pools Rurining -
= _J Web Skes A3

1 ) Defaul Web Ske

[ el ClavisherInSight

[P address and domain name restrictions

IP sddresses or Internet

Grant or deny acoess bo this resource using
& domain names.
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6. Enter IUSR account Username and Password details.

I Internet Information Services (115) Manager

¥p Ble acion  Yew Window Help

= A0 XEFRE @2 >mn

Ty Internet Information Services

-0 BAL (locd computer) Default Web Ske 1 Rurning *
B _) Appheation Pools 9 CavisterinSight Rurning *
B _§ Wb Siteg T T—

B Dafault Wab Ske |.|i|‘|'|'.-tE":|rl_-Il'|. t Properties
- ClavisterinSight webste | Peformance | 1SaPIFRers | HomeDwestory |
- Web Sevice Extensions Documents Directory Securky | HTTP Headers | Custom Erors
. Authentication Methods E |
[+ Ensble snanymous access
w U ths Following Windows user socount For Snanymous sccess:
| Wserneme: | IUSR_balakrishak m
[ Passwond: | e
r~ Awthenticabed access
For the Following authentication methods, user name and password
“Secure Coml | are required when:

= ANOMYTROUS aCcess (s disabled, or

= acoess is restriched using NTFS acosss control ists
[ Inteqrated Windows autheritcation
™ Digest suthentication For Windows domsin servers
[ Bagic authentication (password is sent in dhear beoct)

[~ .MET Passport suthsntication

el doman: I— Select. . I
Realm; I— Select... I

ok | cowe | meo |

7. Click OK and re-enter the password to verify it.
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Configuring MIME Type Extension for 11S on Windows
2003

1. Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools 2> 11S Manager (or loading the Control
Panel, entering the Administrative Tools folder, and double clicking IS

Manager).
B Internet Information Services (115) Manager
Y9 Bl acton  Wew Wndw Help =181 x]
= | AE XEHE 22 a0 _
) Internet Informaticn Services | tdentsier | state [ Host header valie [ 1P
= BALU (local computer) Emu Wish Ske 1 Rurning -
- Apphestion Pools .
= _) Waeb Stes
5 Defaudt Wiab Sie Open
* ClavisberinSight PEFTIESNE.
_J Web Service Exbensions Browse
| *

2. Right-click on the Clavister InSight website in the right pane and select
Properties.
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ClavisterInSight Properties EHE
webSite |  Peformance | [SaPIFders | Home Diwectory
Documents | Directory Security HTTP Headers | Custom Emors
1 Enable content axpiration
Weh site conbent should
f'!.urr remately
[l er |1 Joayis) =l
f"rx..- | Fridsy , June |?.:|:u:nsj at |lz.m.mm~1j
- Cushom HTTP haaders
[ Content rating

: Riatings help your users to identify what type of
ik content your ske provides. _EdtRatngs.. |
 MIME types
115 serves only Files with extensions regetened
VAT i the MIME bypes kst. To configure addkional
Fibe ectengions, chck MIME Types.
oK cocd | a | mee |

3. Select the HTTP Headers tab and click MIME Types. The MIME Types
screen opens.

Riegisterad MIME bypes (file extersions):

MIME type details
Exkengion:

FIINE byipes:

Note: IIS serves only files with extensions registered in the MIME Type
list.

4. To add a new MIME Type extension, click the New button.
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Extenesion:

MHIME type:

[ Lt

| ket plsin

I

5. In the Extension box, type the file name extension as .ext.

6. In the MIME type box, enter a valid MIME type (text\plain).

Folder Dgptions
General | View  File Types | Difine Fies |
Registered fle hpes:

Estengions | File Types [ =]
ETEHC  Test Documend

=T EXTFe =
HFAD  Offce Data File
[E)Fav  FAVFie
ZIFCS  File Shate Conbent Souce
THrOF  Adobe Aceobat Fams Document
= FFa Firl Facch Il =

Hew

[~ Dretals foe EXT" exbersion
Openswii 9] EdiFius

File=s with extension EXT' aee of type EXT Fie'. To change
seftings that slfect &l 'EXT File' files, chck Advanced.

ﬁd!-mﬂdl

7. Click OK.
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To check if the MIME type is added to the list of registered file types, open

Folder Options = File Types. You can see that extension EXT is now a

registered file type.
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Adding I1S to use the IUSR Account

1. Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools 2> 11S Manager (or loading the Control
Panel, entering the Administrative Tools folder, and double clicking IS
Manager).

W Internet Information Services (115) Manager

Vg B acton yew Window eb | =18 =
e~ BB XFRRB @2 > = |
F_' Inteenet Information Services Harme |P|uth -
= BALU (local computer) alerts
[ _J Apphcation Pools _Jogi-bin ]
=1 _J wisb Sies _icissysiog
i il Coefauk Web Ste ook

« o EETTE
_J wieb Senvice Extensions j?ﬁrﬂ

_J elaE5f

_J eventoache
 Fwadiaglogs
_ihep

_J HTML Templates
A e

A irstartreport
M languags

b -
i ¥

2. Right-click on the Clavister InSight website in the right pane and select
Properties.
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ClavisterIinSight Properties

[ IP address and domain name restrictions

Grank or defy Sccess bo this resounce using
IP addresses or Inkermet domain names.

[~ Securs communications

Require secure communications and
S ensble chent certiicates when ths Server Custicate...
y resource is sccessed, ==

Click the Directory Security tab.
4. Click Edit under Authentication and access control.

5. The Authentication Methods window opens. Click the Browse button to
select the IUSR user account present in the system.

6. Enter the IUSR object name to select and click OK.

Select User E
|l.|n| Dbject Types...
FEroem thes location:

|FFHIESSDRZ Locations... |
Enber the obisct name to select [sxamples)

IWSR_PROCESSOR2 Check, Names I

dvanced.. | [COoE | cancel |

7. Click OK. The password for the IUSR_MACHINE account is automatically
populated after you click OK.
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Authentication Methods

¥ Enable anorymous access
Uisix thee Folloveng Windows user account For anoryTous aCcess:

Username: | PROCESSORZIISR_PROCESS! gm._.l
Password: I T

Authenticatad sccess

are reqguired when:
= ANONYMOUS a0cess i disabled, or
- SCcess is restriched using NTFS access control lists
W Integrated Windows suthentcation
[ Digest suthertication for Windows domain servers
™ Bagic authentication (password is sent in dear bext)
[ .MET Passport authentication

Deefandd doemain: I Sefedt,,,

Reslm I Select,,,

e e s

For the Foliowing suthentication methods, user name and passwond

Note: You will need to have a password for IUSR_MACHINE account

because IIS on Windows 2003 server does not allow accounts without

passwords. A password is required even for anonymous access.
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Configuring the ITUSR Account to have the necessary
permissions

1.

Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools > 11S Manager (or loading the Control
Panel, entering the Administrative Tools folder, and double clicking 1S
Manager).

Right-click on the Clavister InSight website and go to Permissions.

Select the IUSR_ account and grant the following permissions: Modify,
Read & Execute, List Folder Content, Read, and Write.

Gaoaup of wed names:
f1 Administeator PROCESSOR M Administratorn
€7 Adminishators [PROCESSOR2\Adminestrators)

ﬂ Everpors
€7 Inbeinet Guest Account [PROCESSORZUUSR_PROCESS...
£1 test PROCESSORoDy)

Add | Bemove ]

Pesrizzions for Intemmet Gusst
Account Bl Dharg

Full Central O o =

Modiy 5] O

Flead & Exscube B (|

List Folder Contents = O

Flesd G| a

Wiite | O =
Fi i i 5 foe advanced seit |
cgﬁmdmm o seftings, Advanced

.E
[

Configuring 1IS to remove application mapping for
.ext files

Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools > 11S Manager (or loading the Control

Panel, entering the Administrative Tools folder, and double clicking IS
Manager).

In 11S Manager, double-click the local computer, and then click the
starting-point directory of the application you want.
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4. Right-click on the Clavister InSight website in the right pane and then
click Properties.

5. Click the appropriate tab: Home Directory, Virtual Directory, or
Directory.

6. In the Application settings area, click Configuration, and then click the
Mappings tab.

7. On the Mappings tab, click Remove.

Requests for files with this file name extension are no longer processed in
this Web site or directory.
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Enable ActiveX Controls and Plug-ins

When you try to download and install Macromedia Shockwave Player from
the Macromedia Shockwave Player Download Center website, you may

receive the following error message:

"Your Current Security Settings Prohibit Running ActiveX Controls on this
Page".

This issue occurs if the Internet Explorer Enhanced Security Configuration
feature is enabled. By default, the Internet Explorer Enhanced Security
Configuration feature is enabled in Internet Explorer on Windows Server
2003-based computers.

This enhanced level of security may prevent certain websites from
displaying as expected in Internet Explorer. For example, programs that
require the Web browser may not work as expected because scripts,
ActiveX controls, and downloads are disabled.

To resolve this issue, add the following Macromedia websites to the
Trusted sites zone in Internet Explorer:

DS

* http://www.macromedia.com

D3

* http://fpdownload.macromedia.com

D3

* http://sdc.shockwave.com
To do so, follow these steps:
1. Start Internet Explorer (if it is not already running).

2. On the Tools menu, click Internet Options.

Y absout:blank - Microsolt Internet Explorer

Ble Edt View Favortes | Tock Hep .

(GEsck - 03 - (4] (2] f HelendNews * o Madia £

Wlﬂm-m

. : Windews Lipdats
Yahoo! Messenger

Show Related Links
Sun Java Console

3. Click the Security tab.

4. Under Select a Web content zone to specify its security settings, click
Trusted sites, and then click Sites.
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Inbtermel Dptions K E3
Genersl Secusty | Privacy | Content | Connections | Programs | Advanced |
Select a'Web conbent zore bo specify itz securily settings.

® « 0 @

Inberet Local mtranst  Trusted stez  Flesincted
e

Trusted sites
Thiz zore contarns Web shes that you __@
lﬁt reot bo damage pour compuber of
L
1~ Securnty jevel for this zone
Custom
Custom seftings.

- T change the seltirgs, chek Custom Leval
= T uge the recommended settings, chek Dedauk Level

5. In the Add this Web site to the zone box, type
http://www.macromedia.com, and then click Add.

Trusted sites EHE3 I

Wou can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's securiky settings.

Add this Web site ko the zone;

| about:blank

Weh sites:
htkpe ) ffpdowvenioad, macrormedia. com H Emove |
hkbpe/ fww . macromedia. com -

hkbp:ffsde shockwave, com

[ require server verification (https:) for all sites in this zone

Close |

6. Similarly add the other two websites. The Macromedia websites are
displayed in the Web sites list.

7. Click Close, and then click OK.
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Configuring 11S for accessing the application using
Remote Desktop

To facilitate accessing the application using remote desktop connection,
anonymous access should be provided with the credentials of a local user
account having '"Administrator’' privileges.

Follow the steps given below to provide anonymous access:

1. Load IIS from the Administrative tools in the Control Panel by clicking
Start > Administrative Tools > 1S Manager.

2. Right-click on the website and select Properties.
3. Select the Directory Security tab.

4. Click the Edit button under Anonymous access and authentication
control.

5. Authentication Methods window opens.

6. Provide the credentials of the local user account having administrator
privileges.

7. Apply the settings and restart the website.
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Appendix B

Administering Services Running on Services Window

Go to Services in the Administrative Tools of the Control Panel and find the
appropriate service for the firewall. For example, Right click on Clavister

InSight Service and select Properties.

Hy Services . . =101 %]

Fila  Action  Wiew  Help

e |BEFRE(R » w0 w

By Services (Local) | hame Descri... /| Satus | Startup T onds -

Fart

i Remevsble : Local System
By stleibser Started Local System
Restart
%wndum kT Marasal Local System
Blyadcbe IME  alTasks  » Marnal Local System
R 115 A Sarted  Automatic Local Syshem
R Error fepos Refresh Started Bukomatic Local System
G Terminal l Propertics | SRR I Local System
Satessags O . Skarted  Automakic Local System
B Natwark Lo HER Started  Manusl Local System

R Performance Logs a,.. Collects pa,,, Marmsal
s Logical Disk Manage... Configures... Marwal
%Dﬁtrw-tdﬁm.-- Coordingte,,. Started Marasl Heébwark 5.,
FEyRemate Access Aok, Crestes s ... Marmsl

Marasal

FyRemote Access Con... Createsa... Started Local System
i Workst ation Creates an,.. Started  Automatic Local System =
[ P Tt [ —~ W - e . [
\ Extended p, Standard /"
[

\Dpens praperty shest For the cument selactian,

o,

% Click Properties.

Properties Window

You will be prompted with a screen as shown below. Delete and retype the
Username and Password of an account with administrative privileges within
your messaging environment. Then click Apply.
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Granting Privilege

A dialog box will pop-up telling you the account (Username you used with
Administrative privileges) has been granted Log On as a Service right.
Click OK. (See screen shot attached below)

by Services BRSNS =10l x|
|Jy_m-. wljpu|ﬁ|ﬁfﬁm@@]llllm |
Tho | biore [Deccrption [ stae  [mamptipe Jisgonas [ a]
Fen riewnall Slaniagemenl Cinsile { EI Lo atSystam
LocatSystem
& The aomurt: . jAdminstrator has been granted the Log ©n As & Servioe Aght, LocatSystem
Lise al5rstaen
Lozt
b
Lo aliyrstem
L = T Ak, .,
G | adminishstor Eravss... Mutomstc  LocalSystam
e Fuskornastic Lo atSwstem
Pazpaod | Fhanal Locatiysten
Cork & I .............. Pusbornatic Lesc al5ystem
Aukormnatic Loz atSyrstam
f Rukomatic LocatSystam
“ou can enable o disable his mnuhmawwm Rutornatic Lo tSvetan
Haschate Profi | Senace [ Puskorniastic LoctSystem
Piofla1 Enabiled
Dicablad Lo atSystamn
Rutonmatic Lo atsysten
Pusbomatic Lo abSystemn
Husnisal LescatSystemn
Rustomatic e |
I
| Erable I Dicable |
Ok I Canasl I aprrks I
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Verifying Granted Privileges

You are now returned to a window like below. Click OK and then start the
appropriate service. Also check to ensure that the service is set to
automatically startup.

| aion veu || &= = | B EFRNE 2| 8 1 » .
Tres | Name | Descrption. | Status | on ds -
. = MI&HH’H wm.._._ mmd Aubomatic LocalSystem
icrosolt 15A Server Control Properties (Local Computer) i _’ﬂ.;" Marusl LacalSystem
Disabled LocalSystam
Geretal Log On | Recovesy | Dependencies | Marual LocalSiycben
Log onas l"lnmal. LocalSystem
T Local Syshern Sctoir Bukamatic LocalSyste
W | Bl servios bo infacact with deshion Marusal LocaltSystem
Harasal LocaltSystem
= This account: [Locaypstem Browrze. . | Marwal LocalSystem
_____ Marnsl LocalSystem
Pasaviond | Disabiad LacalSystem
Corii e Aubomakic LocalSysbem
J Marusl LocalSyskem
Marusl LocalSystem
“rou can enabls of deabls thes serace fof the haidwane peofiles ixted below: Marmsd LocatSysbam
Hatdware Profie | Servics | Aubomatic LocalSystem
Frofle? Enchind Disabled Localsysten
Bubonakic LocalSystam
Bubomakic LiocalSyshem
Mucud Locatsystem =)
I [
| el | Disable |
‘ [0k ]| cowed |  aow |
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