CLAOVISTEK

Administrators Guide

Clavister Secure Access Gateway
Version 6.20

Clavister AB

Torggatan 10

SE-891 33 Ornskéldsvik
SWEDEN

Phone: +46-660-299200
Fax: +46-660-12250

www.clavister.com
Build: 62000-Edition-2

Published 2008-10-07
Copyright © 2008 Clavister AB



Administrators Guide
Clavister Secure Access Gateway
Version 6.20

Published 2008-10-07
Build: 62000-Edition-2

Copyright © 2008 Clavister AB

Copyright Notice

This publication, including all photographs, illustrations and software, is protected under
international copyright laws, with al rights reserved. Neither this manual, nor any of the material
contained herein, may be reproduced without written consent of the author.

Disclaimer

The information in this document is subject to change without notice. The manufacturer makes no
representations or warranties with respect to the contents hereof and specifically disclaim any
implied warranties of merchantability or fitness for any particular purpose. The manufacturer
reserves the right to revise this publication and to make changes from time to time in the content
hereof without obligation of the manufacturer to notify any person of such revision or changes.

Limitations of Liability

UNDER NO CIRCUMSTANCES SHALL CLAVISTER OR ITS SUPPLIERS BE LIABLE FOR
DAMAGES OF ANY CHARACTER (E.G. DAMAGES FOR LOSS OF PROFIT, SOFTWARE
RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA OR ANY OTHER
COMMERCIAL DAMAGES OR LOSSES) RESULTING FROM THE APPLICATION OR
IMPROPER USE OF THE CLAVISTER PRODUCT OR FAILURE OF THE PRODUCT, EVEN
IF CLAVISTER IS INFORMED OF THE POSSIBILITY OF SUCH DAMAGES.
FURTHERMORE, CLAVISTER WILL NOT BE LIABLE FOR THIRD-PARTY CLAIMS
AGAINST CUSTOMER FOR LOSSES OR DAMAGES. CLAVISTER WILL IN NO EVENT BE
LIABLE FOR ANY DAMAGES IN EXCESS OF THE AMOUNT CLAVISTER RECEIVED
FROM THE END-USER FOR THE PRODUCT.




Table of Contents

= = o PSP 5
Lo INITEEI SEEUD .ot e 6
2. Configuration and AdMINISITAION .......cc.uuiiiiiiiiie e e e e e e 8
3. MONItOriNG AN SEALUS ...eevueeeii e e e e e e e r e e e e e ean s 10
G 00 T - | 10

TS = o 1S 12

BB VIBIW L OGS -.ieetieeteete ettt et 15

G B P 111 o S 16
N0 o 1T L= 1 = 1o PR 18
4.0, USErSaNd GIOUPS ....evvueeineeeiiieeteeett e eet e e st e e et s e et e eat e e et e e et e eean e eanneeeens 18

4.2, AAArESS POOIS ... ettt 27

. 3. RESOUITES ....ieneeieeie ettt et et e et et e e e e et e et e et e et e et e et e eaeenneens 28
4.3.1. Resource AdMINISIration ............oeeeuiiiiiieeie e 28

4.3.2. ACCESS CONLIOL ...ttt 38

4.3.3. CaChe CONLIOl ...oovviieiiiii e 45

N I Y Y ' =1 o 47
4.4.1. Creating New Menu ENtri€S .......ccoovuieiiiiiieeiii e 49

442 EQit aMENUENLTY ...oeiiiiiiei e 56

4.4.3. Change ViIeW Order ........oceiiiiiiiiiiie et 57

5. The AULNENLICAION .. ...t e 61
S V= S = 1 1] o1 63
I CTc o 1c = IS 1 1] 0o 63

6.2. SUPEIVISION SELINGS ....eeeeeiieeeiie ettt e e e 66

B.3. NOTE SEIINGS ... eeeeetie ettt e 67

6.4. NEtWOrK CONMNECLOL ...euiiiieeeii ettt e e e e et e et eeanaeees 72

6.5. LOCEl Datahase SEINGS ... .cvuueeeneiieeiiii et e e et eaa e 77

6.6. URL CONVEITEN ...eniiiiiiiiiei ettt et et e e e e ee e 83

B.7. VIFtUBI HOSES ....eieiiiiii et e e 84

A L= 010 1] 0SSP 86
.0 USEN AQENTS oo 86

7.2. TIMEOUL SEHEINGS ... eevviieeiii ettt ettt e e 89

7.3, LAYOUL SEELINGS .. eetneetie ettt et e e e et e e et a et eeaneees 91

8. AULNENLICALION ....uiiieei e a e e e a s 93
8.1 RADIUS SEIVEIS ...ttt ettt e e e ean e 93

8.2. WED AULNENLICAION ...cevniiie et e e e e e e eees 94

8.3. AuthenticatioNn MethOUS .........ccuiiiiiiii e 100

8.4. AULhentiCatioN GIrOUPS .......uueieriieeiiiii ettt e et e e et e e e 102

S Y= 1= 0= Lo PP 104
10. ACHVAE ChANGES .. .evuiiiiieiie et e e e e e e e e e e e e et e e et eeaneees 109
11. MOdification Of PAgES .......ivveeiiiiiii e e e e a e 111
AL LOAD BEIANCING .eivtiiiiiiie e 113
B PalamELerS .....ceieieie e 114
C. External LDAP Attributes and ODJECES .......cocvvuriiiiiiiiiiiiiii e 118
D. Microsoft Active Directory INtegration ............cceueeeuiieiiiiiiiiei e 119
E. Novell eDirectory INtegration ............ceeeuiiiiiieiiii e e e e e e eaa e 123
LAV =S 0 S = 1 127
AIPhaDELICal INAEX ...covviiiieii e 132




List of Figures

2.1. The Clavister SAG CONrol CoaNLEN ......veieiee ettt aens 8
2.2. The Virtual HOSt SEIECIOT ..o e e e 9
3.1. The Monitoring and SEAtUS MENU ..........iiiiiiiiiiiii e 10
4.1. The AdMINISLrAtioN IMENU ....cvieiniiiii e e et e e eenes 18
4.2. NEW AArESS POOI ... .t e e e 27
4.3 FTP RESOUICES ....cveit ettt et et e e et e e e et e e e eaes 37
4.4, WWIiNAOWS SNar€ RESOUICES ......viieieteeee ettt ettt ettt e et e et e e e e e e enanes 37
4.5, AN ACCESS CONIOI LISt oovenieieiiie ettt et e e et et e e een e 38
4.6. ACL for aWeD and FTP SEIVET ....viiniiiii e 39
A7, ACL TOr @TUNNEL ... e aa e 39
4.8. ACCESS CONLIOl GIOUPS .. cvvuieineiin et ettt e e et e e e e e et e e et e e eaa e e et e e et e e st e e et eranaees 42
4.9. Creating New MenNU ENLHES ....uiiiniiii e e e 49
5.1, The AULNENTICAEOr MENU . ..oeeiit e e et e e e 61
6.1. Request REMOLE ASSISLANCE ... .ccuuueiiiii ettt e e 65
7.1. The Client SEtiNGS MENU .....iiiiie e 86
8.1. The AUtNENTICAION MENU ...eiviinieiii e e e 93
S I ST V7= N =, o= o 95
8.3. A Randomized Javascript Keypad ........ccoeuiiiiiiiiiiiiciii e 95
9.1. The MaAINEENANCE MBNU ...enieiieeee et ettt ettt e e aenes 104
10.1. The Activate Changes OPtioN .........ccceuuieiiiiiiieiiiii e 109




Preface

Target Audience

The target audience for this publication is the administrator of a Clavister Secure Access Gateway
installation.

Text Structure

The text is divided into chapters and subsections. Numbered subsections are shown in the table of
contents at the beginning of the document.

Text links

Where a "See section” link is provided in the main text, this can be clicked on to take the reader
directly to that reference, for example: see Section 4.2, “ Address Pools’.

Web links

Web links included in the document are clickable eg. http://www.clavister.com.

Notes to the main text

Specia sections of text which the reader should pay special attention to are indicated by icons on the
left hand side of the page followed by a short paragraph in italicized text. There are the following
types of such sections:

Note

This indicates some piece of information that is an addition to the preceding text. It
may concern something that is being emphasized, or something that is not obvious or
explicitly stated in the preceding text.

Caution
This indicates where the reader should be careful with their actions as an undesirable
situation may result if careis not exercised.

| mportant
Thisis an essential point that the reader should read and under stand.

/ Warning
'. This is essential reading for the user as they should be aware that a serious situation
may result if certain actions are taken or not taken.
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Chapter 1. Initial Setup

After receiving a brand new Clavister SAG appliance, you should first follow the steps described in
the accompanying document entitted Clavister SAG Quick Sart Guide.pdf. This document
explains the initial steps of switching on the unit and performing initial configuration. Once you
have gone through those steps you should return to this guide.

As explained in the Quick Start Guide, a default administration user account called testlogon is
already available for the initial configuration. This user does not have a password and authentication
is done solely by checking on the originating 1P address. Once the product is up and running, the
following should be done:

»  Set up anew user with administration privileges and secure authentication.

» Disable the testlogon user account since it lacks good security.
The steps to achieve this are described below:
A. Set up a new administrative user

1. Open an internet browser on a computer which has the same management |P address aready
specfied in the Quick Start Guide Steps. "Popups’ should be allowed in the browser since these
are used extensively by the user interface.

2. Surf to the management IP address. The initial CSAG screen will appear asking for the
authentication method. Select the testlogon option.

3. Select Control Center.

4. Select User & Groups from the Administration menu. No users are defined yet so click on
Create User ...

5. Specify an appropriate name for the user (such as admin_user) as the the User Login IDand
press the Cr eate button.

6. Asaminimum, select the options following for this first administrative user:
e Make the user amember of the group called admins.

» For password authentication select the Enable option for Web Token Basic and Never
Expires option and enter a password followed by retyping the password.

* Pressthe Save button.
7. Finaly add a new access control rule for the admins group:
* Goto Resources> Access Control.
e The ACL Resource List is displayed.
* Fromthe Local Serviceslist, choose Control Center.
» Choose Access Control...
* Select Add new rule.
e Select admins from the drop-down list under Groups.

« Other fieldsis the rule can be changed if desired, in this case the Web token.
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* Pressthe Save button and then Return.

©

Choose Activate Changes and then Reload Configuration.

©

Now logout and close the web browser
B. Disabling testlogon

1. Open the browser again and surf to the management IP.
2. Choose Login with web token

3. Enter the user name (in this case admin_user) and enter the password. The keypad can be used
if the password for any numbers in the password. The "E" is the keypad can be used as the
Enter key.

4. Select Control Center.
5. Using the new administration user, go to Authentication > Authentication M ethods

6. Uncheck the Enable box for testlogon and then press the Save/update button followed by
Reload now. Then click on OK to confirm.

7. Logout and close the browser. Reopen the browser and surf to the management IP. This time
the testlogon option should be disabled and will not be visible in the initia authentication
menu.

Note on Logging Out

In the procedure described above, logout from Clavister SAG is recommended before
closing the browser. Although closing the browser should be enough on it's own,
logging out beforehand forces a cleanup of the resources used on the Clavister SAG
Server.




Chapter 2. Configuration and
Administration

Clavister SAG can easily be configured and administered using a web-based interface called the
Control Center. Control Center is accessible from the Clavister SAG navigation menu.

Figure2.1. The Clavister SAG Control Center

CLOVISTIEK
* Monitoring / Status
Status Clavister Secure Access Gateway Status
Segsions
S50 Entries
“ieww Logs
Statistics Clavister Secure Access Gateway
Started st 2007-12-04 07:09:08.
¥ Administration
Users & Groups ) )
Acdress Pook Mumber of active sessions 1
Entries in 550 database 13
Resources
Access Cortrol Mumker of nodes 1
Cache Contral
hder Memory Usage 26.0%
¥ Authenticator CPU Usage 20%
RADIUS Settings
Adtherticator Clignts License usage Available
» Server Settings Security Platform 18
» Client Settings Metwark Connectar 10
¥ Authentication Autherticator 10
¥ Maintenance
B Module Available
Activate Changes Hard Tok v
ard Tokens es
High Availability Yes
External User Databasze “es
“irtual Hosts 1
Serial Mumber 1

The Control Center interface is divided into seven sections:

e Monitoring
Status Monitoring functions such as server status, log files and current users.

e Administration
Administration functions for resources, groups and users.

* Authenticator
Settings for the Clavister SAG Authenticator. This section is only visible when the Clavister
SAG Authenticator isinstalled.

» Server Settings
Settings for the Clavister SAG server.

e Client Settings
Settings for clients such as timeouts and web browser settings.
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» Authentication
Settings for the authentication methods.

* Maintenance
Maintenance functions, such as installing new license file, backup configuration and upgrading
Clavister SAG.

This guide will follow the structure of the administration interface of the Control Center.

Each section can be expanded and collapsed with a click on the sections arrow or label. What

sections that is shown here depends on the ACL-settings for the Control Center and the license
installed.

The Virtual Host Selector
On the top of the menu on the left is the virtual host selector. It is only visible if one or more virtual

host has been configured. It lets the administrator select which one of either the default host or
virtual hosts to configure. More information can be found in Section 6.7, “Virtual Hosts’.

Figure2.2. The Virtual Host Selector

| Crafault (00 W
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Figure 3.1. The Monitoring and Status Menu

* Meonitoring / Status
Status
Sessions
S50 Entries
“iesy Logs
Statistics

3.1. Status

The status information contains general system information such as information of license, system
load, platform and current sessions.

Clavister Secure Access Gateway - version 6.1.3 TR36 (Build: 12938 / Rev: 598)
Started st 2007-12-04 07:09:08.

Mumber of active sessions 1
Ertries in S50 database 13M3
Mumber of nodes 1
Memory Usage 260%
CPU Usage 0.0%
License usage Available
Security Platform 18
Metweork Connector 10
Authenticator 10
Module Available
Hard Tokens Yes
High A ailability Yes
External User Database Yes
Wirtual Hosts 1
Serial Mumber 1

The current version of Clavister SAG and the time when Clavister SAG was last started is shown at
the top of the diaog.

* Number of Active Sessions
Shows number of active sessions at present. For a more detailed list, click the text or the number
to theright.

e Memory Usage
Shows percentage of memory usage compared to the amount of memory that Clavister SAG has
alocated. The product can dynamically allocate more memory if necessary. If it isrunning in a
clustered environment, then the percentage of total memory is calculated from all nodes within
the cluster. It is possible to click the Number of Nodes text to get information for each node.

« CPU Usage

10
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Shows the average CPU load over the last 10 seconds. If Clavister SAG is running in a clustered
environment, then the percentage of total CPU Usage is calculated from all nodes within the
cluster. It is possible to click the Number of Nodes text to get information for each node.

Platform
Shows in which environment Clavister SAG isrunning.

Licenselnfo
Shows the number of available licenses for the Security Platform and the Authenticator. Click
on the text for amore detailed view.

License Expires
Shows the date the license expires, or Never if the licenseisvalid until forever.

License Valid From
Shows the date the license was i ssued.

| ssued By
Shows the organization the license was issued by.

License Holder
Shows the person/organi zation the license is issued to.

Note

The license information may be hidden if there is no specified data in the licensefile.

No license will be available when Clavister SAG isfirst installed, in which case the following status
dialog will be shown:

11
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3.2. Sessions

Click the Sessions link to get a view of al the current sessions. If a user logs out or is logged out
automatically, the session will soon be removed. See Section 7.2, “Timeout Settings” for more
information on how to configure a session that will be removed after logout.

User Auth Method  Encryption Client IP Last Activity Status Client Hode VHID More Info
test webtoken High 85111941 10:068:11 Active Firefox 2.0.0.11 Mindows 200 a hdore

The following attributes are presented in the sessions dial og:

o User
The users login id. The user login id may be displayed with the character sequence "???" if the
user has not been authenticated.

* Auth Method
The authentication method used, for example Web Token, SMS Token or SecurID.

* Encryption
The encryption grade used on the connection between the client and Clavister SAG. The
possible values are:

e Veryhigh - 256 hit AES

* High - 128 bit or longer key length.
e Medium - 56 to 127 bit key length.
e Low- 40to 43 bit key length.

* None- Clear text.

e ClientIP
Theclient's |P address.

» Last Activity Output
The time when the user was last active. Thisis used to decide when a user will be automatically
logged-out from Clavister SAG due to inactivity. If the mouse pointer is placed above the text,
an information dialog will appear including information about when the session will time out.

» Status
Shows the status of a session and can be one of the following:

e New
A user who has not yet logged-in to Clavister SAG.

* Active
A user presently logged-in to Clavister SAG.

e Logged out
A user who has logged-out from Clavister SAG.

* Client
Shows which web browser and operating system the client isusing.

* Node
This information is only available when Clavister SAG is running within a cluster. It indicates
which node or nodes the session islocated in.

« VHID
VHID isthe ID-number which signifies which virtual host the user is connected to.

12
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By

dial

pressing the M or e button a separate window with more information about that session is opened.

Infermation

zer: test

Ticket ID: A

Wirtual Host: Defauit (i)
Avthenticstion: webtoken
Encryption Grade: High

Remate Tunnel Online: Mo

Session I0: c1281ecledhd) 3086407 2982505411 366
Cliert IP: A5.11.194.%

Browset: Flrefos

Broweser Version: 200N

Operating System: Winclows

Control

Killthis =e=sion

Some of the information is the same asin list above, however someis extraand isfound only in this
og:
User

The user ID of the logged in user in the session.

Ticket
The ticket ID is used to distinguish between different remote assistance requests. This field is
only set if the user has requested remote assi stance.

Remote Tunnel Online
Tellsthe administrator if the remote side of the dynamic tunnel is active or not.

Kill this session
Clicking on the Kill link will force Clavister SAG to logout the user. The user will be presented
with the login screen the next time the user sends a request to Clavister SAG.

Remote Assistance
The remote assistance Connect with... texts are only visible when a user has made a remote
assistance request. The administrator can connect to the user's host with one of the protocols
RDP, VNC or SSH.

The most useful protocol is VNC which works well on Windows (Clavister SAG provides a
special executable for windows that the user can start by clicking on the remote assistance page),
aswell asLinux and Mac OS X.

Connect with RDP

In newer versions of Microsoft Windows, a user can create an invitation for someone to provide
remote assistance. To connect with RDP through Clavister SAG, an invitation must be created
and sent to the person providing the assistance. Another way to use RDP for remote assistance is
if the client machine accepts more than one session at a time (in other words, it is a Terminal
Server). However, this way the person giving the assistance will have to have an account on the
client machine and will get a separate session on the client's machine (the user and the
administrator will not see the same thing).

13
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Note

If the client machine is not a Terminal Server, logging in through normal RDP
(without the special Remote Assistance mode) will cause the user to be logged out
thus losing the Clavister SAG session.

Connect with VNC

To use VNC for remote assistance the user must be running a VNC server listening at port 5900.
Clavister SAG recommends TightVNC, which can be downloaded and easily started from the
remote assistance page.

Connect with SSH

To allow SSH for remote assistance the user must be running a SSH server listening at port 22.
Most *NIX systems, most Linux distributions and *BSD systems have an SSH Server
pre-installed.

14
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3.3. View Logs

The log viewer makes it possible to view and remove the log files. The log files are compressed and
rotated every day at midnight, local time.

Main

2007-12-06
2007-12-05
2007-12-04
2007-12-03
2007-12-02
2007-12-01
2007-11-30
2007-11-29
2007-11-28
2007-11-27
2007-11-26
2007-11-25
2007-11-24
2007-11-23
2007-11-22
2007-11-21
2007-11-20
2007-11-19
2007-11-18
20071117
2007-11-16
2007-11-15

Click the "Merge" button to merge the log files from all nodes

Auth Request Error

2007-12-06 2007-12-06 2007 -12-06
2007-12-05 2007-12-05 2007-12-05 Delete
2007-12-04 2007-12-04 2007-12-04 Dielete
2007-12-03 2007-12-03 2007-12-03 Delete
2007-12-02 2007-12-02 2007-12-02 Delete
2007-12-01 2007-12-01 2007-12-01 Delete
2007-11-30 2007-11-30 2007-11-30 Delete
2007-11-29 2007-11-29 2007-11-29 Delete
2007-11-23 2007-11-28 2007-11-28 Delete
2007-11-27 2007-11-27 2007-11-27 Delete
2007-11-26 2007-11-26 2007-11-26 Dielete
2007-11-25 2007-11-25 2007-11-25 Delete
2007-11-24 2007-11-24 2007-11-24 Delete
2007-11-23 2007-11-23 2007-11-23 Dielete
2007-11-22 2007-11-22 2007-11-22 Delete
2007-11-21 2007-11-21 2007-11-21 Delete
2007-11-20 2007-11-20 2007-11-20 Delete
2007-11-19 2007-11-19 2007-11-19 Delete
2007-11-18 2007-11-18 2007-11-18 Delete
2007-11-17 20071117 20071117 Delete
2007-11-16 2007-11-16 2007-11-16 Delete
2007-11-15 2007-11-15 2007-11-15 Dielete

The Merge button is only present when Clavister SAG is running in a cluster. It merges log files
from different nodes into single files to be displayed. To view log information from a certain date
and subject, click on the date and log type.

2007-12-06 09:58:09
2007-12-06 09:58:57

2007-12-06 10:14:43
2007-12-06 10:14: 53

[200] CREATED - (c81281ec7eSb913d86d5729ae5b54113667 (85.11.194.,1)
[200] LOGIM - test §5.11.194.1 webtoken
(£81281ec7ebb913d36d5729ae5b5411366) (Mozilla /5.0 (Windows; U, Windows
MT 5.1; en-US; rvi1.8.1.11) Gecko/20071127 Firefox/2.0,0.11)

[200] LOGOUT - test (c81281ecyebb913d86dE5729as5b5411366)

[200] LOGIM - test 85.11.194.1 webtoken
(£c81281ec7ebb913d86d5729325b5411366) (Mozilla/E.0 (Windows; U, Windows
NT 5.1; en-US; rv:1.8.1.11) Gecko/20071127 Firefox/2.0.0.11)

15
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3.4. Statistics

The Clavister SAG Statistics section allows the administrator to get information about how the
Clavister SAG server isbeing used.

License History
Security Platfarm
Metwork Connector
Authenticator

Login and SMS History

Login Requests
Sent ShS

The License History

The license history statistics show the maximum number of licenses that have been used at the same
time during a particular hour or day. These are examples of two of the time frames that are

displayed:
Security Flatforn Licence Uzage Today
5 30
E — HMax Availahble
5 zo0 OTotal Usage
= M User License
s O Overload
. 10 -
@
a
[
E o I I 1 1 I
< E=J = =3 E=3 k=3 L=J R=3 k=1 b= < k=3
E=3 [} h=d 0 w f=3 o~ b4 w o =3 (3]
L=3 E=3 k=4 =3 =3 - Ll - - - o~ [aY)
Security Platforn Licence Usage Past 18 Days
E 30
E = Max Avallable
Ll OTotal Usage
= M User Licensze
s E Overload
16
L
o
o
c
=
= 0?‘-— o o =3 - L] Lor] - ['w) w
E=2 k=3 k=3 - - - -l - - -l
e = = L 1 = = — + p= =
L3 = =} F LT = | L = o
oy L] = [ = [ | M. [oe] w =

The black line shows the number of installed licenses. The blue field shows the number of licenses
that are locked as user licenses (in other words, how many users are members of the priouser group).
The green field shows the total number of licenses used. If the number of installed licenses is
exceeded, the number of usersrejected is displayed with ared field.

16
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Figure4.1. The Administration Menu

¥ Administration
Uzers & Groups
Address Pools
Resources
Access Control
Cache Control

Menu

4.1. Users and Groups

All user and group related settings are gathered here. Available settings depend on whether a local
database or an external LDAP directory is used.

Clavister SAG includes a local database. This local database can be used if no external LDAP
directory, such as eDirectory or Active Directory, is available or if externa users shall be stored in
Clavister SAG only. If the local database is used, all user and group administration can be managed
from Control Center.

If Clavister SAG uses an externa LDAP directory, most of the user and group administration is
managed from the administration interface for the directory.

The following table shows the functionality that can be controlled from Control Center (CS)
depending on whether alocal or an external LDAP directory is used:

Function Local LDAP External LDAP
Initiate a user CS €S
Create, change or remove a user CS Via directory
Create/erase a user group CS Via directory
Change group membership CS Via directory
Allow SMS/Web authentication CS CS
Change SMS/Web password CS CS or via directory
Change users cell phone number CS CS or via directory
Import groups NA CS
Choose Inline Navigator CS CS

Set SAG Password never expires CS CS

Set user e-mail address CS CS or via directory
Set Certificate User ID CS CS

Set Expires at for SAG account CS CS

Every user that shall be administered by Clavister SAG must be included in the Clavister SAG user
group (external LDAP directory only). Users not included in this group will not be found by the
Clavister SAG control center Alternatively the Clavister SAG group setting can be left empty to
allow admin of all users. To specify a Clavister SAG user group, see the section covering Server
Settings and Database.

When selecting the link Users & Groups either of the two dialogs below will be shown.

Thisfirst dialog is shown if Clavister SAG uses an external LDAP.

18
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List all uzers...
List initialized uzers only...
Impert groups...

Search for users

Enter a user id or name in one of the fields below.
The zervice will then 2earch for uzers that contain the phraze entered.

User D:
Givenname: Search
Surname:

The second dialog is shown if Clavister SAG uses the local database:

List all users..

List initialized users only ...
Creste user...

Manage groups..

Search for users

Enter a uzer id aor name in one of the fields below .
The service will then search for users that contain the phrase entered.

User D

These dialogs alow the administrator to manage users and groups.

To search for users, enter a search string in one of the textboxes and press the search button next to

it.

List Users

New users in the Clavister SAG user group will be presented as un-initialized if an external LDAP
server is used. The administrator can choose to view either all users or only initialized users.
Uninitialized users will become initialized when they are viewed and an authentication method is
selected. The following image shows an example displaying all users.

19



4.1. Users and Groups Chapter 4. Administration

4 new and uninitialized user(s) found.
To initialize a new uzer just click on the uzername, enable an authentication method
and =et a pazzword.

Login Name Web SMS
edu2 Education User 2 No Mo
eduld Education User 3 No Mo
edud Education User 4 No Mo
pe Noe Mo

Fiteront ABCODEFGHIJKLMNOPQRSTUVWXY Z All
3 of 3 initialized users lizted

Login Name Web SMS
Administrater ez No
dema Demao User Yes No
edui Education User 1 ez No

The upper part of the list above shows new users yet to be initialized and the lower part shows
initialized users. (Userswill be uninitialized if they are imported from Active Directory.)

If thelocal databaseis used, there will be no uninitialized users.

The two columns to the right show if the user is allowed to use Web/SM S token as an authentication
method. A temporary blocked user is marked as L ocked and a disabled user is marked Disabled.
The users are shown in aphabetical order. By pressing one of the letters next to the Filter on: text,
the users with names beginning with that letter will be displayed.

To change a user's account information, click on the user'slogin id.

Create New User

Note that this function is only available if Clavister SAG uses the local database. If an external
LDAP isused, its administration interface must be used to create users.

When you click on Create user, the following dialog is shown:

U=zer Login IC:

Please enter the login id for the new user and click Create.

Note

The UserID may not contain any characters outside the english alphabet. Examples of
letters that are not allowed are: A, &, A, &, O or 6.

Change User Settings

To reach user settings, click on the user's Login ID. You can then edit user information,
enable/disable login methods, change user passwords, etc. The settings you can change here depends
on if Clavister SAG is using the internal database or an external LDAP-directory.
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User DN ch=demno, ou=users do=local

UnicuelD UIDY demo

Mame Dema User

Certificate User ID (Format: "™ WMDDRR R

e-Mail Address

Comment

Expires at
Disakled |

Irline Mavigatar

Web Token / Basic Enahle

D Change at next logon
Mever expires

Wieh Pazsword Retype Password
SMS Token [ Erable
D Change st next logon [}5
|:| Mever expires
SMS Pazsword Retype Password
SMS Cellphone 1 [] =M= the password to the user.

SMS Cellphone 2
SMZ Cellphone 3

[ Froup Assignment ][ Last Auctivity ][ Wiew Allowed Menu Entries ]

Casn) () ()

Above is an example where the internal database is used. If Clavister SAG uses an externa LDAP
directory there will be fewer optionsto set.

User DN
The user's DN (full distinguished name) from the LDAP directory. It will be the same as the
UID below if thelocal databaseis used.

Unique D (UID)
The user login ID, which must be unique for every user.

GivenName
The givenname of the user.

SurName
The surname of the user.

Certificate User 1D
The attribute of the certificate that holds the unique identifier.

Comment
Can be used to tag the user with some information.

Expiresat
The time when this user account expires. Press Select to open asmall calendar.
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Disabled
The user will not be able to login if this checkbox is checked. In this case, the account is
disabled.

Inline Navigator

The user will be using a navigator that is located in a frame within the welcome page if this
checkbox is checked. Otherwise the navigator will be located in a separate window. This can
also be changed by the user if the access control allowsit.

For Web Token/Basic the options are:

Enable
Allow the user to log in with the authentication method Web Token or Basic authentication.

Change at Next L ogon
If activated the user's password must be change after the next login.

Never Expires

If activated, the Web Token / Basic password will never expire. If not activated the password
will expire and the user must change the password. The policies for password changes are
handled in the Password Policy settings.

Web Password
Set the password to use when logging in using Web Token or Basic.

Note

Change at Next Logon, Never Expires, and Web Password are not shown if the user
password from an external LDAP server is used. See Section 8.2, “Web
Authentication” for more information.

For SM S Token the options are:

Enable
Allow the user to log in with the authentication method SMS Token.

Change at Next L ogon
If activated the user's password must be change after the next login.

Never Expires

If activated, the SMS Token password will never expire. If not activated the password will
expire and the user must change the password. The policies for password changes are handled in
the Password Policy settings.

SM S Password
Sets the password to use when logging in using SMS Token.

SM S Céll Phone Number 1-3
The one-time passwords will be sent to the user's cell phone number. If more than one is
defined, the user can select which oneto use.

The format of the phone number must be as follows: +[country code][area code][phone
number]. For example: +46733123456, where 46 is country code for Sweden, 733 is the area
code and 123456 is the local phone number.

SM S The Password to The User
If activated, the user's new password for SMS Token will be sent to him by SMS. The purpose
of thisfunction isto simplify the distribution of new passwords.
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Note

The options Add a user to a new group and Delete this user are only available if
Clavister SAG uses the local database. If an external LDAP server is used, the
administration interface for the LDAP server must be used to add and delete users and

groups.

Change at Next Logon, Never Expires, and SMS Password is not shown if the user
password from an external LDAP server is used. See Section 8.2, “Web
Authentication” for more information.

The Group Assignment button assigns the user to different groups. A list of the groupsthe user isa
member of are displayed. To include the user in a new user group, select the group from the drop
down menu and click Add.

Group Membership

adminz [ remove |

normalusers [ remove |

pricusars | W

Close Wifind ow

The Last Activity button displays alist of the user's latest activities.

2007-11-28 11:

2007-11-258 11:
2007-11-28 19:

2007-11-28 19
2007-11-29 01:

2007-11-29 01:
2007-11-30 13:

2007-11-30 13:

2007-11-30 14
2007-12-04 05

o9

10:
11:

12:
oz:

10:
58

Lo

46
31

L4
41

54135

o9
50

05
43

[200] LOGIM - demo 85.11.194.1 webtoken
(c87a20ff207099a75ea255fcd7de431db7) (Mozilla/5.0 (Windows; U; Windows
MT 5.1; en-US; rv:1.8.1.10; .MET CLR 2.0.50727) Gecko/20071115
Firefox/2.0.0.10)

[200] LOGOUT - demo {c87a20ff207c99a75eazs5fcd7dec431db7)

[200] LOGIM - demo 85.11.194.1 webtoken
(cBf318acchBfecBoedIc29ale637h3e96a) (Mozilla/5.0 (Windows; L) Windows
MT 5.1; en-US; rv:1.8.1.10) Gecko/20071115 Firefox/2.0.0.10)

[200] LOGOUT - demo {c8f315accaEfecBocedIc29a2o637h3e966)

[200] LOGIM - demo 22.227.119.202 webtoken
{c8ecafed492647ch586392012799d809: 2y (Mozillas5.0 (Macintosh; U; Intel Mac
05 H; en-us) Applewebkit/B23,10.3 (KHTML, like Gecko) Yersion/3.0.4
Safari/523.10)

[200] LOGOUT - demo {cBecaBed492047cb556392012e799d809e2)

[200] FAIL - demo 85.11.194, 185 webtoken

{Cc856e60994fed00706cecd 597239147400

[200] LOGIM - demo 85.11.194. 185 webtoken

(CBEEeE0994fed00706cecd 597289147 40) (Mozilla/4.0 {compatible; MSIE 7.0;
wWindows NT 5.1; InfoPath.1; .NET CLR 1.1.4322; .MET CLR 2.0.50727))

[200] LOGOUT - demo {c856e60994fed00706cecd59c72E914740)

[2o00] FAIL - demo 80.252,191.141 webtoken
(cBd1dB8fE113aec913442a05afa70136207)

The View Allowed Menu Entries button shows what menu entries this user can access when
logging in, with different authentication methods is displayed. First, you have the possibility to fill
in from which | P address the menu items should be available.
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The Client IP Address can be used to check which menu tems are available from a specific IP address.

It can alzo be left blank. .

Cliert [P Sddress:

If Check is pressed the dialog below appears, showing the menu entries the user is able to access.

The following menu entries are available for user demo from Any [P Address

Awthentication Method - Basic

Cantrol Center

Outlook Web Access
File Share

Remcte Desktop
Metwaork Connector

Clavister
Google

S50 Handler
User Settings
Change Passwiord

Awthentication Method - Webtoken

Cantrol Center

Outlook Web Access
File Share

Remote Desktop
Detno FTP

SEH Tunnel

Metwaork Connector

Clavister
Google

S50 Handler
U=zer Settings
Change Passwiord

Cloze Wiind ov

Once the changes have been made to Change User Settings the options are:

* Apply

Save the settings without leaving the form.

e Save

Save the settings and leave the form.

* Return

Return to the previous page without saving anything.
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Locked Accounts

An account can be locked if the user makes too many failed attempts to login.

This account is temporarily locked

U=er DM ch=jasm ou=users do=local

Jnicyuelly (LICY jasm

Mame Jamesz Smith

Certificate Uzer ID (Format: ™ MDD
e-Mail Address smith.jamesi@example.com

Comment

Expires at

Dizabled |

Infine Mavigator Fi

Web Token | Basic Enakle

D Change at next logon

D Mewver expires
Wieh Passward Retype Pazsword

SMS Token [ Enatle

D Change at next logon
|:| Mever expires
SMS Password Retype Pazsword
=M= Cellphone 1 [ =ms the password to the user.
SME Cellphone 2
SMS Cellphone 3

[ Group Assignment ][ Last Activity ][ Wiew Allowed Menu Entries ]

[ Unladk this user ][ [relete this user ] [ Apply ][ Sawe ][ Return ]

An account can be unlocked with the Unlock thisuser button.

Manage Groups

With this function you can create new groups, delete groups and make users members or
non-members of a group. This function is only available if Clavister SAG uses the local database.
By default, no groups exist.
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User Groups

addmins [ Delete ]
normaluzers [ Delete ]
priouzers [ Delete ]

Create graoup
Return to Users

To delete a user from a group or assign a user to a group click on the group's name. A dialog similar
to the following will be displayed.

Add or remove users from this group.

Available Users Members

Jamnes Smith ~ jaszm Deno Uszer ~ demo
Uzer ~ lame
Uszer ~ test

Here you can see which members there are in the group and users available to add to the group. If
you want to move a user between Available Users and Members, click on the user and on either >>
or <<,

Import Groups

This function is only available if Clavister SAG uses an external LDAP directory. It is used to select
which user groups from the external LDAP directory Clavister SAG should use. (See aso
Section 6.5, “Local Database Settings”).

Note
Groups that have been removed from the imported list will NOT be removed from
current Access rules etc. This has to be done manually.
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4.2. Address Pools

Address pools are groups of addresses used to differentiate between clients connecting from
different networks. The pools can for instance be used in the access control and in the individual
timeout configuration.

Below is an example with three configured address pools.

These seltings are dnighe for each Virial Hast,

Pool Hame
Secure Adminstration Metwoark Delete

Al nese poal...

To change the settings of an address pool, pressits name. To add anew pool, press Add new pool.

Figure 4.2. New Address Pool

Pool Hame

Secure Adminstration Nehuor:

Single Addresses, Hetworks & Address Ranges

It iz possible to specity network addresses (eg 192 168 30.0/24),
as a range of addresses within a C-class network (eg 192.168.10.16-59)
or &5 & single IP address (eg 192.165.92.8)

10.4.0.0024 [Metwoark Sddress)

[ Save s Update ][ Return ]

The settings are;

* Pool Name
The name of the address pool.

e Single Addresses, Networks & Address Ranges
An address pool consists of lines defining the addresses in the pool. Each line can be either the
address of a network (for example 192.168.59.0/24) a range of addresses in a C-class network
(for example 192.168.58.101-250) or as single addresses (form example 192.168.58.123). If
more fields are needed, press the M or e Fields button.
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4.3. Resources

A resource is a service accessible via Clavister SAG. There are four different kinds of resources:
Web Server (HTTP and HTTPS), FTP Server, Windows Share and Tunnel.

HTTPor HTTPS

A Web Server may be accessed using HTTP or HTTPS (SSL). Please note that even if the data
between Clavister SAG and the internal resource is sent in plaintext (HTTP), the data between
Clavister SAG and the client is dways encrypted.

FTP Server
The FTP protocol is supported by Clavister SAG. This makes it possible to access a FTP server
using Clavister SAG. FTP datawill be converted to HTTPS data and then sent to the client.

Windows Share
Clavister SAG can map windows network drives and publish the content on a regular web page.
The datais encrypted and sent in the HTTPS protocol to the client.

Tunnd

Clavister SAG supports services using other protocols than HTTP and FTP, e.g. SSH, Terminal
Server, Citrix, pcAnywhere, etc. The communication between the client and Clavister SAG is
encrypted using AES. Port 443 isused, asfor HTTPS/SSL.

The tunnel makes it possible to run locally installed clients such as SSH, Termina Server,
Citrix, etc. Terminal Server, Citrix and VNC are also available as Active-X or Java clients and
are bundled with Clavister SAG.

4.3.1. Resource Administration

A list of all available resourcesis presented in the administration interface:

These settings are wnique for each lYinual Host.

Hame URL ACL
clavistercom Hitp: iwww.clavister.com: S0 Yes
demo-ftp g iFtp.clavister.com: 21 Yes
demo-owa Fitp: dwielrmail 50 Yes
dema-zmb smb 19216810140 ezources es
google Hitp: images.goeogle.se: Sl Yes
localzsh tunnel M27.0.0.1:22 Yes
remate-deskiop tunnel: 1921681014 3359 Yes

Add nevy resaurce. .

To change the settings of aresource, press the name of the resource. The settings are:

Name
The resource name which must be unique and can NOT contain any specia characters or white
space.

URL
Thisisinformation for the administrator to easily get an overview of all resources.

ACL
Thisisanindication if the access control is specified for the resource or not. It is aso possible to
click on the text to get directly to the access control for the specified resource.
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Adding a New Resource

To add anew resource click on Add new resour ce.

Adiding new Resource

Please zpecify name and type for the nesw rezource. The name iz an internal name and iz not used
by the end user,

Mame: FaortalSenrer
Description: |Intranet
Type: HTTF L

Enter a name, description (optional) and select a type for the new resource and click on the Next>
button.

The Type can be one of:

e HTTP

Web server without encryption.
e HTTPS

Web server with encryption (SSL).
* Tunnd

Resource that uses TCP/IP or UDP/IP communication. Multiple ports are supported. To use
multiple ports, use commato separate the ports, for example: tcp: 80,tcp: 81,udp: 1500.

« FTP
FTP Server.

* Windows Share
Windows Network Drive.

The next step will be adapted for the specified resource type selected. The following dialogs are
available for the different types:
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Configure HTTP Rescource "PortalServer” a.k.a "Intranet™

Description: Intranet

Type: HTTP w

The Server Addrezss may be an IP Address ar a DNS Mame.

It can alzo be comma separated list of addreszes or DNS Mames.

Thiz iz useful when load balancing between several physical servers.,
Examiple: maiil company. ook, gl compar, cop, 10.304.1.2

Server Address; (1040012
The Port must be a single TCP port numker,

Part: 20

It iz possible to specify extra host names.
Separate multiple names with comma.

Example: mall mallseret, gl cormpany. com

Hostnames: intranet

Reversed Praxy: (33 (Recommended)

Simple S0 Praxy. (O [Use with care)

S5L Tunnet O [Requires Java on the cliert)

Guick Tunnel: O [Requires Java on the cliert)
The Client Port iz only used inthe S50 Tunnel and GQuick Tunnel modes.
it can be uzed to force 5 specific port on the client.

The Client port will be automatically sssigned if it is set to 0.

Client Port:

[ Advanced Options ][ Cancel| ][ Save [ Update ]

The settings are:

« Type
Whether the internal server isaHTTP or HTTPS server.

e Server Address
The | P address of the server.

* Port
The port to use on the server.

* Hostnames
It is possible to specify a DNS or NetBIOS name if the web server requires a specific name in
the Host: attribute in the HTTP protocol.

This is useful when running Virtual Hosts on the web server and the |P address is specified in
the Server Address field. Multiple names can be specified (comma separated) in order to
address trandate many different names to aresource. This may be needed when running I1S on a
windows system that uses NetBIOS names.

* Reversed Proxy
Reversed proxy is the norma mode for HTTP/HTTPS resources.

e Simple SID Proxy
The Simple SID mode can be used when third party programs shall access data on a web
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resource. The session id will be visible in the URL. Use this option with care!

e SSL Tunne
The data will use a dynamic tunnel to the internal resource and al URLSs will be transated to
localhost.

e Quick Tunnéd
The same as the SSL Tunnel mode but without the SSL handshake. The data is still encrypted
but the connection phase will be faster. This can be useful for client devices with limited
capacity. Note: Some firewalls will not allow communication to Clavister SAG without a correct
SSL handshake.

* Client Port
If one of the two modes SSL Tunnel or Quick tunnel is used, this textbox can be used to define
a certain client port to use for the tunnel. If it is left blank, Clavister SAG will assign a port
automatically.

Advanced Options for HTTP/HTTPS Resources

Advanced Settings
It iz possible to gpecify a gpecial pattern pool.
Thiz iz only needed in some special cases when the
URL converzion of the web page fails.

Pattern Pool: Mormal b
Search and Replace: Configure custom Search and Replace patterns
Content Types: Buitin: @ custom: O

It iz peszible to specify a 2pecial User Agent that
will be sent to the Web Server.
Leave thiz field blank to uge the global =etting for Uzer Agent.

User Agent: Override:

Mizcellaneous Settings

Extended Pipelining: (Gives increased performance on high latency connections)

Force Unigue Pipelinss: [ (May give increased performance when handling many small bjects)
Dizable Nagle's algorithm: [ (May give increased performance when handling many small objects)
Translate "_top™ (This prevents web pages to overwrite the inline navigator)
Translate .ica files: E (Caommunication Tunnels will be setup automatically for .ica files)
Cookie Pass-Through: O (allows this resource to set cookies directly on the client)

Accept Client Cookies: (Allows the client to =end cookies to this resource)

Rewrite Request Header: O (This rewrites the URI in every request)

URL Convert Posted forms: (] (Data posted in forme will be URL converted)

Inline URL Converter: [ (Rewrites URL's in data =ent from Client to Server in one batch)
Allow Unknown Headers: [ (allow transportation of all headers between client and server)

Send Custom Headers: E (Custom Headers always starts with a X)

Authentication Control

SiteVision:
Force Basic:
Form based:
Normal:

olelele,

The advanced options for HTTP/HTTPS resources are:

e Pattern Pool
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If there are problems with the URL conversion in a http/https resource, another pattern pool can
be selected. Pattern pools are configured in Server Settings> URL Converter.

» Search and Replace
The Search and Replace settings are used to configure specia strings to be translated into other
strings before it is sent to the client. Click the text to open the Search and Replace dialog.

Search and Replace
It is possible to specify search and replace strings. This can be useful when zome javascripts shall be
dizabled of invalid host names are used by the resource.

Parameters can be uzed inthe Replace string. The following extra parameters are availahle:
PARM{mgrezourceurl} and PARM{motunnelport }

Useful normal parameters are: PARM{mgnodeprefiz} and PARM{mghostname

Searchfor Replace with

* Content Types
If the Built in option is checked, Clavister SAG uses the Types shown below. The Custom
option should be checked to add or delete Types.

Advanced Settings
It iz possible to specify a special pattern pool.
Thiz iz only needed in =ome =pecial cazes when the
URL converzion of the web page fails.

Pattern Pool: Mormal w
Search and Replace: Configure custom Search and Replace patterns
Content Types: Buitin: O Custom: 2]

text'htrl

textieml

texticss

spplication/x-javasoript

lMore Figlds

It iz possible to specify a special User Agent that
will be sent to the Web Server.
Leave thiz field blank to uze the global =etting for Uzer Agent.

lloor Anant Mrarrida:

e User Agent Override
This setting can be used to define a special user agent string to send to the web server.

» Extended Pipelining
Gives increased performance on high latency connections. If problems with SSO, keep
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unchecked.

» ForceUnique Pipelines
Force unique pipelines, even if the browser doesn't request listitem. This may speed up the
transfer of many small objects on awebpage.

» DisableNagle's Algorithm
Immediately send data even if the send buffer isn't full. This may also speed up the transfer of
many small objects on awebpage.

e Trandate" top"
If this checkbox is checked, Clavister SAG will trandate all target="_top" within HTML pages,
to prevent the page to overwrite the inline navigator.

* Trandate.icafiles
If this checkbox is checked, Clavister SAG will trandlate al Citrix ICA files from the web
server. This means that if Clavister SAG finds a server address that can be matched to a
specified resource in Clavister SAG, then the address will be rewritten to 127.0.0.1 in order to
tunnel the ICA protocol through Clavister SAG. This is very useful if running a Citrix web
interface.

Note
All Citrix MetaFrame servers must be specified as tunnel resources and the ICA
file can NOT include information about a Browser Server.

» Cookie Pass-through
If Cookie Pass-Through is selected, the web resource is allowed to set cookies directly on the
client, something that might be necessary for some types of servers. Left unchecked, Clavister
SAG handles all resource cookies internally.

* Rewrite Request Header
Rewrites URL datain the request URI.

* URL Convert Posted Forms
If selected, data posted in forms will be URL converted before it is sent to the server. This is
required for some web servers when uploading files.

* InlineURL Converter
If the Inline URL Converter is used, data sent from the client will be sent in one batch. Thisis
required for some types of servers that cannot properly handle chunked data.

* Allow Unknown Headers
This option alows unknown HTTP headers to be sent between the client and the server.
Normally, Clavister SAG only handles known headers. This option is only needed in some rare
occasions.

Note
Headers starting with X will never be passed from the client.

* Send Custom Headers
This option alows custom headers to be sent to a web resource. The web resource must be able
to handle X-headers. An example is shown below.
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Extended Pipelining:
Force Unigue Pipelines:
Dizable Nagle's algorithm:
Translate "_top™
Tranzlate .ica files:
Cookie Pags-Through:
Accept Client Cookies:

Rewrite Request Header:

URL Convert Posted forms:

Inline URL Converter:

Allow Unknown Headers:

D (Gives increased performance on high latency connections)

|:| (May give increased performance when handling many small cbjectz)
D (May give increazed performance when handling many small objectz)
(Thiz preventz web pages to overwrite the inline navigator)

D (Communicatien Tunnelz will ke setup automatically for .ica files)

D (Allows this rezource to =t cookies directly on the client)

(Allows the client to 2end cookies to this resource)

D (This rewrites the URl in every request)

|:| (Data posted in forms will be URL converted)

D (Rewritez URL's in data =ent from Client to Server in one batch)

D (Allow transportation of all headers between client and =server)

Send Custom Headers: {Custom Headers always starts with a X)

Header Value

A A A A

Authentication Control

SiteVizion:
Force Basic:
Form based:
MNormal:

®000

Authentication Control
Authentication Control allows the administrator to configure specia authentication settings to
enable Single Sign-On for aresource.

SiteVision
Enables SSO for SiteVision. Make sure the SiteVision server is configured to use authentication
that is set to be Clavister SAG.

SiteVizion: ®
Force Basic: O
Form based: O
Normal: @]
Username: PARM{gwuid}
Password: FARM{gwpwd}
Send Session ID: [l
ForceBasic

If this feature is activated, Clavister SAG automatically authenticates the user to the internal
resource using BASIC headers, even if no request for authentication has been sent from the
server. This can be used for web servers that accept BASIC authentication headers but do not
send any "Authentication Required” replies. Which credentials to use are defined in the controls
below (see Appendix B, Parameters).

Form Based

If form based authentication is activated, Clavister SAG posts parameters to the internal resource
every time the menu entry is clicked. To find out how to configure form based authentication for
a particular web server, open the html code of the authentication page and look for the login
form. The Post URI is the URI where the data should be posted, look for the action tag for the
form. The data to post is defined in the Attribute and Value fields. Look for input tags for the
form. Add the name of the input tags in the Attribute fields and whatever information should
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be posted in the Value fields.

» Prefetch Data
The prefetch feature can be used to fetch information from alog in page to be posted together
with the other authentication information.

Example 1. Form Based SSO without prefetch: if thisisthe form part of the web page:

<form acti on="I ogi n. php" >

<i nput type="text" nanme="user_nane" val ue=""/>

<i nput type="password" nane="user password" val ue="">
</fornp

Thisis how the resource could be configured:

SiteVizion: [ &)

Force Basic: @]

Form based: ®

Mormal: [ &)

Prefetch Data: F

Past URL: login phe

Parameters: Attriute Value
user_name PARM{gwuid}
password PARNM{gwpwd]}

See Appendix B, Parameters for more information about the parameters that can be used.

Example 2. Form based SSO with prefetch: if thisisthe form part of the web page:

<form acti on="I ogi n. php" >

<i nput type="text" nanme="user_nane" val ue=""/>

<i nput type="password" nane="user password" val ue="">

<i nput type="hidden" nane="session_id" val ue="1213AEF21251BBEl" >
<i nput type="hi dden" name="| anguage" val ue="en">

</fornp

In this case we need to post the session_id and the language fields to the POST URI. To
configure the prefetch, regular expressions are used. This is an example of how the resource
could be configured.
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Prefetch Data:
Prefetch URL

WMax Prefetch Size:

Search Patterns:

Post URI:

Parameters:

Note

login.php
10240 Bytes
Regular Expression

<input type="hidden” name="session_id" value="/5+">

login.php

Attribute Value

user_name PARM{gwuid}
password PARM{gwpwd}
session_id PARM{gwregexpi}

Only oneregular expression can be used on each search pattern line.

Tunnel Resources

Configure Tunnel Resource "server-rdp” a.k.a "RDP”

Description:

Server Address:

Ports:

Skip S50 handshake:

Server Address

RDP

The Server Address may be an [P Address ar & DMNS Mame.
It can also be comma separated list of addresses o DNS Names.
Thiz iz useful when load balancing between several physical servers,

Example: maifl company commallé company.com 10104 1.2

It is possible to specify multiple TCP andior UDP ports.
Syntax for TCP Ports: =port numbers or top sport nambers
Syntax for UDP Ports: Jdp=port numbers

Examiple: 1080 tcp 6E6T w5553

D (This can be used to minimize the traffic on GPRS connections)

[ Advanced Options ][ Cance| ][ Save [ Update ]

In the case of tunnel resources, the server address might be defined either as a single IP address
or as a comma separated list of |P addresses. If more than one address is defined Clavister SAG
will spread the load over the servers by assigning the different addresses in a round robin

fashion.
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Note
One user session will always use one IP address.

e Ports

The port or ports to enable tunneling for on the server. Which client ports to use are defined in
the settings for each menu entry.

Awuthentication Control

Zingle Sign On does currently wwark with the Terminal Zerver web client
(if the server iz configured properly) and the Citrix Java client

NOTE: When Dsing Single Sign on for tinpels, the Lser password will
be readable In the HTWL sowrce.

Allove Single Sign O F

* Allow Single Sign On
This feature enables Single Sign-On for terminal server resources and for resources using the
Citrix Javaclient.

Note

The administrator should be aware that since the log on credentials are sent to the
client machine, it might theoretically be picked up by malicious software.

Figure4.3. FTP Resources

Configure FTP Resource "demo-ftp” a.k.a "FTP Server”

Description: FTP Senver

The Zerver Address may be an P Address or a DNS MName.
It can alzo be comma separated list of addresses or DMS Mames.
Thiz iz useful when load balancing between several physical servers.

Example: mail companme.com, maill compang.comm 1010412

Server Address: (ftp.olavister.com

The Part must be & single TCP port number.

Part: 21

Lelete Cancel| Save [ Update
[ J )

Figure 4.4. Windows Shar e Resour ces
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Configure Windows Share Resource “"demo-smb™ a.k.a "Fileshare™
Description: Fileshare

The Server Address may be an P &ddress or a DMNS Mame.

It can alzo be comma separated list of addresses or DMS Mames.

Thiz iz useful when load balancing between several phyysical servers.

Example: mafil cotmpaiy.com, malile caotmpaiy. o 1010402
Server Address: |182.168.101.40

Specify the share name to connect to.

Share name: resaurces

[ Cancel ][ Save ! Update ]

4.3.2. Access Control

Clavister SAG uses Access Control Lists (ACL) for authorization. Authorization is based on group,
encryption grade, |P address, date and time and authentication method. If the resource is a web
server the accessis also based on path. Each resource hasits own ACL.

Figure4.5. An Access Control List

These settings are unigue for each |Kinnal Host.

Resource Type
clavistercom Weh Server
demo-fip FTP Server
demao-owa Web Server
demo-smb Windows Share
google Weh Server
localszh Tunnel
portalserver Mot Configured
remote-deskiop Tunnel

Local Services

Cortral Center

Message Center

Metwark Connector

Abovt

Change Web Token Password
Change SMS Token Passwiord
Change Internal Password
Remote Aszistance

User Settings

S50 Handler

* Resource
The figure above shows a list of al resources. A resource without access control rules will be of
type Not Configured. A not configured resource is not accessible for users.

Click on aresource to change the ACL rules for that resource.
* Type

This indicates the type of resource or Not Configured if the resource does not have any access
rules.
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» Clavister SAG Services
Here, the access control policies of Clavister SAG's own services can be administered. Click on
the service for which you wish to add/change the ACL. Refer to the particular section below for
the Control Center ACL.

ACL Rules

The ACL rules for a resource are presented in a list. Please note that rules can only allow access,
never deny access.

Figure4.6. ACL for aWeb and FTP Server

Group Auth. Enc. Destination Path 550 Restrict IP Address
Ay Ay Mone Ay Mo Mo Any Time
Adddd newy rule...

Figure4.7. ACL for a Tunnel

Group Auth. Enc. IP Address
Any Webtoken Mane Ay Time
Add newy rule...
The settings displayed are:
e Group

Sets the group for thisrule. Only one group per rule is allowed as well as Any group.

e Auth
Sets the authentication method for this rule. The rule will only match users logged in with this
method. For example if SMS Token is set, this rule will only authorize users authenticated with
SMS Token. Any is aso allowed in order to accept any authentication method for the specified
group. as well as authentication groups. See Section 8.4, “Authentication Groups’ for more
information.

* Enc
Sets the minimum encryption grade. There are five levels of encryption grade:

* Very high - 256 hit AES

e High - 128 hit or longer key length.
e Medium - 56 to 127 hit key length.
e Low-40to 43 hit key length.

* None- Clear text.

Note
The weaker encryption grades also include the stronger encryption grades, for
example if a rule is set to match the Low encryption grade it will also match the
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Medium and High encryption grades.

» Destination Path
With the setting Destination Path it is possible to restrict access to a certain directory and its
subdirectories. This setting is only valid for Web resources, FTP resources and windows shares.

+ SSO
If activated, Clavister SAG will store logon information for this resource. A user will only need
to authenticate to the resource once. The next time the user access the resource, Clavister SAG
will automatically authenticate the user to the resource. SSO using other than NTLM or Basic
requires the resource to be configured for that. This can be done in the Advanced Options
section for the resource.

* Restrict

This makes it possible to restrict the Single Sign On feature. This setting can be any of the

following:

* No
The user can enter his or her user name.

e SAGUID
The user can not enter his or her user name. The user's Clavister SAG user name is always
used.

e FirstUID

The user can only enter his or her user name the first time. After a successful login, the user
name will be locked to this user name.

* IPAddress
Specified if the access shall be restricted to any |P Address Pool.

e Time
Specifiesif the access shall be restricted to specific time or date. Click Time to open the window
below.

Day Hone  Range From Unitil

Monciay

ONe;

Tuesday
Wednesday
Thursday
Friclany
Saturday

IONONONONONONOR-
O000CO0
oNoNONONCRONS)

Sunday

(Y MIL D0
Walicd Fram + H Fram &y Date

“Walid Urdil F a Urtil Farewer

Create a New Access Rule (ACL)
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Use the resource list to click on the resource you want to configure, then click on the Add new
Rule. A new rulefield will then be shown at the bottom of the ACL list.

Group Auth. Enc. IP Address
Ay Webtoken Mare Any Time
Any v v High  [se] | Any v
ANOnymous
Basic o |
Wieb Token
ShS Token
1-Way %
2 ay
Any
Edit or Delete an Access Rule
To edit a specific accessrule, click on therule. It isthen possible to edit or delete the rule.
Group Auth. Enc. IP Address
Any Wyebtoken Mane Ay Time
Ay L Ay W High W ANy W
N

Access control for Control Center

With this function the administrator is able to create different settings for different users that must
have access to different functions in Control Center.

Examples of different types of settings are.

One user must be ableto list all users but cannot see anything elsein Control Center.

One user must be able to list al users and make changes but cannot see anything else in Control
Center.

The administrator is able to see everything and make changes to everything in Control Center

Click Control Center inthe ACL.

The menu shown below appears.

Access Cortrol Groups...

Access Contral...

These two options are now discussed.
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The Access Control Groups option

The option for Access Control Groups are;

» Click the name of a Group Profile to change the settings for that group.
» Click Add new profileto create a new access control group.

» Click Deleteto delete the group.

Figure 4.8. Access Control Groups

These settings are commaon for all Wirtoal Hosts.

Group Profile
Helpdesk Delete

Add new profile. .

In the example below, a group called Helpdesk is created. Users using this profile will be able to
view and change settings for users as well as view and kill sessions.

The Access Control option

Below, the profile Helpdesk is being created.
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Profile Hame
Helpdesk

Al
[ wiewr an

Monitoring

Wi Sessions
[Resd 550

D Yiewy Logs

[ vigw Statistios

Administration

“iew Uszers and Groups
|:| “iewy Imported Groups
|:| Wi Address Pools

[ view Resources

Authenticator
[views sudherticator

Server Settings
D Yiewy Server Settings

Client Settings
[ wiew Clisrt Settings

Authentication
[ wiew avthertication

Maintenance

Activate Changes

[relete this profile

[ acmiristrate &

|:| Kill Sessions

[ Handle ss0

D Administrate Logs

[ Handle Remate Assistance

Administrate Uzers and Groups
|:| Administrate Imported Groups
|:| Administrate Address Poolz

|:| Administrate Resources

D Administrate Cortral Center ACL

[ administrate Autherticator

D Administrate Server Settings

|:| Administrate Client Seftings

D Administrate Authentication

[instal Licence

|:| Upgrade Product
|:| Backup Product
|:| Browse Filesystem

D Reload Configuration
|:| Reindex Files
|:| Restart Service

The control center view for the Helpdesk group is shown below.
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Crefault (0 L'
+ Monitoring / Status Clavister Secure Access Gateway Status
Status
Seszions
o . Clavister Secure Access Gateway
¥ Administration Started st 2007-12-04 07:09:08.

Users & Groups
Mumber of active sessions 1
Memory Usage 26.2%
CPU Usage 12.0%
License usage Awailable
Security Platform 15
Metwark Connectar 10
Authenticatar 10
Module Available
Hard Tokens Yes
High Levailability Wes
External Uzer Database ez
Wirtual Hosts 1
Serial Mumber 1

Group Auth. Enc. IP Address ACL Group VHost

admins Any Mone Ay Mo Restrictions Ay Time

Ay - Ay W High w Ay - Helpdesk w Ay | W

 Group
The user group that will use the settings in the profile.

* Auth
The authentication method the usersin the user group must log in with (at least) to be able to use
the settings in the profile.

« Enc
The encryption the usersin the user group must use (at least) when they log in.

* |PAddress
Specifies which IP address (from the Address Pools) the user must log in from to be able to use
the settings in the profile.

« ACL Group
The name of the profile the user group should use.

* VHost
The Virtual Host that the settingsin the profile are valid for.

Note
The Control Center View of Helpdesk (see above) is always visible for all virtual
hosts to users that have any access to the Control Center.

* Time
Specifies if the access shall be restricted to a specific time or date. Se previous chapters for
usage.
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4.3.3. Cache Control

In the Cache Control it is possible to control the data cached by the clients. The data that can be
cached depends on the resource, current directory, and/or file type.

Note

If cache control has been changed for the resource local, the files have to be
reindexed. Thisis done in the Activate Changes section.

These seltings are unigue for each Wirkual Host,

Resource Path Cache type
gwv-local Jdrawhoardidravhoard.cab cache
ge-local Iodrawehoardfdravehoard jar cache
gwe-local SicalliCA -cdmbd.cak cache
opwv-local AcalJiCA-cdmb jar cache
gwe-local fcallICA-cliphoardh.cab cache
gwe-local AcarlICA-cliphoardh jar cache
gwe-local AcarliCA-confighd.cak cache
gpwe-local SicalliC A -confighl jar cache
gwv-local JcaiiCA-coreh cab cache
gwe-local fcalliCh-coreM jar cache
gwe-local AcaliCh-printerid .cakb cache
gwe-local AcalliCA-printerh jar cache
gwe-local JcalliCh-sesmlessh .cab cache
gwe-local SicalliCh-seamlessh jar cache
gwe-local JcalliCA-ta 1 cab cache
gwe-local AcalliCh w1 jar cache
gwe-local Jcakactivexiconnect.ica cache
ge-local Ncakactivexinfica.cab cache
gwe-local Jicafactivexinwficac.cab cache
opwv-local Jmgnc-inzstall exe cache
gwe-local mgnc-osx tar.gz cache
gwe-local Izofttokens jar cache
gwe-local Jzshita20 . cakb cache
gwe-local tzshita20 jar cache
gwv-local Izshita2s jar cache
gwe-local fsshiputty exe cache
gwe-local Istantapplication.cak cache
ge-local Istartapplication jar cache
gwe-local Rerminalzervericonnect rdp cache
opw-local Rerminalzerverimsrdp.cab cache
gwe-local Restiava jar cache
gwe-local Aunnel.cab cache
gwe-local Aunnel jar cache
ge-local Mnc.exe cache
gwv-local Menctightvncviesver cab cache
gwe-local fencightyncyiewer jar cache
gwe-local Menchncyiewer .cakb cache
owv-local Menchncyiewer jar cache

Acdd nevw rule.

The actions that can be taken are:

» Click on the resource to edit acache rule.

e Click on Add new ruleto create anew rule.

The settingsin the dialog are:

» Resource
The resource theruleisvalid for.
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e Path
The full path to afile or just the type of file the rule is applied on, for example if the path is set
to /softtokens.jar the specified file on the specified resource will match. If the path is set to *.jpg
theruleisvalid for all files ending with .jpg. It is also possible to set the cache type for al files
on aresource, using "*".

Note
It is hot possible to set cache control on a specified directory.

e CacheType
There are three types of cache options:
1. If thetypeisno-store the data can only be cached in the web browsers memory.
2. If thetypeis cache, data can aso be stored on the disc.

3. If the typeis private, the browser may use the file (Internet Explorer can open it) but can
not save it in the cache.

Note
If no rule exists for a specific resource and path, then no files are allowed to be
cached from that resource.

Cache Control Should be Enabled with Passive FTP

In order for "passive’ FTP to function correctly through Clavister SAG, cache control should be
enabled for FTP resources.
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4.4. The Navigator

Shown below are the resources presented to the users after logon to Clavister SAG. This is opened
in a separate window called the navigator.

& https:... g

Control Center

Outlook web Access
File Share

Remote Desltop
Cernao FTP

S5H Tunnel

Clavister
Google

User Settings
Zhange Password

Logout

gw-ssl.clavister.com % q

The navigator display is adjusted for the specific user, so that only resources accessible to the user
areincluded.

It is possible to let the user choose an "inling" navigator with the menu integrated into the browser
window instead of appearing in a separate window.

Settings for user: jasm

Use inline navigator: O

Note

The menu is not generated when resources are created. The administrator must specify
each one of the menu entries.

Users that have installed pop-up blocking software may not be able to see the
navigator menu if not using inline navigator without unblocking the navigator window.
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Autostart and Autostart Navigator

It is possible to have a resource start automatically when a user logs on. This is useful since many
users will often use a certain resource every time they log on, for example their web mail.

It is possible to have a smaller menu appear in the top of the browser when using autostart. This
smaller menu is caled the autostart navigator. It can contain a few of the most frequently used
menu items. Setup of the autostart feature and defining the autostart navigator is done when
specifying the menu items.

Since the autostart navigator is only one line high, the user might need the normal navigator also. To
get anormal navigator, the user can press the Nor mal Navigator in the autostart menu.

b,

Note
It is not possible to choose the inline navigator when using the autostart navigator.

[& Secure Access Gateway - Mozilla Firefox mEx]|
Fle Edit View History Bookmarks Tooks  Help
@ - @ 21 [ titpsiyrgu-ssl.cavister.comjgn-fcalfwelcome. teml [ x | b [ -|cop-ssee =9 @ -

Logout Outlook Web Access  Normal Navigator CLa3VISTEK
[v| 1w @ e

Subject Received © Size

2 >3
E Junk E-mail
] Calendar
5

There are no items to show in this wiew.

[~} Public Folders

2] Options
l Log Off

gw-ssl,clavister.com &

Dynamic Autostart

It is possible to autostart an internal resource, for example a webpage, from an external webpage.
Thelink to the internal resource on the external webpage looks like:

http://sag. server. name. com sag-| ocal /autostart? _
resour ce=<resour cenanme> &uri =<the uri>& ornfill=<true|fal se>

An example might be:

http://1ogin. foretaget.sel/sag-1ocal/autostart?resource
=intranet&uri =/ & ornfill =fal se
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When the link is clicked on the external webpage, the web browser redirects to the Clavister SAG
login page.

The user logsin to Clavister SAG and if the user is authenticated the browser will directly show the
internal resource.

It is also possible to specify the authentication method in the link. For example:

http://deno. nobilityguard. se/ ng-1 ocal / aut ostart?
resour ce=webmai | &uri =/ exchange/ & ogi nt ype=webt oken, snst oken

http://deno. nobi |l ityguard. se/ ng-1 ocal / aut ostart ?
resour ce=webnai | &uri =/ exchange/ & ogi nt ype=webt oken

Note

If dynamic autostart is used there will be no menu (navigator) available to the user.
This means that no log out button will be available. This could be handled using
search/replace for the auto-started resource.

4.4.1. Creating New Menu Entries

Click on Add new entry to start a guide to create menu entries.

Figure4.9. Creating New Menu Entries

These seltings are unigue for each Virtial Hast.

Menu entry Resource Mowve
Cortral Certer hdore
Mezsage Center Move
----------------- hove
Outlook Weh Access dema-ovea hove
File Share dema-smk hlove
Remcte Desktop remote-deskiop Move
Demo FTP demo-ttp Move
S5H Tunnel lacalzsh hove
Metwark Connector have
----------------- hlowve
Clawvister clavistercam hdore
Gongle google Move
----------------- hove
S50 Handler Move
User Settings Move
Change Passwiord Move

Add nesw entry..

Note
There are special resources created by Clavister SAG. Access rules and menu entries
should be added for some of these resources.

The following special resources can be found in the menu guide:

» Control Center

¢ Message Center
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e Change SMS Token Password
» Change Web Token Password
e Change Internal Password

o User Settings

¢SSO Handler

* About Clavister SAG

* Remote Assistance

e Menu Separator

The menu guide is different for each resource type. The following sections contain step by step
guidesto create menu entries for different resource types.

A. Create a Menu Entry for a Web or FTP Resource

For this example, a resource called Web mail is used. It runs on the interna server
webmail.company.com and will be made accessible via Clavister SAG. The start page for Web mail
is http://webmail.company.com/webmail/index.html.

We assume that the ACL rules are set correctly. This example only shows how to set up a menu

entry.
Step 1.
Choose the resource to which you want to add a menu entry. The resource mail is chosen for this
example.
Select the rezource to add & menu entry for:
! clavistercom
Step 2.

Now specify if the menu entry should link to a subdirectory or a specific file. In the example, the
path is set to: webmail/index.html.

Adding Web Server Resource for host "clavistercom’.

If you wizh to link to & special path or page on the web server you can enter it below.
Thiz iz optional, and if left blank the servers root path will be used.

http:'www.clavister.com/ produ cs!

[ < Back ][ Cancel ][ Mext = ]

Step 3.
Type the name of the menu entry. This name will be presented to the users. Keep the name short to
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avoid unnecessary line feeds in the navigator. It is also possible to specify a group for application
autostart and if this menu entry shall be visible in the autostart navigator. You can aso specify to
which OS the menu entry should be visible for, and if you want the menu entry to open a new
window.

Enter a description for this menu entry.

This text will be displayed inthe navigation wincdos:,
=0 it's recommended to keep it shott.

Description

It you specify & group belowy, then this menu entry
will be selected instead of the welcome page for every
users that is a member of the specified group.

Awutostart Group | No Autostart |+

It is alzo possible to zelect that this menu entrey
shall be wisible in the special Autostart Mavigator.

Hide Havigator [ ]
Autostart Havigator [

“ou can choose to hide thiz menu entry for all
operating systems except the one specified here

if yau specify Windowes, then this menu entry will
only be shoven to client running windowves,

The operating system name is the same as shownin
the session list for & user.

Leawve the field hlank to allovw this entey on
all operating systems

Only for 05
You can choose to open this menu entry ina nessy swincdosw:.
Ewen if the inline navigator or the autostart navigator are active

Open in new window [

[ = Badk ][ Caneel ][ Mext = ]

Click Next. The menu entry is now created and can be found at the bottom of the menu entry list.
The position of the menu entry can be changed, see M ove in the section Change view order.

The new entry 'Clavister' has been
successiully added to the menu.

B. Create a Menu Entry for a Communication Tunnel

In this example aresource called vnc is used. It runs on the internal server server.company.com. The
resource is made accessible via Clavister SAG. The remote access service Virtual Network
Computing (VNC) must use port 5900.
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Step 1.
Choose the resource to which you want to add a menu entry. In this example vnc is chosen.

Select the rezource to add & menu entry for;

L wno-resource [EY2

Step 2.

Clavister SAG provides templates for standard application and protocols, for example Citrix ICA,
Terminal Services, pcAnywhere, VNC, SSH and others. If there is no template for a certain service,
Custom TCP/UPD Tunnel can be used. In the example it is suggested to use Tight VNC Java
Client (recommended). This template provides a Java applet, which requires no instalation of a
client on the user's machines.

It is suggested to use a template based on the port specified for the resource.

Select Tunnel Type

) pcAnywhere

O Tight WNC Java Client (recommended)
{3 WNC Java Client

() SSH Java Client

C) Draw Beard (White Board Client)

() Remotely Anywhere

() Map Windows Share on Windows Client
(:} Start Local Client Application

() Custom TCP/UDP Tunnel

[<Bad | [ cancel | [ Hext> |

Step 3.

The Tight VNC Java Client allows extra parameters to set the window size. Please use small or
norma resolutions, otherwise users with normal resolutions will not be able to see the whole
window. A good choice is 800x624 pixels. The reason to increase the height with 24 pixels is that
the Java Applet has atool bar which is 24 pixels high.

Note
The resolution should be the same as the console resolution on the server (plus an
additional 24 pixelsin the height).
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Choose Screen Resolution

Erter the desired screen resolution.
This area should fit within the web broveser window,

Screen Resolution |[S00 pl=it]

[ = Bag | [ cansel |[ Hext» |

Step 4.

Type the name of the menu entry. This name will be presented to the users. Keep the name short to
avoid unnecessary line feeds in the navigator. Also choose that the user must accept al incoming
connections to the tunnel. Thisis used to prevents access by malicious programs to the tunnel since
the user has to accept all connections. Then select autostart options described in a previous example.
Finally configure options Only for OS and Open in new windows as described above.

The name for the menu entry is set to VNC and the dialog is set to Yes which means that the user
must accept every incoming connection to the tunnel.
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Enter a description for this menu entry.

Thiz text will be displayed in the navigation window, so it's
recommended to try keeping it shott.

Description VHC

Alzo choose if the user should be asked to accept
ar deny every connection made to the tunnel.

Dialog | Ho | w

If you specity & group below, then this menu entry
will be selected instead of the welcome page for every
users that is a member of the specified group.

Autostart Group | Mo Autostart | %

It iz alzo possible to select that this menu entry
shall be visible in the special Autostart Mavigator.

Hide Havigator [ |
Autostart Havigator [

“'ou can choose to hide this menu entry for all
operating systems except the one specified here

if you specity Windows, then this menu entey wil
only be shown to client running wwincdoss,

The operating system name is the same a5 shown in
the session list for a user.

Leave the field blank to allowy this entry on
all operating systems

Only for 05
You can choose to open this menu entry in & newy window,
Even if the inline navigstar or the autostart navigstor are active

Open in new window [ |

[ < Badk ][ Cancel ][ MNext = ]

The menu entry is now created and can be found at the bottom of the menu entry list. The position
of the menu entry can be changed using M ove option as described later.

The neswy entry "WHC' has been
successiully added to the menu.

C. Create a Menu Entry for a Custom Tunnel Resource

In this example a resource called telnet running on the internal server telnet.company.com is used.
The resource should be made accessible via Clavister SAG. The Telnet protocol uses port 23.
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It is assumed that the ACL rules are already set. This example shows only how to create a menu
entry.

Step 1.
Choose the resource to which you want to add a menu entry. For this example telnet is chosen.

Select the resource to add & menu entry for:
itelnet P W

Step 2.
Asthereis no template for Telnet, Clavister SAG suggests Custom TCP/UPD Tunnel.

Select Tunnel Type

Citrizz ICA Java Client (Seamless)

Citriz ICA Java Cliert (Embedded)

Citrizz ICA Java Client (User Defined Settings, desktap only)
Terminal Services Active-x (Autostart)

Terminal Services Active-¥ (User Defined Settings)

OO

O

@]

9]

O

Terminal Services (rdesktop for Linus)

pcinywhere

Tight “¥MC Java Client (recommended)
WG dava Clisnt

S5H Java Client

Drawy Board (White Board Client)
Remctely Anywhere

Map Windows Share on Windows Client
Start Local Client &pplication

Custam TCRUDP Tunnel

O0O0CO

@000

[ < Badk ][ Cancel ][ Mext = ]

Step 3.

The local Clavister SAG Tunnel client will open a port on the local computer to which the local
telnet client can connect. Please note that ports under 1024 can cause problems in a UNIX / Linux
environment due to access restrictions.

In this example the client port 2300 is used.

Choose Client Port(s)

Erter the local client part to listen to.
Parts belovy 1024 might cause problems with client side security restrictions.

Syntax: fep 3000 0r wdp 3007 uze comma to separate multiple entries.
Cliert Port(z) (14234

[ = Badk ][ Cancel ][ Mext = ]
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Step 4.

Type the name of the menu entry. This name will be presented to the users. Keep the name short to
avoid unnecessary line feeds. Also choose that the user must accept all incoming connections to the
tunnel. Thisis used to prevent malicious programs to access the Tunnel since the user has to accept
all connections. Then select autostart options described in a previous example.

Finally configure options Only for OS and Open in new windows as described above.

The name for the menu entry is set to Telnet and the dialog is set to Yes which means that the user
must accept every incoming connection to the tunnel.

The menu entry is now created and can be found at the bottom of the menu entry list. The position
of the menu entry can be changed, see M ove in the Change view order section.

The nesw entry 'Telnet' has been
successully added to the menu.

When a user wants to use the tunnel, they only need to start the Telnet client and then connect to
127.0.0.1 on port 2300. It is possible to use a special HTML page that describes how to start the
Telnet client and also how to connect to the tunnel.

4.4.2. Edit a Menu Entry

Click on the menu entry you wish to edit and an edit view is shown. The edit view will look
different depending on the resource type. An example of the edit view for the resource types HTTP
and HTTPS is shown below:

Reszource type HTTP Resource
Dezcription Clavister

LRI fgueresourcescl avisterco md
Only Far OS5

Avtostart Group No Autostart |+

Hide Mavigator F

Autastart Mavigator F

Open in a new window [

[ Sawe/Update ][ Delete ][ Back ]

An example of the edit view for the resource type Tunnel (VNC) is shown below:
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Resource type VHC

Description WHE

Client parts) 5810

Connect page URI Squ | nea i cfwn cvrewue . htm)
Only For OS5

Connection Dislog Ho | %

Autostart Group Ha Autastart [ s

Hide Navigator |

Autastart Mavigator |

Open in & new window [

Extra parameters (optionsl)
Screen X Resolution 200

Screen v Resalution GO0
Parameter 3 (p3)

Parameter 4 (pd)

Parameter 5 (p3)

Parameter & (p)

Paratneter 7 (p7)

Parameter & (pd)

Paratneter 9 (p9)

Parameter 10 (p10)

[ Savelllpdate ][ [ralate ][ Back ]

The Connect page URI contains the path to the client that is started below the communication
tunnel applet in the web browser. This page can be changed to a customized page if desired.

Note
The parameter names can differ depending on which template is used for the specific
menu entry.

4.4.3. Change View Order

A new menu entry will always be positioned at the bottom of the menu entry list. It is often
desirable to change its position, which can be done with the M ove function. Below is a menu entry
list.
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These seltings are Dnigue for each Virkial Host,

Menu entry Resource Move
Contral Center Move
Mezsage Center Movve
----------------- horve
Outlook Weh Access dema-owa horee
File Share dema-smb Move
Remote Desktop remote-desktop Wove
Demo FTP demo-ftp Mowve
S5H Tunnel localssh Morve
MNetwark Connector More
----------------- Morvee
Clawvister clavistercom Move
Google google Movve
----------------- Maorve
S50 Handler horee
User Settings Mowve
Change Pazsword Wove
WRC YNC-reS0urce Move
Change SMS Token Passwiord Mo
Change SMS Token Password Mowve
Telnet telnet Moree

Add nesw entry..

To edit a menu entry position click on Move. Arrows will appear to indicate where it is possible to
insert the entry.

For example, if you like to move the menu entry Telnet, click on the link M ove on the row where
the entry Telnet islocated.

These sellings are Whighe for each lAinnal Host,

Menu entry Resource Destination
Control Center L3
Meszage Certer L3
_________________ L$
Outlook Weh Access dema-ovea L
File Share dema-smk L3
Remote Desktop remote-deskiop L]
Cemo FTP demo-ftp L3
S5H Tunnel localssh Ld
Metwork Connector L
_________________ L%
Clavister clavistercom L3
Google google L]
_________________ L§
S50 Handler L
Lzer Seftings L
Change Password L
YNNG YMC-rES0UNCe L3
Change SMS Token Passwoard L
Change SMS Token Pazsward L
Telnet telnet

L9

Click on an arrow to place the entry in another position in the list. The entry will be inserted above
the selected line.

Change Web Token Password is changed to Change Web Password so that the text fits on one line
without wrapping.

Thisis done by clicking on the Change Web Token Password text.
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Resource type Change WebToken Password
Description Change Web P asamord
Only For OS5

Avtostart Group Ho Autostart | w
Hide Mavigator |
Autastart Mavigator |

Open in & new window [

[ Saveilpdate ][ Delete ][ Black ]

Finally, a separator is inserted between Your IMP Mailbox and PC-Anywhere test by adding a new
separator entry and then moving the new separator to the right location.

Select the rezource to add & menu entry for;
P# Menu Separator HERD

Select # Menu Separator and click Next.

The nev separator has heen
successully added to the menu.
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The authenticator sub-menu is only available if an authenticator license has been installed. The
authenticator module turns the Clavister SAG server into a RADIUS capable authentication server.

Figure5.1. The Authenticator Menu

¥ Authenticator
RADIS Settings
Authenticator Clents

RADIUS Settings

These sellings are common for aif Yirtual Hosts.

Global Settings
Lizten Part 1812

Challenge Text Enterthe SMS P assmord
Inwalid Login Text | Invalid SME Pasaverd supplied

Save / Update

* Listen Port
The UDP port which Clavister SAG will listen for RADIUS request on.

e Challenge Text
The challenge text that are sent to the RADIUS Client when an authentication regquest has
succeeded.

e Invalid Login Text
Thetext that are sent to the RADIUS Client when an authentication request isinvalid (If the user
name or password are incorrect).

Authenticator Clients

These seitings are common for all Virthal Hosts.

Hame IP Adddress Shared Secret
Ferver 1040123 ---- Secret -

Add nery server..

* Name
The client's name, this can be any name.

» Shared Secret A shared secret that the client and Clavister SAG share to hide user passwordsin
the RADIUS requests etc.
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 Add new server This text is clickable, and is used to add new RADIUS clients. To Edit a
RADIUS Client, the administrator can click on the client name.

To edit aRADIUS Client, the administrator can click on the client name.
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¥ Server Settings
Appliance Settings
Genersl Settings
Supetvision Settings
Mocle Settings
Metwark Connector
LDAP Settings
URL Converter
Wirtual Hosts

6.1. General Settings

Some general settings for Clavister SAG's basic functions are to be found here. Note that the
information about virtual hosts will only be visible if virtual hosts are configured.

The seltings below are common for all Virtual Hosts.

Certificate Settings
Default Hostrame szl ol avister.com
Ceificate File testeertificate . p12

EEEEEEETRTIEET

Cetificate Password

Log Settings

Log &)l Reguests O
Compress Log Files
Remave Old Log Files
Remowve Log Files Older Than B0 | days

Miscellaneous Settings
Seszsion Independert Resource Handling |:| (Requires wildcard cetificate)

U= hultiple Browser Windows Fi
The following seltings are Dnigie for each Wivnal Host,

SMTP Server
SMTP From &ddress

Language auto | W

Group for Prioritized Users priousers ~
Preferred Internal Authertication
Public Remate A=sistance
Bind Se=sion to Client IP Address
Farweard client user-agent

Perzistent Single-Sign-Cn

HEEEOZY
LR
o

Javazcript to open nesw windowes

Save f Update

Certificate Settings

Information on the certificate Clavister SAG should use.

63



6.1. General Settings Chapter 6. Server Settings

Default Hostname
The DNS name Clavister SAG should use. For example: webaccess.company.com.

Certificate File

Name and path to the SSL certificate file. The certificate must be in PKCS-12 format. We
recommend that the certificate file is stored in the root directory. For example:
webaccess.company.com.pl2.

Certificate Password
The certificate password, which is necessary in order for Clavister SAG to read the private key
from the certificate. For example: SeCrEt.

Log Settings

It is possible to decide if everything should be written to log, and if log files should automatically be
compressed or deleted after a certain time.

Log All Requests
If not activated, only requests of type text/html will be written to the log. If activated every
HTTP and HTTPS request will be written to log. The recommended option is deactivated.

CompressLog Files
If activated, the log files will be compressed using gzip.

Remove Old Log Files
If activated, the log files will be removed after xx days, see below.

Remove Log Files Older Than
If the Remove Old Log Files option is activated, Clavister SAG will remove al log files older
than the time specified here.

Miscellaneous Settings

Session Independent Resour ce Handling (SIRH)

This option makes it possible to access several internal web resources simultaneously without
any loss of performance or functionality. This option is required when running a Clavister SAG
cluster.

An extra DNS record has to be assigned to the DNS server in order to setup SIRH. For example
if the Clavister SAG server is named login.company.com there has to be two DNS records. The
first will handle login.company.com and the second will handle *.login.company.com. The DNS
records shall point to the Clavister SAG servers.

Note
This is only valid in NONE cluster configurations. In a cluster a subzone must be
created that uses Clavister SAG as DNS servers.

An example of aBIND v9 configuration:

$TTL 86400
@ IN SOCA nsl. conpany.com donmai ns. conpany.com (
2004010101 ; seri al
86400 ; refresh
3600 ; retry
1814400 ; expire
86400 ; default_ttl
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)
@ I'N NS nsl. conpany. com
| ogin I N A 10. 24.19. 2
*. login I N A 10. 24.19. 2

A wild card certificate must be installed in order to use SIRH securely. Contact Clavister
support to get more information about wild card certificates support@clavister.com.

e UseMultiple Browser Windows
This option allows each resource to be opened in a separate web browser window. It is
recommended to use Multiple Browser Windows only if SIRH is activated.

e SMTP Server
The IP-address to the SMTP server that will be used to send emails.

e SMTP From Address
Thisisthe address from which Clavister SAG will send email messages.

e Language
Choose which language Clavister SAG should use. If set to Auto the language depends on which
language the web browser supports. You can choose between English and Swedish support to
force a specific language. The Control Center language is always English. For further details,
see Chapter 11, Modification of Pages.

* Group for Prioritized Users
Licenses are normally allocated per logged-in user. This may cause the system to run out of
licenses at certain periods when many users are logged on to the system simultaneoudly. To
solve the problem with accessibility that may occur when many users are logged on, you can add
administrators and other important personnel to the Prioritized Users group.

All users that are members of the group specified here, will be alocated a license for 30 days.
Thiswill guarantee access even if there are many users using Clavister SAG.

* Preferred Internal Authentication
Selects which authentication method should be used against an internal resource if multiple
authentication methods are available. The recommended method is Basic.

» Public Remote Assistance
If checked, Request Remote Assistance will show up on the login page.

Figure 6.1. Request Remote Assistance

* Bind Session to Client IP Address
If activated, each session will be bound to the |P address that the user logged in from. If a user's
IP address is changed during a session, this session becomesinvalid.

e Forward client user-agent
If activated, Clavister SAG will forward the web browser in use to the internal resources. If not
activated, Clavister SAG will instead indicate that the users are using Clavister SAG as web
browser.

e Persistent Single-Sign-On
If activated, Clavister SAG will store the Single-Sign-On database in encrypted form to the hard
drive. Thisis useful since the database will not be cleared when Clavister SAG is restarted.

» JavaScript to open new windows
If checked Clavister SAG uses JavaScript to open new windows instead of target= in the HTML
code. Thisisdefault. If JavaScript is not used, Clavister SAG is not able to close the windows.

65



6.2. Supervision Settings Chapter 6. Server Settings

6.2. Supervision Settings

It is possible to let Clavister SAG send SMS messages to system administrators to let them know
that something has happened. Messages can be sent if the number of free licenses is less than some
number, if auser account islocked or if some rare system error has occurred.

The settings below are cormmok for aif livthal Hosts.

Activate SMS Types
Mearly or completely out of licenses

U=zer account tempararily locked
System errors
Thresholds

Limit that Alarms can anly be sent once every
given kindte, A valie of i minwtes meahs that
an alarrn will be sent Immediately repardiess of
when the last alarm was sent.

Mearly or completely out of licenses l minutes
U=zer account tempararily locked o minutes
System errors &0 minutes

Send warning when only the specified amount
of lcenses or less gre avallabie.

Mearly out of licenses k] licenses

Spectfy the cell phope pimbers that alarims shall be sent
to belaw. Separate numbers with commas.

Exautple:+467 353123406, + 3584761 23456

Mumbers

Sawe § Update

Activate SMS Types
Each checkbox is used to activate or deactivate a supervision SMStype.

Thresholds

The threshold text boxes are used to define the minimum number of minutes between
supervision SMSs. For example, if the number of minutes is set to O for Nearly or completely
out of licenses, anew SMSis sent directly every time a user is logged in and the number of free
licensesislow. If it is set to 60 minutes, the time between SMS'sis at least 60 minutes.

The Nearly out of licenses box is used to define the number of free licenses that is needed
before the server sends warnings about it.
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6.3. Node Settings

The node settings are only visible if Load Balancing is active in the Clavister SAG license. The
Clavister SAG cluster function is configured here.

Configure General Mode Settings. .
List and Configure Connected Modes ..

Configure Internet Connection Tests...

General Node Settings

The seftings below are caminoh for all lirhal Hosts,

Balance Type

Round Robin O
Adaptive ® [Recommended)

Remote Sessions

Migrate Session &
Rediract Cliert ) (Recommended)

Miscellaneous Settings

Cluster Interface Undefined |4
DM Time to Live (] seconds

e BalanceType
The load balancing type determines the strategy for the load balancing. The choices are;

* Round Robin - the cluster nodes will be selected in around robin style.
« Adaptive - the node with the least load at that particular time will be selected.
* Remote Sessions

e Migrate Session - Clavister SAG migrates the session to the other node so it can use both
nodes with the same session.

* Migrate Session - The node where the session is not active redirects requests from the
session to the other node where the session was created.

e Cluster Interface
The network interface that will be used for cluster traffic.

» DNSTimeTolLive
Sets the number of seconds that the DNS entry is allowed to be cached. The default is 1 second.
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Node Information

Hode Type Status CPUUsage Memory Usage Version Sessions
. . E.13 TR3E
200 Primary Active 0.0% 28.3% £12938) 1

The node information display contains information about configured nodes

* Node
This column contains the node IDs. The node ID is equivalent to the last 8 bits in the IPv4 IP
address. It is possible to click on the node ID to configure the specified node.

 Type
The Type column indicates if the node is the primary node or a slave node.

» Status
This column contains the status of the node. See the explanation for Status below for
information about the different states.

e CPU
This column indicates the CPU usage for each node.

e Memory
This column indicates the amount of memory consumed for each node.

» Disk
This column indicates the amount of disk space used for each node.

 Version
This column indicates the version for each node.

» Sessions
This column displays the number of session registered in each node.

The administrator must configure all new nodes in the Clavister SAG cluster. This is done by
clicking on the node number in the node list.

Node Settings Fields
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Hetwork
Thiz Mode's Cluster [P 192165101 200

DHS Settings

It is possible to reply with different IP addresses
depending on who iz requesting an 1P address

This iz useful when several Netwaork Interfaces are used.

Note: Onlythe address poals from the defauit

LA fetal Host will e Qe
Address Pool IP Address
Default [ External F5.1 1.1894.34
Lizabled W
Lizabled W
Lizabled W

Status Information

Status Active

Type Primary

Yersion 6.1.3 TR32 (12828)
CPU Uszage 1.0%

Memory Usage 27 0%

Mumber of Sessions 1

Control Settings
Preferred as Primary F

Avoidance Factar o

[ Restat Semice ][ Save ][ Cancel ]

 ThisNode'sCluster |P
This field shows the cluster address of this node. It is the first address of the defined cluster
interface of this node.

» DNS Settings
The DNS Settings are used to define what |P should be used to connect to the Clavister SAG
server. Users might refer to the Clavister SAG server using different 1P addresses if they are
connecting from different networks. Clavister SAG looks at the IP of the requestor and tries to
map it against an address pool to figure out which address to return. See Section 4.2, “ Address
Pools”

Note

The administrator must always activate the node by pressing the Save/Update
button before the node can become active.

The Statusinformation is:

o Status
Thisfield displays the present node status. The following status information is available:
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* Not Configured - The node has not yet been configured.

e Initializing - Used in the startup phase.

* Negotiating - Used during the negotiation phase between the nodes.
* Not Responding - When the server is not responding.

» Offline - When the server is offline.

» Active- Thenodeisin normal operation.

* Type
Thisfield indicatesif the nodeisin primary or slave mode.

 Version
Thisfield indicates the Clavister SAG version.

 CPU Usage
Thisfield indicates the CPU usage for the node.

* Memory Usage
Thisfield indicates the amount of memory consumed by the node.

e Disk Usage
Thisfield indicates the amount of disk space consumed by the node.

* Active Message Threads
Number of cluster messages that are currently being processed by the node.

*  Number of Sessions
This column displays the number of session registered in the node.

The Control Settingsare:

e Preferred asPrimary
If this parameter is set the node will be forced to be the primary node.

* Avoidance Factor
An integer value with a default value of 0. Increasing the value increases the probability the
cluster does not choose this node. Decreasing the value increase the probability the cluster does
choose this node

The buttonsin thisdialog are:
* Restart Service
This button will restart the node.
* Save
This button will activate every change made to the node settings. This button is also used when

the nodeis in the state Not Configured to configure the node.

* Cance
This button will cancel any changes made in this dialog.

Internet Connection Tests
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When running Clavister SAG as a cluster, different nodes can use different Internet connections to
ensure that the cluster always can be reached. When a node has lost its Internet connectivity, it lets
the other nodes know that is no longer available. The Internet connection is monitored by checking
the connection to up to five different hosts using ICMP Ping.

The seltings below are coratnab for aIf lAiRal Hosts,
Hosts to send ICMP echo requests to (ping)

Erter one ar more servers that echo requests will be sent to, in order to check if
the Internet connection is up or doven.

If the connection iz considered down, the node that detects this will be marked a=
Offline. This is very useful when multiple Internet providers are used in a cluster.

Leawve the fields helow blank to disable this festure!

Host 1
Haost 2
Host 3
Host 4
Haost &

Erter how many hosts that are allowed to be down before the connection is
considered dowen (Host Threshold).

Example: if setito 0 the connection will be cansidered down i any host does pot
respond o ping, ¥ setto 3 the connection will be consldered dowh when 4 hosts
does not Fespond to ping,

Hiozt Threshold [u]

Save Cancel|

e Host 1-5
Each line can hold the IP of ahost to ping

* Host Threshold
The number of hosts that is allowed to fail the ping before setting the node offline.
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6.4. Network Connector

The network connector is used to get traditiona VPN functionality through Clavister SAG. The
network connector requires client software that is distributed from the network connector web page
in Clavister SAG. There are three different parts to configure for the Network Connector:

Configure Client NS, WINS and Routing Tables
Configure Client Metworks

Configure Access Contral

DNS, WINS and Routing

It is possible to specify different routing tables for different user groups. This can be useful if it is
desired to set different DNS and routing settings for consultants and employees for example.

These settings are unigue for each |Ainnal Host,

Talle Hame
Default Settings

Add new table...

When the link Add new table is clicked, the configuration page for the new table is displayed. If
tables are already defined, clicking on their namein the list displays their configuration.

Mame Conzultants

IP Address
Frimaty DMNS 10.4.0 123
Secondary DN
Primary WMS 10.4.0.124
Secandary WINS

IP Address Mask
Route 1 10.4.0.0 [aRL
Route 2 !
Route 3 !
Route 4 I
Route 5 !

[ Sawe [ Update ][ Cancel ]

* Name
The table name.
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Primary and Secondary DNS.
IP addresses to the primary and secondary DNS servers that shall be used by the connecting
clients.

Primary and Secondary WINS
IP addresses to the primary and secondary WINS servers that shall be used by the connecting
clients.

Routel, 2,3 ... 32

Thisisthe client routing entries. It is possible to specify up to 32 networks or hosts that shall be
routed. It is also possible to specify that all networks should be routed to Clavister SAG. The
best way to do thisis to specify two routes; the first 0.0.0.0/1 and the second 128.0.0.0/1. Thisis
done to allow windows clients to get a better default route with alower metric.

Network Configuration

It is possible to configure different network connector settings for different user groups. By defaullt,
the network configuration has only one row, which appliesto all groups.

These sellings are ynigue for each Virtnal Host,

Warning: The Network Address mast NOT be the same as in any ather Wirtual Host. twill resuit in a
cantlict and the same client IP address can be dsed by several clients, which will Fesalt in communication
faiftre.

Group Hodle Adidress f Mask DHS, WIHS & Routing
Ay 200 192168004 24 Default Settings
Acld & nevw netweork configuration...

To add a new rule in the network configuration, press the Add a new network configuration link.
A new row is displayed.

Group
The user group that this row should apply to.

Node
The Clavister SAG node that this row should apply to. This option is only displayed if Clavister
SAG is configured to run load balancing.

Address/M ask
The connecting clients that match this rule should be assigned an I P address from this network.

DNS, WINS & Routing
The name of the routing table to be used.

Access Control for the Network Connector

Thisis used to set up the access control for the network connector. This is done by adding rules to
the list which tell the system when to alow the network connector to run. Each line defines the rules
for one group of users.
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Group Auth. Enc. IP Adldress

admins Ay Medium Ay Time

Aldd newy rule. .
 Group

The group of users that this rule applies to.

e Authentication (Auth.)
Which level of authentication to be required for using the network connector.

* Encryption (Enc.)
Thelevel of encryption that must be met to use the network connector.

* |PAddress
The address pool a user must belong to in order to use the network connector.

« Time
When a new row is added and the authentication, encryption and IP address fields are
completed, a link with the word Time appears next to the other fields. When pressed, the time
control for the network connector is displayed. It is used to set up the timing properties for the
network connector. It worksin the same way asit does for the general Access Control.

Day Hone  Range From Until

Monday

O

Tuesday
Wednesday
Thursday
Friday
Saturday

IONONONCNONCNOR-
ONCHONORONONE)
(OO NONONS]

Sunday

(¥ Y- MAED0)
“alid From a - From Any Date

“alicd Until a H Lrtil Foreswver

The topmost part of the time control is used to define what time of week the network connector
should be available for the selected user group. Each day of the week has three radio buttons:

e All - Makesthe network connector available for that entire day.
* None - Disables the network connector that day.

* Range - Enables the network connector between the times defined in the drop-down boxes
From and Until.

The Valid From line is used to define a first date at which the network connector is available.
Checking the From Any Date box makes the network connector available immediately. The
Valid Until line is used to define the last date at which the network connector is available.
Checking the Until Forever box makes the network connector available indefinitely.
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The Network Connector Client

The Network Connector Client is a piece of softwarethat isinstalled separately on a Windows based
workstation connecting to the Clavister SAG hardware.

When the network connector is initially accessed, the screen will ask if the network connector client
isto beinstalled as shown below.

MNetwork connector established

The networl connector has been started.
Click here to shut down the network connector %

Download the windows client

If theinstall option is chosen then an install wizard launches to install the client.

-,

I Clavister Metwork Connector 1.0.4 Setup E]

Choose Install Location
Choose the folder in which to install Clavister Mebwork Connector 1.0.4, c

Setup will install Clavister Metwork Connector 1.0.4 in the Following Folder, Toinstall ina
different: Folder, click Browse and select another Folder. Click Install ko skart the installation.

Destination Folder

C:\Program Files)Clavister Metwork Connector|

Space required: 277.0K6
Space available; 21.5GE

[ Install ] [ Cancel ]

Onceinstalled, the presence and mode of the client is shown by an icon in the windows toolbar.

2 F 113 DT 13 DB 1134
Connected Idle Connecting

The client operates by creating a secure tunnel between the Network Connector Java applet running
in the browser and the Clavister SAG and then routing al Internet traffic though this tunnel. The
client creates a route on the Windows PC to perform this routing. The browser has to be open with
the Java applet running for the tunnel to operate.

More Client Details

The client functions by listening on alocal TCP socket to get information from the Clavister SAG
Java applet that runs in the user's web browser. It operates like aVVPN client but instead of replacing
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the Window's I P stack, it makes use of the transmissions sent by the Java applet. This means that all
traffic goes via TCP port 443.

With the network connector, the client gets an extra | P address from the server and the choice can be
made to have a"split tunnel” or if all traffic goes through the tunnel.

Configuring a Security Gateway with the Network Connector

It is important to configure a security gateway in a particular way for the network connector to
function correctly. One of the reasons for this is that when the network connector is used, no NAT is
performed on the Clavister SAG. The steps for configuration are as follows:

» Create aroute on the security gateway to say on which interface the network connector range is
found.

» For example, the network connector |P range may be found on ifl of the security gateway and to
reach that IP range it may be required to go through the Clavister SAG's interface IP address
that's connected to the ifl interface. Therefore, on the same route you must configure the
external |P address of the CSAG as the route's gateway.

The need for this configuration is also because of the MAC and IP addresses issues involved but this
section will expand not further on this point.
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6.5. Local Database Settings

Clavister SAG can be used with an internal database or an external LDAP, for example, eDirectory,
Active Directory or OpenLDAP. The LDAP attributes that Clavister SAG uses with the external
LDAP are explained here.

If you want to use the local database keep the settings shown below.

Database Settings

These settings are unique for sach Virtual Host.

Server Type (requires restart)
Built in @
External &)
Extzrnal uzing encryption O

Cache Settings
IMax Cache Age 120 |=zeconds

An external LDAP example is shown below which illustrates ActiveDirectory usage.
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Server Type

Built in

External

External uzing encryption

Uzer Password Handling
Allow Pazsword Change

Warn time:

Cache Settings
Max Cache Age

Connection Settings
LDAP Server and port

User (dn)

Passward

Search Settings
Use nested groups

UU=zer search base
Group gearch base
Clavister SAG Group
Use user location in ACL

Container objectClazzes

Object Classes
Product objectClazs

Uzer objectClazs
Group objectClazs

Attributes
Load default zettings for:

U=er Legin ID

Group ID

Surname

Given name

Group memberzhip
Distinguizhed name
‘Web Password

Web Timeztamp

Web Old pazzword lizt
SMS Number

SMS Paszword

SMS Timestamp

SMS Old password list
Status

Login fail

Legin fail timestamp
e-Mail address
Comrment

Expires

Custom Fields

The custom fields can be vsed &5 parameters for dynamic content

(requires re=tarty

&} eDirectory (&)
® Active Directory @
&} Other LDAP Service &

[re_Joeve
seconds

(requires restarty
[10.8.1.20 IEE

|Chl=Ed|.||:s.tion User 1,CN=Users, DC=demeo,DC=clavister, DC=com

|CN=LFSE|S.DC=demB. DC=clavister, DC=com

[DC=dema, DE=davister, 1C=com

|CN=5AG—A.OU=5AG. DC=demo, DC=clavister, DC=com

|nlgan izationallUnit

| (Separate with comma)

5=

|petsnn

|gr{:up

| Keep Cument Settings | W

| samaccountname

[en

|SI'I

|givenname

|mernbeﬂ}f

|distinguish=dhame

|sa.gWebPassttd

|sa.gWebPasm‘{m:lTimEtamp

[sagWebOldPasswordList

|mobi|e

|sagSMSPassword

|sa.gSI'u1 SPassword Timestamp

|sagSMSOIdPasswordList

|sa.95tatus

|sa.gL{:-ginFaiI

|sa,gL{:ginFaiITimEtamp

|mai|

|sa.gCDmment

|SagExpires

&.4. in the menu. They are accessed with PARM{Idap 1}, PARM{Idap2} efc.

Custom Field 1
Custom Field 2
Custom Field 3
Custom Field 4
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The Server Type specifies if the database is external or local and if the connection should be
encrypted. The settings are:

e Builtin
A local database is used to store users and groups. The users and groups can be fully
administered from Control Center.

» External
If external is chosen, Clavister SAG will get user and group information from an external
LDAP. The administrator can not create, edit or delete users and groups from Control Center.

» External using encryption
The connection between Clavister SAG and the external LDAP is encrypted. Otherwise the
same as External.

The Password Handling section isonly visible if an external directory is used. The settings for this
are:

* Allow Password Change
This feature works only if the connection between the Clavister SAG and the LDAP server is
encrypted.

* WarnTime
See For ce Password Change above.

The Cache Setting setting is:

» Max CacheAge
The maximum time that Clavister SAG is allowed to cache user information from the loca
database or external LDAP server.

Connection Settings specifies |P address, port and account information for the LDAP server. The
settings are:

* LDAP Server and Port
The IP address and port number of the LDAP server. If the LDAP server uses encryption,
stunnel must be installed on the server. stunnel isincluded with Clavister SAG.

e User (dn)
The Full distinguished name (DN) for the user account used for login on the LDAP server. For
example: cn=LDAPuser,ou=users,o=company.
» Password
The user account's password.
The Sear ch Settings settings are:
e Usenested groups
If checked, Clavister SAG is able to use nested groups from the external directory.
* User search base
Sets from where in the LDAP tree the search for users should start. Usually from the tree's root

level but can be changed when needed.

» Group search base
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Sets from where in the LDAP tree the search for user groups should start. Usually it is from the
tree's root level but this can be changed when needed.

» Clavister SAG Group
Full DN for the Clavister SAG's general user group, users must be members of this group for
Clavister SAG to find them. Example: cn=SAGUsers,ou=groups,o=company

* Useuser location in ACL
If checked Clavister SAG can use the container of a user in the access control. When activated,
containers will also be listed in the Import groups section of Users and groups. If a container is
checked, it isincluded in the list of available groups to select from in the access control.

» Container objectClasses
What object classes to regard as containers are defined here. Example: organizationalUnit.

Note
Clavister SAG must be restarted if the Search Settings are modified, in order for the
change to take effect.

The Object Classes settings are:
» Clavister SAG objectClass

The name of Clavister SAG's abject class.

» User objectClass
The name of the LDAP object class to identify users, in most cases person is used.

e Group objectClass
The name of the LDAP object class to identify user groups, in most cases groups is used.
These values will be changed when you choose a value below in Load default settings for.
The LDAP Attributes settings are:
* Load default settings for
If this selection is set to any other value then Keep Current Settings, the proper attribute settings
for the selected directory server will be stored when the Save/Update button is clicked.
The following presets are available:
» Active Directory
« eDirectory/NDS
e Builtin

e User Login ID
Attribute for user'slogin id. This attribute must be unique.

e GrouplID
Attribute used by groups.

e Surname
Attribute for user's surname.

» Given name
Attribute for user's given name.

e Group membership
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Attribute for the group memberships of the user.

» Distinguished name
Attribute for the distinguished name of the object.

*  Web password
This attribute contains a hash of the user's password for Web Token. Clavister SAG must be able
to change this attribute.

*  Web timestamp
This attribute contains the time of the last change of the user's Web Token password. Clavister
SAG must be able to change this attribute.

*  Web old password list
This attribute contains hashes of the user's previous passwords for Web Token. Clavister SAG
must be able to change this attribute.

*  SMSnumber
This attribute contains the user's cell phone number. Clavister SAG must be able to change this
attribute.

» SMSpassword
This attribute contains a hash of the user's password for SMS Token. Clavister SAG must be
able to change this attribute.

e SMStimestamp
This attribute contains the time of the last change of the user's SMS Token password. Clavister
SAG must be able to change this attribute.

e SMSold password list
This attribute contains hashes of the user's previous passwords for SMS Token. Clavister SAG
must be able to change this attribute.

» Status
This attribute contains the status value for Clavister SAG. Clavister SAG must be able to change
this attribute.

* Login fail
This attribute counts the number of failed logins made by the user. Clavister SAG must be able
to change this attribute.

* Login fail timestamp
This attribute contains the time of the latest failed login for the user. Clavister SAG must be able
to change this attribute.

* eMail address
The email address for the user. This attribute is used by Message Center.

*  Comment
When this attribute is configured, a comment field will be displayed for each user in the user
administration.

e Expires

If this setting is used then the expiration date of a user can be set using Control Center. An
expired user can no longer log in.

Custom fields are used to get custom dynamic information in menu entries and in the access
control. It is very useful if the user id is set to the users email address but the home account is a
regular user name. For instance if the user Bob logs on to Clavister SAG with the email address
bob@company.com and the aim is to restrict Bob to only be able to see files in Bob's home folder
which is named bab, then the administrator can map the LDAP éattribute for the user name (bob) to
customize parameter 1 and then use PARM{Idap1} in the menu and access control.
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LDAP Connectivity Test

This tool can be used to check if the connection between the LDAP server and Clavister SAG is
good. It can also be used to test if the LDAP user name and password are correct. This test will not

modify any attributesin the LDAP directory.

To start the test, click on LDAP connectivity test.

Connecting to LDAP Server (127.0.0.1,359)

Set LDAP-protocol to version 3

Binding to server with user 'ch=admin de=local'
Performing user search (objectclazs=perzon)
Performing group search (ohjectclass=groupOfMames)
Clozing LDAP connection ...

RETURM

Ok
Ok
Ok
Ok

Ok
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6.6. URL Converter

The URL Converter is used when Clavister SAG communicates with a resource of the types HTTP
or HTTPS. The URL Converter scans all web pages for certain patterns in order to find absolute
links. These links are translated to the DNS name of Clavister SAG.

There are two pattern pools available by default in Clavister SAG. The first is named Normal and
cannot be edited by the administrator. The second one is named Minimal which only contain a few
search patterns. The latter is, for instance, used for Lotus Notes.

These seltings are ynigue for each Virtnal Host,

Pool Hame
Minimal Celete

Acld newy poal...

* Pool Name
Thisisthe name of the pattern pool.

» Delete Click on the delete link to delete the pattern pool. All resources assigned to a deleted
pattern pool, will automatically be assigned with the Normal pattern pool.

Adding and Editing a Pattern Pool

To add a new pattern pool, click on the Add new pool... link. To edit a pattern pool, click on the
pool name.

Pool Hame

Mlinimal

Patterns

Enter one pattern st each line inthe text fisld below.

href
3L

Save [ Update

* Pool Name
Thisisthe name of the pattern pool.

» Patterns A search pattern is entered on each line in the Pattern field.
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6.7. Virtual Hosts

The concept of virtual hosts enables a Clavister SAG server (or acluster of servers) to act as two or
more separate servers, with separate URLS, user databases and configurations, but with one
certificate.

If one or more virtual hosts are defined, a dropdown box appears in the top left of the control center.
This box alows the administrator to select which configuration to edit, either the default
configuration or the configuration for one of the virtual hosts. Some of the configuration is common
to all virtual hosts and some are defined separately. If virtual hosts are configured on the server, a
text appears on each configuration page in the control center, telling the administrator if that part of
the configuration is common for al or is specifically for the selected virtual host.

Muitinle host names cah be specified separated by commea.

Il Host Hame(s) Description
1 education example.com Edlucation

e Id
Thevirtual host id is automatically generated and is used internally in Clavister SAG.

* Host name
The host name is the URL to which clients connect to log in to a virtual host. Multiple host
names can be specified delimited by commas. NOTE that the user must connect to the host name
using HTTP.

» Description
The description is the name of the virtual host that is used in control center.

To add a new virtual host, press Add new server. When a virtual host is created, the Clavister SAG
server generates configuration files and folders for that host. When a virtual host is deleted, these
files are removed.

Note
If a virtual host is deleted, so are the configuration and all other files for that virtual
host. Thiswill cause problems for all users connected to the virtual host at that time
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Figure 7.1. The Client Settings Menu

Chapter 7. Client Settings

* Client Settings
Uzer Agerts
Timeout Settings
Layout Settings

7.1. User Agents

Clavister SAG can be configured to function differently depending of which web browser is used.
The functionality of the different web browsers can be set here.

These seltings are coreean for &if ivtual Hosts.

User Agents

mozillad 0 Yoompatible; wmsiehsiS+ eSS+ S sms search (15+) robot
mozilad 0 Weompatible; wmsigh=(S+) amac 0§

mozilad 0 Y compatible; wmaig=0S 4008 e+ 505

mZillzrs 0 e i+ e L) geckond+ 5

mozila's 0 Wmacintosh; i+ s+ 21 geckold+ (e 0S5

mozillars 0 s e+ s+ 20 geckofds [s+0S+]* (IS+0S+)

mozillad 0 Yeompatible; msie 5s0we+) M 0soperaiz([L0-91 Nns+]

java plugin

mozillaid .0 e Javal )

mozillaid [0-8]+ Yoompatible, MSIE [0-90.]+ symbian osh) opera ([0-91]+)s
mozillar2 0 Yeompatible; msiels] 2350 2 s+ s 24032005

mozillard 0[0-9]7 W+ sl 20 S 0henet front il *)
[SonyEricsson[wed]+ 10 [wad]+)

mozillars. D Yeompstible; konogueror =) el X

mozillars. 0 galeond st {11 s

mozillars 0% = s is( 5 1) Mesafarilicy)

aperal s+

mozillai 4. [1-9][0-917 1 S+ WS+ s (e e 2

Microzoft Data Access Internet Publishing Provider Cache Manager
MEFrontPageitS+)

Microzoft Office Protocal Discovery

Mazilars 0 Yoeompatible, GooglebotiS+); whittp: e google comibot bitmi)
Secure Connectar \Yersion (Ws+) 1 LAYE

Add newy agent. .
Test agent...

Comment

Microsoft Search Robot
Internet Explarer on Mac
Irternet Explorer

fozilla

Gecko based eg. Firefox and Netscape == version & on Mac
Gecko based eg. Firefox and Metzcape == version §

Opers

Jara Wil

Jawa Whi

Opera on Symbian

Internet Explarer on PocketPC
Metfront on PocketPC

Sony Ericsson PSO0 & PA0O
Kongueror

Galeon

Safari

Opers

MNetzcape 4.x

Microsoft Cache Manager
Microzoft FrontPage
Microsoft Office Protocol Discovery

Universal Client

Move
Maove
Maove
Mave
o
Move
Maove
Mo
havee
o
have
Move
o
o
Move
hove
Maove
Mave
e
Move
Mave
Move
havee
o

The components of this display are:

e User Agents

This column contains regular expressions that will match the User Agent. The User Agent is
sent in the HTTP protocol from the client to the Clavister SAG server.

e Comment

A comment only used by the Administrator for a better overview of the specified agents.

e Move

Used to move an entry up or down in the list. User Agents that are more common should be

placed first in the list for performance reasons.

* Add new agent...

Thislink isused to add new regular expressions.

e Test agent...

Thislink is used to test which regular expression matches a specific User Agent.
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Note
If changes has been made, they will not take effect in the tests until the Clavister SAG
configuration has been reloaded.

Add New User Agent

Regular Expression

Index Static String
Broweser Mame
Browszer Yersion
Operating System
Comment
Handles Error Body The broveser can handle custom error messages (most browsers can)
Handles Javascript It not checked, a simple version of Web and SMS Token can be used
Handles Java If not checked, Java will not be used for YWeh and SMS Token
Stmall Screen D Many pages will be optimized for a small screen
Local Tunnel D Locally installed Communication Tunnel (typically a handheld device)
Mo Broweser |:| Login procedure is not perfarmed by & web browser.

[ Sawe § Update ][ [eleta ][ Back ]

* Regular Expression
Regular expressions are used to parse User Agent strings sent from the web browser to the
Clavister SAG server. A regular expression can match strings that are aimost the same all the
time. The string may contain version information that may differ from one User Agent to
another depending on the version of the web browser.

The version information can also be used later to indicate which browser version a specific user
uses.

* Index/Static String
It is possible to hard-code the browser name and version as well as the operating system name in
the Static String field. It is aso possible to collect that information from the regular expression.
This is done by grouping matches between parentheses. In this case the group number is
specified in the Index field. The first group has the number 1, the second group has the number 2
and so on.

* Browser Name
These settings are used to set the browser name or the group index to use as browser name if this
regular expression matches the User Agent.

» Browser Version
These settings are used to set the browser version or the group index to use as browser version if
this regular expression matches the User Agent.

» Operating System
These settings are used to set the name of the operating system or the group index to use as
operating system name if this regular expression matches the User Agent.

*  Comment
This is a comment that is used by the administrator to get an easy overview of all regular
expressions.
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e HandlesError Body
If set, the web browser can handle customized error messages. Except for Microsoft Java VM
most browsers handle this properly.

» HandlesJavaScript
Indicates that the web browser has JavaScripting capabilities.

* HandlesJava
Indicates that the web browser has Java capabilities.

* Small Screen
Indicates that the web browser is run on a device with a small screen, typically a pocket device
such asaPDA.

* Local tunnd

This checkbox is reserved for future functionality.

* No browser
Login procedure is not performed by aweb browser.

Testing User Agents

Hote that you have to reload the configuration file before any new or changed
Regular Expressions will take affect.

User Sgent

Test Back

e User Agent
The User Agent, which must be tested for a match.

User &Agent: Microsoft Office Protocol Discovery

Broweser: Protocol Discovery
Wersion:
05 Windows

Errar Body: true
Javascript: falze
Java: false

Small Dizplay: false
Local Tunnel: false
Custom Login: false

All data specified for the matched regular expression will be displayed as well as the dynamic
values such as browser version etc. If no regular expression matches a message will be presented
indicating that nothing matched the tested User Agent.
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7.2. Timeout Settings

Thetimelimitsin Clavister SAG can be set here.

Global Session Timeouts

Glehal Session Timeouts

hz iclle time: 10 |minutes
Warn before timeout 50 seconds
Max unused age 180 |seconds

Configure Individual Timeowuts

Save [ Update

Globa Session Timeouts are time limits for user sessions. It is aso possible to set up individual

timeout settings by clicking on the Configure Individual Timeouts link.

« Maxidletime

The maximum time a user can be idle before she is automatically logged out from Clavister

SAG.

*  Warn beforetimeout

A warning is sent to the user before she is automatically logged out from Clavister SAG. The
warning is sent xx seconds before automatic logout.

¢ Max unused age

How long a session is valid before the user must authenticate.

Individual Timeout Settings

Group Address Pool Max ldle Time
adminzs w Secure Adminstration Metware | % | |10 minutes
 Group

Warning Time

Feconds

The group that a user must be a member of, in order to get the specified timeout settings.

e Address Pool

A warning is sent to the user before she is automatically logged out from Clavister SAG. The
warning is sent xx seconds before automatic logout.

e MaxldleTime

The maximum time in minutes that the users can idle before a timeout.

* Warning Time

Indicated when awarning shall be displayed for the user.

« Move
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Thisis used to move the rule up or down. It isuseful if auser is amember of many groups. The
matching will parse each line from top to bottom of the list and will stop on the first match.
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7.3. Layout Settings

Bandwidth Settings
Uze Mormal Bandwicth Style )

U=ze Low Banduvicth Style )
Check Bandwidth Automstically (}}
Consider Link Slow After 1200 | milizeconds

Miscellaneous Settings
Corfirm Logout

Sawe / Update

Bandwidth Settings

Clavister SAG uses two different user interfaces depending on the latency and bandwidth between
the user and the Clavister SAG server. The two user interfaces are Low (also known as light) and
Normal. Low is for slow connections for example modems, ISDN, GSM/GPRS, and also 3G
networks (due to high latency in the maobile networks). Normal is for connections such as xDSL or
other high bandwidth connections with low latency. The difference between Low and Normal is that
many pictures are removed and replaced by simple HTML in the low bandwidth mode.

Clavister SAG can dynamically choose which user interface to use; the decision is based on a fast
latency/bandwidth test. It is also possible for the user to choose user interface.

* UseNormal Bandwidth Style
The normal user interfaceis used.

* UseLow Bandwidth Style
The optimized user interface is used.

e Clavister SAG will dynamically choose the interface depending on latency and bandwidth.
» Consider link slow after

The time limit for the automatic bandwidth test, if the test takes more time then given here, the
bandwidth will be considered as slow.

Miscellaneous Settings

If Confirm Logout is activated, the user will have to acknowledge the logoutrequest from Clavister
SAG. If this option is deactivated, then the user will be logged out directly when clicking on the
logout link. This option protects users from accidental logouts.
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Figure 8.1. The Authentication Menu

¥ Authentication
Radius Servers
Wieh Authentication
Pazsword Policy
SME Settings

Authentication Methods
Authentication Groups

8.1. RADIUS Servers

Clavister SAG can be used with external authentication servers. The authentication servers must
support the RADIUS protocol to be configured in this section.

The configured RADIUS servers are displayed in alist as shown in the example below:

Address Shared Secret Authentication Port Accounting Port Description
182.165.0.10 -—-- Secret - 1645 1646 Digipazs

Add new server...

The settings are:

e Description
A unique descriptive name for the RADIUS server. This name will be shown for the users at
login.

e Address
The RADIUS server's | P address.

» Shared Secret
The password or the shared secret used for communicating with the RADIUS server.

* Authentication Port
The RADIUS server's port number used for authentication.

* Accounting Port
The RADIUS server's port number used for accounting. Not yet used by Clavister SAG but
reserved for the future.

* Auth Through User Database
Will use custom parameters for authenticating the RADIUS server. This requires the user to
enter avalid UserI D and password when logging in.

» User Parameter
The parameter whose value will be sent as the username to the RADIUS server.

e User Password
The parameter whose value will be sent as the user's password to the RADIUS server.
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8.2. Web Authentication

All the settings concerning the module Clavister SAG Web Authentication (Web and SMS token)
are found here.

Web Authentication Settings

These settings are unigue for each Virtual Host.

Account Locking Policy
Time to zleep after failed login 3 seconds

Wax attemptz before temporary lock 3 timez

Temporary lock time 1800 | =econds

Anonymous

ANonymous username anonymous

Basic
Always show login dialog

OO

Use random realm

Web Token
Allew bypasz of the keypad

& O

Randem butten placement

SMS Token
Random butten placement F

SMS Token Dialog Type
Keypad with Java
Keypad witheut Java

®@00

Simple input without Java

The Account Locking Policy settings are:

e Timeto deep after failed login
The time in seconds that Clavister SAG will pause before an error message is sent to the user
after an incorrect login attempt. The recommended value is 3 seconds.

* Max attempts before temporary lock
The number of failed login attempts a user can make before the account is locked. The
recommended number of timesis 3.

» Temporary lock time
Sets how long a user will be locked out from Clavister SAG after a temporary locking of the
account. The recommended value is between 600 and 1800 seconds (10 and 30 minutes).

The Anonymous user name allows the setting of the username for anonymous users. The default
value is anonymous.

The Basic settings are:
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e Alwaysshow login dialog
Force the browser to always display the login prompt.

* userandomrealm
Make sure that a password saved by the browser cannot be used automatically.
The Web Token settings are:
* Allow bypass of the keypad
If the browser cannot handle javascript, alow aversion without the keypad.
e Random button placement
If activated, Clavister SAG will randomize the placement of the Web Token login diaog
buttons. This makes it more difficult for a Trojan horse to read passwords. If the number panel is

not used at login this option has no real function. It is recommended that this option is activated
for Web Token.

The SMS Token field is:

» Random button placement
If activated, Clavister SAG will randomize the placement of the SMS Token login diaog
buttons. This makes it more difficult for a Trojan horse to read passwords. If the number panel is
not used at login this option has no real function.

The SMS Token Dialog Type alows one of three different user login interfaces to be used.

1. Keypad with Java
If activated, the users must use the number pad to enter any numbers in the password. Thisis
the same as for Web Token and is al so the recommended option.

Figure 8.2. The Java K eypad

User ID:

Password:

[ Fandomize Digits ]

o ~1 -]
OO0
mf o] of

Optirnize for Low Bandwidth

Figure 8.3. A Randomized Javascript Keypad
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Enter yvour User ID and Password

User ID:

Password:

Fandaomize Digits ]

OO
ol ~Imln
@Oe0

Optimize for Low Bandwidth

2. Keypad without Javascript
If activated, the user will be shown a dialog similar to the Keypad with Javascript but
Javascript will not be used.

3. Simpleinput without Javascript
If activated, the user will be shown a very simple input dialog without the number pad for SMS

Token login. The user can only use the keyboard to enter the password. This option does not
require Javascript support.

Password Policy

Password Source

Separate Passwords ® (Thiz iz Recommended)

Irternal Directory Password C (Requires External LDAP Server)
Common

Force passwaord change every |0 days

-1

Passwords to remember (0-7

Web Token
Minitnum password length

Minimum letters

R R m

Minitnum figures

Minitnum special characters 1

SMS Token
Minitnum passsword length

Minimum letters

Minitnum figures

o R R

Minimum special characters

Sawe f Update

The Passwor d Sour ce settings are:

96



8.2. Web Authentication Chapter 8. Authentication

Separ ate Passwor ds
If this option is selected, then the users will be assigned different passwords for Web and SMS
Token, aswell asfor the internal passwords for, as an example, Active Directory.

Internal Directory Password
If this option is selected, Clavister SAG will use the usersinternal password used to logon to the
internal network.

Note
Enabling this option requires that Clavister SAG is connected to an external LDAP
service.

The Common settings are:

For ce password change every
The user's password will expire after the specified number of days. A user with an expired
password must change the password. If zero days are set, the password will never expire.

Passwordsto remember
Clavister SAG can remember a maximum of seven old passwords for each user. When a user is
forced to change the password, they can not change to any of the old passwords previously used.

The Web Token settings are:

Minimum password length
The minimum number of characters in the password. A minimum of six characters is
recommended.

Minimum letters
The minimum number of letters in the password. A minimum of two letters is recommended.

Minimum figures
The minimum numbers of figuresin the password. A minimum of two figures is recommended.

Minimum special characters
The minimum number of special charactersin the password.
Thevalid special charactersare: I” #$ ()*+,-/[]V*_{|}~;<>=@

The SMS Token settings are:

Minimum password length
The minimum number of characters in the password. A minimum of six characters is
recommended.

Minimum letters
The minimum number of lettersin the password. A minimum of two lettersis recommended.

Minimum figures
The minimum number of figuresin the password. A minimum of two figures is recommended.

Minimum special characters
The minimum number of special characters See Web Token above for more information on the
valid characters.
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SMS Settings

The settings for the SM S servers and one-time passwords.

SMS Settings

SME Credits can be purchased through the
Clavister Client Web at bitps: ticliertweb.clavister .com

Server Controls
Use flash SMS

One Time Password
s walidd time 180 seconds

Mezsage prefix:

Walid characters ABCDEFGHIKLMHPORST LW Y 2123456738
Pazsword length =] characters

Insert separator after |2 characters

Use separator

Server Controlsrelatesto the functioning of the SMS server. The single setting is:

* UseFlash SMS
If Use Flash SMSis checked, SMSs will only be shown on the screen and not stored in the cell
phone, thus avoiding filling the memory of the cell phone unnecessarily. Flash SMS is included
in the original GSM SMSS standard and should be supported by all GSM phones that have SMS
support.

The One Time Password settings control how the one-time password sent to the user is handled
and formatted.

* Maxvalid time
Sets the number of seconds a one-time password is valid. Recommended value is 180 seconds (3
minutes).

e Message prefix
Sets a message prefix to be sent with the one-time password. For example: "Password is:"

* Valid characters
Specifies the valid characters to generate the one-time password. It is recommended not to
include similar characters and letters such as0 and O, 1 and | and so on.

* Password length
Sets the length of the one-time password.

» Insert separator after
A separator can be added to the one-time password to make it easier to read. The position of the
Separator is set here, e.g. if the one-time password is of length six the separator should probably
be placed at position three. An example of a one-time password with separator is: RE3-4XW.

* Usesegparator
Sets whether or not to use a separator.
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Obtaining SMS Credits

SMS credits are available for purchase through the Clavister Client Web internet site which is
located at: https://clientweb.clavister.com.

The online payment system accepts credit cards only (VISA or Mastercard at the time of writing
although thiswill be extended later).
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8.3. Authentication Methods

Clavister SAG supports many different methods for user authentication, for example Web Token,
SM S Token, Vasco Digipass and Securl D. The authentication methods are configured here.

Method Enabled PRank Heg. IP Address

ARONYIMoUS [F] [ | Any w
Blazic 0 | A& v
"Wieh Token 1 [T | A v
SMS Token 2 [ | any v
Enahle Ranking F

Test Logon O

Testlogon from 192 468101 1

Testlogon should newver be uzed in a production environmert!

If an authentication method is not activated, users will not be able to login with this method. Nor
will the authentication method be shown among the login options on the first page. Please note that
every defined RADIUS server is aso shown here.

The settings are:

e Method
The authentication methods are:

Basic - This method uses the HTTP authentication headers to send the authentication
information.

Note

Most web browsers have the possibility to store the password for Basic
authentication servers. This method is only recommended for internal
networks.

Web Token - A one factor authentication method. Users are authenticated with their user
name and password. This method is not as secure as SM'S Token and access should therefore
be more restricted.

SMS Token - A two factor authentication method. Authentication is based on user name,
password and a one-time password. First the user enters the user name and password. If the
user name and password are correct, a one-time password will be sent to the user's cell
phone. If s he also enters the one-time password she will be authenticated. This method is
seen as more secure than Web Token as a user must also have the correct cell phone to login.

Digipass - ThisisaRADIUS server defined in the previous chapter.

. Neg
If selected, users connecting from the address pool specified in the IP address field cannot use
this authentication method.

* |P-addresses
Thisfield specifies from which address pool this authentication method can be used.
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Enable Ranking

With authentication ranking turned on, each user will get a navigator containing menu entries for
all resources that user has access to, no matter which authentication method she used to log on.
When the user selects aresource in the list that requires another authentication method, Clavister
SAG will automatically try to authenticate the user using that authentication method. If access to
the resource is allowed using more than one authentication, Clavister SAG will select the
authentication method with the lowest rank that the user has access to.

Test Logon

Test logon allows the administrator to get full access to Control Center and resources that access
localhost from one or more IP addresses. Test logon is used to install Clavister SAG before any
user account is created.

Test logon from
The |P addresses from where Test Logon is allowed.

Note
Test Logon must never be used in a production environment.
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8.4. Authentication Groups

Authentication groups can be used to logically group two or more authentication methods. These
groups can be used in the access control in the same way normal authentication methods are used.

Group Hame
1z Delete
20y Delete

Add newvy group...

To create anew group, click Add new group.
To delete agroup, click Delete to the right of the group's name.

Mame:

Authentication Methods
Anonymous
Basic

Wigh Token
ShS Taken

Oogoaon

The settings for group creation are;
* Name
Y our description of the group.

* Authentication Methods
The methods for the group.
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Chapter 9. Maintenance

Figure 9.1. The Maintenance Menu

w Maintenance
Install License
Upgrade Software
Backup Configuration
Backup System
Restore Backup
Browse Filesystem

Install License

This button is used to install anew license file.

The license file will be checked before it is installed. Please note that only the integrity of the fileis
checked, Clavister SAG will not check if the license file contains the correct number of licenses, nor
will it check the host name of the Clavister SAG server.

Thefirst step isto choose afile by typing in the full path or click on Browse. Click on Upload once
the correct file is chosen.

Pleaze choose a license file to upload.
The integrity of the file will ke checked to avoid activation of & corrupt license.

| Browse.. | [ Upload |

Then click on Activate license to activate the new license.

The license file iz walid and ready for activation.
Please note that only the integrity of the license file has been checked.,

There iz no guarantes that the right number of licenses is correct,
nor that the right host names are specified inthe license file.

FAutivate License

The upgrade will be rejected if the license file is corrupt or damaged. If accepted the following will
appear.

The nesw license has been activated.

Click Here to return to the status page.
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Upgrading Clavister SAG

Clavister SAG can easily be upgraded to a new version from Control Center. To do this click on
Upgrade Clavister SAG. The integrity of the new program package will be checked before it is
installed. Please contact Clavister SAG support for more information and to obtain packages.

Thefirst step isto choose the new program packet file and upload it to Clavister SAG.

Please chooze the software package file to upload.
The integrity of the file will ke checked to avoid installation of & corrupt package.

[ Browse. .. ][ Upload ]

The packet will be decompressed.

Now the packet is verified and ready for installation. Next click on Install.

The new software package has been verified and is ready for installation.

Pleaze note that only the integrity of the package has been checked.
It may =till be rejected during the installation.

Howvever, the package will not be installed if
any incompatibilities are found during the installstion process.

Install Cancel

Clavister SAG must now be restarted after a successful upgrade. to do this click on Restart service
to restart.

The software package is now being installed on sl nodes.

Do HOT interrupt this process!

The following text will be shown until the service has been restarted. The login page will be
displayed automatically when Clavister SAG has restarted successfully.

Clavister Secure Access Gateway is restarting, Please wait. ..

Backup Configuration
Thisfunction is used to download the configuration files to your local computer.

Note
Only the configuration files are handled. The built-in user database, SSO-database
and customized pages will NOT be backed up. For a complete backup use the Backup
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Installation feature described bel ow.

Backup System

This function is used to backup the Clavister SAG system. All user data and customized HTML
pages as well as the network configuration will be backed up to a single backup file when this
function is used.

The backup file created is encrypted and can be opened only by the restore function described next.

Restore Backup

This option is used to restore a previously created backup. Only backups from the 6.20 product
version or later can be restored with this function.

Browse File System

The Control Center File Browser is a powerful tool to administer files on the Clavister SAG server.

Lo logfiles
L server
Za stunnel

Enter a directory name below and press the
"Create Directory” button to create a new directory.

Create Directony

Enter the full path to a local file below and press the
"Upload™ button to uplead a file to the current directory.

[ Browse.. [ upload |

Thefieldsin thisdialog are.

* Index of
Thetitle contains the current directory listed in the file dial og.

» Enter adirectory namebelow and pressthe " Create Directory" button...
A directory name can be entered in this field and the directory will be created when the Create
Directory button is pressed.

» Enter thefull path to alocal file below and pressthe" Upload" button...
It is possible to manually enter a filename in this field or to select a file by pressing the
Browse... button. The specified file will be uploaded to the current directory on the Clavister
SAG server when the Upload button is pressed.

Installation Root Directory Structure
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All Clavister SAG files are stored in the Clavister SAG root directory on the server. The different
directoriesin the root directory are:

» lodfiles- Every log fileis stored here.

e stunnel - Thisdirectory is used to store LDAP certificates for LDAPS functionality.

» server - Thisdirectory contains every web page and related files. The subdirectories are:

e custom data-public - This directory contains every file that is accessible to everyone, for
example login pages and the Clavister SAG logo.

e custom data-private - This directory contains the files that only are accessible to users that
have been authenticated, for example the welcome page.

Note
Each virtual host has its own custom data-public and custom data-private

directory. To browse to a specific virtual host's custom directory, use the
drop-down box in the upper left corner in the control center to choose host.

Browsing the /server Directory

The browser has some extra functionality when browsing the directoriesin /server.

& Parent Directary

Jta20.cab Copy
fta20 jar Copry
jta25.jar Copry
putty.exe Copy
ssh.conf Copry
ssh.html Capry
ssh.html-light Copry
ssh.html-pda Copy

Files with thiz color and size are 5 part of the installstion and has NOT been modified by the
sdministrator.

Files with this color and size are a part of the installation and has been modified by the
administrator.

Files with this color and size are not a part of the installation.

Enter a directory name below and press the
"Create Directory” button to ereate a new directory.

Create Directony

Enter the full path to a local file helow and press the
"Upload™ button to upload a file to the current directory.

[ Browse... ][ Uplaad ]

The extra browser options are:
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Clavister SAG allows the administrator to customize pages and files without destroying the
defaullt files.

Files that are not modified are displayed in ablue font and have a Coy button next to them.

Files that are modified are displayed using a bold blue font and have a Delete button next to
them.

Files that are not a part of a default Clavister SAG installation are displayed in a bold green font
and have a Delete button next to them.

Modified pages are reloaded when the Activate Changes => Reindex Filesis pressed.

108



Chapter 10. Activate Changes

Figure 10.1. The Activate Changes Option

‘ Activate Changes ‘

Any changes to Clavister SAG's configuration must be activated to work, click on the option
Activate Changes and the following dialog will appear.

Reload configuration

All changes made will remain inactive until 2 reload of the
canfiguration iz made.

Thiz will not terminate the active sessions unless the new
zeftings directly affects the logged in users.

Reload configuration

Reindex files

If files are changed or added to the public or private file
structure you must force the service to reinde: all files,

Reindesx files

Restart the service
In gome rare maintenance cases the service has to be restarted.
All active sessions will be dizconnected including your session.

Thiz means that you have to relogin after a restart.

Use with carel

Restart Senvice

Shut down the server

Usze thiz function to power off the Appliance.
Thiz shall always he done before the power cable is disconnected!

Shut Dawun

The options are:

* Reload configuration
Clavister SAG will reload the configuration file and activate any configuration changes. Users
currently logged in will remain logged in.

* Reindex files
Clavister SAG stores information on every file the users have access to, for example login

Clavister SAG must reindex files if they have been added to or changed in the directories
custom_data-public or custom_data-private.

Files must also be reindexed if the Cache Control has been changed for the resource sag-local.
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See Section 4.3.3, “ Cache Control” for more information on caching.

Restart service

For certain changes to take place, Clavister SAG must be restarted. One example is changes in
the LDAP configuration. This restart of Clavister SAG should normally not be done in a
production environment.

| mportant
All users will be disconnected and logged out from Clavister SAG. This includes the
administrator!
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To make changes to awebpage:

1. Browseto thedirectory wherethefileislocated.

2. Click on the file name an choose to save the file to the local computer.

3. Make the changes and save thefile.

4. To upload the file to Clavister SAG follow the steps described for file system browsing in
Chapter 9, Maintenance.

When the file is uploaded it will look similar to the following example where the file
commonfooter.html has been changed:

& Parent Directary

commanfoater. html Copry
cammonfooter. html-light Copy
comrmonfooter. htral-pda Copy
errarheader. html Copry
errarheader. html-light Copy
errorheader htrml-pda Copy
head. html Copry
head. html-pda Copy
naormalheader.html Copy
narmalheader. html-light Copry
normalheader html-pda Copy
numpad. html Copy
nurnpad. htrk-light Copy
requestraheader. himl Copry
requestraheader. html-light Copy

Files with thiz color and size are 5 part of the installstion and has NOT been modified by the
administrator.

Files with this color and size are a part of the installation and has been modified by the
administrator.

Files with this color and size are not a part of the installation.

Enter a directory name below and press the
"Create Directory” button to ereate a new directory.

Create Directony

Enter the full path to a local file helow and press the
"Upload™ button to upload a file to the current directory.

[ Browse... ][ Uplaad ]

To remove the modified file, click Delete to the right of the filename.

111



Chapter 11. Modification of Pages

Note

If changes are made to a filein the virtual host Default, these changes affect all virtual
hosts. This behavior is chosen because most organizations use the same
customi zations throughout all virtual hosts.

To use the default page in a virtual host use the Copy button next to the file in the
custom directory of that virtual host. Thiswill create a custom page that overrides the
custom page from the default host.

Include Files

The parts of

the HTML code that are common to many pages are put in separate files that are

merged into the final pages during start-up or when re-indexing files. The files can be found in the
directory /server/custom_data-public/include.

Anexampleis:

<htm >

<body>

PARM i ncl ude: commonf oot er. ht m }

</ body>

</htm >

The parameter PARM{include:<fileName>} is replaced by the content of the file with name

<fileName>.

Language

Support

During the merge the files are translated into separate files for each language using special
trandation files for the configured languages.

The parameter PARM{text-<tagString>} is replaced by the translation of the string <tagString> for
each language. The language files can be found in the directory /lang underneath the root directory.

The language files contain lines that 1ook like:

<tagString> {space} <transl ation>

For example the Englishiis:

pl easechooseaut hnet hod Pl ease+choose+aut henti cati on+net hod

The Swedishiis:

pl easechooseaut hnet hod
V&aumn ; | j +den+i nl oggni ngsnet od+du+vi | | +anv&auni ; nda
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Two or more Clavister SAG servers can be run as a cluster to achieve load balancing and high
availability. The servers (called nodes in the cluster) are connected with each other and exchange
information about sessions, configuration and current load.

If the Clavister SAG cluster shares the DMZ with any other hosts, it is important to use a separate
interface for the cluster traffic. Thisisto make sure that no other server interferes with the cluster.

There are some reguirements for using a cluster:

» Session Independent Resour ce Handling

SIRH must be enabled in order to use Load Balancing. See section General Settings in the
Clavister SAG Administration Guide.

» License
The license file must include a license for |oad balancing.
* DNS
The DNS Servers must be updated to forward all DNS requests to Clavister SAG.

Below is an example of a BIND v9 zone file, where two Clavister SAG servers are used in a

| ogin

csnsl. conpany. com

cluster.
$TTL 86400
@ IN SOCA nsl. conpany.com domai ns. conpany.com (
2004010101 ; seri al
86400 ; refresh
3600 ; retry
1814400 ; expire
?6400 ; default ttl
@ I'N nsl. conpany. com
csnsl. conpany. com I' N 10. 24.19. 2
csns2. conpany. com I'N 10. 24.19.5
I'N
I N

| ogin

66> "6

csns2. conpany. com
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Clavister SAG can handle different types of parameters to get dynamic data in web pages and paths.
They can also be used to tell Clavister SAG what values to use for some Single Sign-On procedures.
A parameter consist of atag and a name. For example: PARM{description}.

Parameters in destination paths and Access Control

Parameters can be used in search paths and in authentication control. For example: To make a menu
entry for a user's home directory in afile share, the administrator can enter /home/PARM{gwuid}/ in
the path of the menu entry.

Special parameters used only for Single Sign-on

An administrator can use parameters to tell Clavister SAG which values to send to an internal
resource on behalf of the user. This is done in Authentication Control in the Advanced Options for
the resource. For example, if the credentials to login to an internal resource are the same as the
credentials used to log on to Clavister SAG, the administrator can enter the parameters
PARM{gwuid} and PARM{gwpwd}.

There are also special parameters that can ONLY be used for Single Sign-On (SSO). If information
is missing in the SSO database, Clavister SAG will ask for it when the user first tries to use the
resource and then add it to the SSO database.

Parameter Name SSO | Custom | Search |Description
Headers, &
Menu |Replace
paths,
ACL

PARM{gwuid} X X X Current user's ID.
PARM{gwuidlow} X X X Current user's ID in lower case.
PARM({certuserid} X X X Same as LDAP attr. "Cert User ID".
PARM{gwfdn} X X X Current user's distinguished name.
PARM{gwpwd} X X X Current user's password

(Basic/WebToken/SMSToken only).
PARM({givenname} X X X The logged in user's given name

(Basic/WebToken/SMSToken only).
PARM{surname} X X X The logged in user's surname

(Basic/WebToken/SMSToken only).
PARM{gwsso-uid} X Current user's SSO entry (user id).
PARM{gwsso-pwd} X Current user's SSO entry (password).
PARM{gwsso-dom} X Current user's SSO entry (domain).
PARM{gwregexpN} X Used in conjunction with prefetch function in form filler.
PARM({ldap1..4} X X X Custom LDAP attribute #1 - #4.
PARM{vhostname} X X X The first virtual host name of the current session.
PARM{gwnodeprefix} X X X The cluster node prefix, eg. m01.
PARM{gwhostname} X X X The default host name eg. login.gw.se.
PARM{gwsid} X X X The user's session ID.
PARM{gwcip} X X X The user's client IP address.
PARM{addresspool} X X X Name of the address pool of the client. Empty if no match.
PARM{groups64} X X X Base64-encoded list of user groups for current user.

Separated with ";".
PARM{gwresourceurl} X The Clavister SAG URL to access the current resource.
PARM{gwtunnelport} X Client port when using Quick- or SSL tunnel mode.
PARM{gwauthmethod} X X X Authentication method (name or CC-ID).
PARM({function:name()} X X X Various functions described above.
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Parameters in Clavister SAG web pages

Specia parameters are used in the Clavister SAG web pages to get dynamic error messages or other
dynamic information. The value of the parametersis set in the URL for the web page.

An example would be;

https://1ogin.d avi ster.sel/sag-|ocal /errornmessage. htm ?
descri pti on=Error+Code+113

In this case the file errormessage.html will be requested with the parameter description set to Error
Code 113.

The parameter PARM{include:<fileName>} is replaced by the content of the file with name
<fileName>.

The parameter PARM{text-<tagtrings>} is replaced by the trandation of the string <tagString>
for each language. The language files can be found in the directory /lang. The files contain lines that
look like: <tagString> {space} <trandation>. For example: pleasechooseauthmethod
Please+ chooset authentication+ method

The code in the web page is: PARM{text-pleasechooseauthmethod}
The result in the web browser is: Please choose authentication method.

Sometimes you need to url encode what is sent to aweb server (form based login). This done with:
PARM({function: urlencode(/PARM[ gwregexpl])}

An example use of PARM{gwuid}: Map Network drive on Windows Client

Step 1 - A tunnel resource is added to the file server at port 139.

Configure Tunnel Resource "test™ a.k.a "test™
Description: test
The Server Address may be an P Address or & DNS Mame.
It can also be comma separated list of addresses o DNS Names.
Thiz iz useful when load balancing between several physical servers,
Example: maifl company commallé company.com 10104 1.2
Server Address: 192 468.101.40
It is possible to specify multiple TCP andior UDP ports.
Syntax for TCP Ports: =port numbers or top sport nambers
Syntax for UDP Ports: Jdp=port numbers

Examiple: 1080 tcp 6E6T w5553

Ports: 128

Skip SSL handshake: [ (This can be used to minimize the traffic on GPRS connections)

[ Advanced Options ][ Cance| ][ Save [ Update ]

Step 2 - A menu entry is created for the resource using Add new entry. Clavister SAG lets the
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administrator select tunnel type.

& Map Windows Share on Windows Cliert
¢ Start Local Client Application
¢ Custom TCP/UDP Tunnel

<Back | Abort | Nest> |

Clavister SAG suggests using Map Windows Share on Windows Client. Click Next.

Step 3.

Choose drive letter and share name

Erter the local drive letter to map.

Drive Letter (L

Share Mame Encrypted

Enter User Mame, Domain and Passwaord, or leave any or all of them blank.
The User Mame can also be set to PARM mauidl, inthiz casze

the User Mame will be set to the logged on user,

Uszer Mame  FARM{guwuid}

Passward

Domain

[ < Back ][ Cancel ][ Mext = ]

Enter the drive letter for the share on the client. Also enter the share name on the server, in this case
the share name is Encrypted. The user name could be a static user name on the server. However, it is
also possible to use the Clavister SAG user id by entering PARM{gwuid} in the User Name field. If
the password field is left empty, the Windows client will ask for the password upon connection. The
Domain field is optional.

Step 4.
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Enter a description for this menu entry.

Thig text will be displayed in the navigation window, so it's
recammended to try keeping it short.

Description Map drive encrypted
Alzo choose if the user should be asked to accept
ar deny every connection made to the tunnel.
Dialog | Ho |w

If you specity a group belowy, then this menu entry
will be selected instead of the welcome page for every
users that is & member of the specified group.

Autostart Group | Mo Autostart | %
It iz alzo possible to select that thiz menu entry
shall be vizible in the special Autostart Mavigatar .

Hide Havigator [ |
Autostart Havigator [

The menu entry is named in the usual way. Here it is called Map Drive Encrypted. When Next is
pressed, the menu entry is created with the correct parameters. When the menu item is selected in
the navigator, Windows maps the disk.
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Objects

For Clavister SAG to be able to store Clavister SAG specific information in an external LDAP,
some extra attributes and an object classis needed in the LDAP server.
Attributes

These attributes have unique Object IDs. Clavister SAG's OID number is: "1.3.6.1.4.1.5089.101".

The individual attributes have the Object ID: 1.3.6.1.4.1.5089.101.* where the * is one of the values
from the Last Digit(s) column in the table below.

Assigned LDAP attribute Type (Syntax) | Last Digit(s) Remark
in OID
saglLoginFail int A1
sagLoginFailTimestamp int 2
sagStatus int 3
sagMemberOf int 4
sagExpires int 5
sagSMSPassword string .10
sagSMSPasswordTimestamp string A1
sagSMSOldPasswordList string A2
sagSMSCellphone string A3
sagWebPassword string .20
sagWebPasswordTimestamp string 21
sagWebOldPasswordList string .22
sagEmailAddress string .23 Optional
sagComment string .24 Optional
sagCertUserlD string .25 Optional

For example, the attribute sagLoginFail has the complete object id: 1.3.6.1.4.1.5089.101.1.

The attributes should all be single value attributes that are case insensitive.

Type with Active Directory

When specifying the Type with Microsoft Active Directory, a type of int in the above table is
equivalent to Integer in AD. A type of string in the above table is equivalent to IA5-String in AD.
Type with Novell

A type of int in the above table is equivalent to Integer with Novell. A type of string in the above
table is equivalent to Octet Sring with Novell.

Object Classes

Only one (auxiliary) object class is needed for Clavister SAG. (This is not needed for Microsoft
Active Directory Servers).

Object class name Complete OID
sag 1.3.6.1.4.1.5089.102.1
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This section contains information about how to set up Clavister SAG to use Microsoft Active

Directory as an external user database.

Caution

Changes made to the active directory schema are permanent. Therefore, make sure the

necessary backups exist for the server before continuing.

Schema Snap-in for Management Console

Clavister SAG needs some attributes to be added to the Active Directory Schema. To add attributes
the administrator can use the Active Directory Schema snap-in for management console. Start the

management console by typing mmc in Start => Run and pressing Enter.

For domain serversrunning Windows 2000:

The snap-in is not installed by default in the Windows 2000 instalation, but the Adminpak.exe

program on the Windows 2000 Server CD-ROM will install it.

Add the snap-in to the management consol e (see below).

Once the snap-in is added, the top-level entry Active Directory Schema is added to the navigation
pane. Right-click it and choose Operations Master. In the resulting dialog box, make sure that the
checkbox labeled The Schema May Be M odified On This Domain Controller is checked.

For domain serversrunning Windows 2003:

The snap-in is installed by default but must be enabled. This can be done by entering the following

command in a console:
> regsvr32 schmynt . dl |

Thiswill enable the snap-in which then can be added in management console.

Add the Snap-in

Add the snap-in by selecting Add/Delete Snap-ins under the File menu. Select the Active

Directory Schema snap-in from the list of snap-ins.
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Add Standalone Snap-in EE

Awailable Standalone Snap-ing:

Shap-in | Wendor | -
@.NET Framewark 1.1 Configuration Microzoft Corporation
ézJ'E.-‘-"«c:tive Directory Domaing and Trusts  Microzoft Corporation

! ary Schema Microzaft Corparation
ﬁf-\ctiv

@f-‘«ctive Directory Ugers and Comput... Microzoft Corporation

& Directory Sitez and Services Microzoft Corporation

gjfl.t’-'«c:tivex Cantrol Microsaoft Corparation
.l’-'«uthulizatiun b anager Microsaft Carparation
Certificate Templates Microzoft Corparation
@ Certificates Microzaft Corparation
@ Certification Autharity Microzaft Carparation ;I
s

i Descnption

Wiew and edit the Active Directary Schema

Add LCloze

Press Add and press OK in the next dialog to return to the console root tree.

Add Attributes

By right-clicking the Active Directory Schema => Attributes select New Attribute.

'Hi Console1

File  Ackion  Wiew  Faworibes  Window  Help
& » | Efm| E
'{fii Console Root'. Active Directory Schema [ad.spsad.intern.infoguard.se] . attributes [E[=] E3
[ Console Roat Mame: Synkax Status -
= lh.: Active Directory Schema | @ accountExpires Large Integer)Interval Bictive
-] Classes @ accountMameHiskory Unicode String Ackive
Create Aktribute. LeTnkenRat... Large Integer/Interval Bitive
= SHOE=nA | =rae Integer/Inkerval Ackive
artribuke, .. e Ackive
Yiew b Inteqger Active
ﬁew wWindow From Here b Time Inkeger Ackive
— riky Integer Lickive
Mew Taskpad Yiew... resh Inkeger Bictive
Refrash [S5ervice Boolean Ackive
Export List. .. YPAcoount,,, Boolean Ackive
WPMessag.,, Boolean Aickive
Help plevel Integer Active
@ aiZsIdentityMame Unicode String Active
@ alSMaxAggregatePeak... Large Integer)Interval Active
@ aCSMaxDurationPerFlow  Inkeger Active
@ aCsMaximumsDUSize Large Integer/Inkerval Ackive
@ aCsMaxhoCfAccountFiles  Inkeger Ackive
@ aCsMaxNoCfLogFiles Inkeger Active
@ aCsMaxPeakBandwidth Large Integer Tnkerval Active
@ aCSMaxPeakBandwidth... Large Integer/Interval Active b
N | KN | _"I_I
|Create a Mew Attribuke Object | | 4

The system will display a warning, telling you that adding attributes to the schema is a permanent
operation. Press Continue.
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The new attributes and their respective OID and syntax can be found in Appendix C, External
LDAP Attributes and Objects. Make absolutely sure that the information is correct before adding
each attribute. Changes made are permanent. Below is an example of how the information should be
added.

Create Mew Attribute EHE

‘ Create a Mew Attibute Object...

— | dentification

Carnmorn [arme: IsagLoginFaiI

LDAP Dizplay Mame: IsagLnginFaiI

Unique X500 Object [D: [1.3.6.1.4.1.5085.1.1

— Syntax and B ange
Surikas; I Integer j

Fiimuni: I

G ERT I

[~ MultiValued 0K I Cancel

Adding attributes to the object class person

The attributes must then be added to the object class person. This is done by viewing the properties
for the class person under the Classesitem in the tree.

person Properties ﬂ E

Generall Felationship  Attibutes |Securit}l|

.'[= person

randatary: o

Optional: | attributeCertificatedttibute
zeedlzo Elemiame |
zenalMurber —

zh

telephoneMumber
uzerPazzword

QK | Cancel | Apply

Add all of the sag-attributes as optional attributes to the object class person.
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Configuring Clavister SAG to use an Active Directory Server

Tip

Make sure that the administrator can log on to Clavister SAG even if the configuration
for the active directory fails. This can be done by either configuring another virtual
host to use an internal LDAP, or by temporarily allowing test logon from the IP of the
administrator's computer during configuration of the LDAP service.

L DAP Settings

In Control Center, configuration for the user database can be found under the LDAP Settings tab.
Below is an example of how the settings might ook for Active Directory.

LDAP Settings

Server Type [requires restart)

Buitt in ) eDirectory &
External O] Active Directory ®
External using encryption O Cther &
User Password Handling

Allow Password Change

\Warn time 14 |Days

Cache Settings

Max Cache Lge G0 | zeconds

Connection Settings (requires restart)

LOAP Server and port 10.103.10.19 fe=te]

=er (on)

Password

Search Settings
U=ze nested groups

Uszer search base
Group sesrch base
Prociuct Group

Us=e user location in ACL

Container objectClasses

Object Classes
Prociuct ohjectClass

User objectClazss
Group ohjectClass

ch=admin,de=lacal

xxxxxxxxxxxxxxxx

ou=users,de=local
ou=groups,de=local
cn=users,au=graups,de=local

organisationallnit,container

zag
persan

memberQf

(Separate with comma)

LDAP Attributes

The Control Center features the option to load default attribute settings for the most commonly used
LDAP servers. To load the default settings for Microsoft Active Directory, select Active Directory
in the drop down box and press Save/Update. The default attribute settings are now loaded.

For information about the fields, please see Section 6.5, “Local Database Settings”.
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This section contains information about how to set up Clavister SAG to use Novell eDirectory/NDS
as an external user database.

Clavister SAG needs some attributes to be added to the schema. To add attributes the administrator
can use the Novell ConsoleOne application. Open Schema Manager .

Create Attributes

First create the new attributes. The attributes to create can be found in Appendix C, External LDAP
Attributes and Objects.

Create Attribute
Enter the name of the new attribute.
Novell
Attribute narne:
IsagLoginFail
A501 (Dx

|1 361411365011

To continue, click Mext

= Back | Mlet = Cancel | FErEH | Help |

To add a new attribute, press Cr eate under the Attributes tab.
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Appendix E. Novell eDirectory Integration

I8 Schema Manager [SSGOES-TREE]

Classes Atttibutes |

Attributes (1 0427

T N - |
[Mathing]

accessCardMumber

Account Balance

AL

Alizzed Object Mame

Dllowy Unlimited Credit
apchadmn-BlockType
spchadmn-Configurationinto
apchadmn-ModuleDizable
apchadmn-ModuleFileMName
spchadmn-MaduleCOhjectFile
spchadmn-ModuleSymbolMarme
spchadmn-Scope
apchadmn-Serverdlias
spchadmn-ServerConflastModified
apchadmn-ServerLastBackup
aspchadmn-ServerMame
apchadmn-ServerPath
apchadmn-ServerPlatfarm ﬂ

Info...

Celete. ..

Cloze | Helg |

Select the correct syntax for each attribute, Integer or Octet Sring, depending on which attribute.

All attributes should be Single valued.

Add Object Class

Under the Classes tab, select Create to create the class.

Create Class

Enter the name of the new class.

Novell

Class name:

|Sag

AZNT ID:

|1 361411363021

Tao continue, click Mext.

= Back | et =

Cancel | Firizky | Help |

The new class should be an auxiliary class.
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Create Class

Setthe class flags for the class.

Novell

" Effective Class

" mon-Effective Class

[~ Cortainer Class

To continue, click Mext.

= Back | et = Cancel | Friristr I Helgp |

Let the new class inherit the object class person. Leave the Mandatory Attributes asthey are.

Create Class |
Selectthe class or claszes the new class inherits from.
Novell
Available clazses: Inhetit frorm:
e
‘:;? oncRpc “—I
Qrganization

Croganizational Person
Organizational Role
Organizational Unit

-+ Partition

IF}? phica,

ﬂ? pkilser

g posixAccount

o posixGroup

L@ Printer j

Auxiliary classes do not reguire inheritance. Multiple class inheritance is
permitted, but not generally suggested.

To continue, click Mext.

= Back | et = Cancel | Firrizty | Help |

Add the sag* attributes you just added to the list of optional attributes.
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I8 Add optional Attribute

Select the optiohal sttributes for the class.

Available sttributes: Add these attributes:

[FEE=a0e moLrg S oup _‘_‘J (L= [ ng 8 g Faie (1 10 :J
Mezzage Server asvDefaultRange
Mezsaging Database Location nazvProposedlabel
Meszaging Server nert
Meszsaging Server Type

MHS Send Directory Path

MHS Send Directory Yolutme

modified ACLENtry == |
monitoredConnection :J
MNCSBCC LUM Map

NCS:ECC Peer Auth ﬂ
NS BCC Peers

MCSBCC Revision

MNCS:BCC Scripts

NCSBCC State

MCS CRM Failback haode

MCS:CRM Failover Mode

MCSCRM HMO Setting hd polifisrstiame |

{Ti 5
Account Balance

Ok | Cancel | Hela |

Use the default naming attributes. We are now ready to configure Clavister SAG to use this
eDirectory.

Create Class I

Select the naming attributes far the class

Novell
Available sttributes: Add these sttributes:
lube P i G b 5
azsistartPhone UniguelD

city

costCenter

costCenterDescription

creatorsMame

epartmenttumber LI

S N L

Ezmpany il
*|

fReset |

Once naming is changed, inheritance is notused Press resetto restare inherited
narning.

To cantinue, click Mext

= Back | Mesxt = Cancel | Finfzh | Help |
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Appendix F. Message Center

This appendix covers usage of the Message Center module in Clavister SAG. The purpose of
Message Center is to alow the administrator or dedicated users to send SMS and email messages to
users registered in Clavister SAG. The Message Center isideal to use for sending status messages
about resources within Clavister SAG to affected users.

Message Center is accessed through the navigator in Clavister SAG.

General Buttons

There are three general buttons that are common in Message Center.

<Back | Abort | Nest> |

» < Back
Cancel the current stage and go back to the previous stage.

e Abort
Cancel the current stage and go back to the beginning.

e Next>
Accept the settings and continue to the next stage.

Message Center useis divided into 6 stages which are described below

Step 1 - Enter a message.
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Enter Meszage
Thiz iz a wizard used to send messages to uzers with SWS andior e-Mail.
Choose preferred delivery method
@' Send both SMS and e-Mail

C‘ Send only as SMS
C‘ Send only as e-Mail

Enter SMS message (MAX 160 characters)

Thiz i=s & text message sent a3 an SM3

123 Characters left.

Enter e-Mail message

|:| Check if same as SMS message.
Subject: \Meszage from SAG

Thiz iz a test message Sent as ah e-mail

f/¥our SAG Adwinistrator

» Choose preferred delivery method
Select if the message shall be sent as both as SMS and email or only as SMS or email.

* Enter SM S message
Enter a message that will be sent as a SMS message. The message can only contain 160
characters.

* Enter eMail message
Enter a message that will be sent as an email message.

* Check if sameas SM S message
Check this check box if the same message shall be sent both as SMS and as an email message.
Thisis the default behavior.

» Subject
The subject of the email message.

Stage 2 - Select virtual hosts.

This stageisonly available if there are any virtual hosts configured in Clavister SAG.
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Select Yirtual Hosts
Select one or more Yirtual Hosts from the list below.

Virtual Hosts

[ zelect s Deselect A1

O etaut
O External
O pemo
D Login

D Defaul

[[=pas |[ abot |[ Mext= |

Select one or more Virtual Host and click Next >.

Step 3 - Choose sel ection method.

There are 5 different ways to select users that shall receive the message.

Message Center

Choose Selection Method.

C‘ Select all users

O Select users by selecting one or more groups

ﬂ.’: Select uzers by selecting one or more menu entries
O Select users by selecting one or more resources

O Select users individually

[ pask | [ Abet |[ Mext= |

o Select all users
This will select al users, however it is possible to remove users from the selection in the next
stage.

e Select usersby selecting one or more groups
Thiswill select users that are members of the groups that can be selected in the next stage.

» Select usersby selecting one or more menu entries
Thiswill select users that have access to the menu entries that can be selected in the next stage.

» Select usersby selecting one or mor e resour ces
Thiswill select users that have access to the resources that can be selected in the next stage.

e Select usersindividually
Thisisthe opposite of Select all users.

Step 4 - Selecting menu entries, resources or groups.

Depending on which selection method was chosen in the previous stage, this stage will be used to
select menu entries, resources or groups.
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Message Center
Select one or more menu entries.

Available menu entries Selected menu entries

Control Center
Hez=zage Center

Dutlook Web Access

File Share
Remote Desktop
S5H Tunnel
Hetwork Connector

=2
Telnet -
e
Clavister
Google

S50 Handler

T=zer Settings

Change Pa=zsword

Change SHS Token Password

Change WebToken password v

[ Bas |[ Aot |[ Mexts |

Select the menu entries and click on the >> button to add them to the list of menu entries that will be
used to select usersin the next stage.

leszage Center

Select one of more menu entries.

Available menu entries Selected menu entries

Control Center Cutlook Web Access
Hes=age Center Remote Desktop
S5H Tunnel
File Share
Hetwork Connector
Telnet
WHC

Clavister

Google v

S50 Handler

T=zer Settings

Change Password

Change SMS Token Password

Change WebToken password

Hes=zage Center

[ < Bade || Abort |[ Hext> |

When done selecting menu entries, click Next > to continue to the next stage. Note: To remove
selected entries, select them in the right selection box and click on the << button.
Step 5 - Selecting or removing users.

If menu entries or groups has been selected in the previous stage, then the users that have access or
are members of the selected groups will be preselected in this stage.
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Mezsage Center

Select one or More users.

Dezcription of the prefix

b - Can send both as SMS and e-Mali
= - Cap oy sepd SMS

e - Carn only send e-WMail

1. Cap't send any message

Available users Selected users
b Uzer -~ lame = Demo User ~ demo
= U=zer ~ test b Jame= Smith ~ jasm

b Marcus Henchel ~ mahe

[« pas |[ abot |[ et |

It is now possible to select more users or remove users by using the << and >> buttons. When done,
click on the Next > button.

Step 6 - Summarize before sending.

Message Center
Review User Information

Will zend SMS to 3 users

Wil zendd e-Mail to 2 users

[z Bas | [ Abort |[ Nemt» |

*  Will send SMSto X users
This indicates how many SM S that will be sent.

e Will not send any email
Thisindicated how mail emailsthat will be sent.

When the Next > button is clicked, the message will be sent to the selected users. A status page will
be shown where real time information about the sending progress and status of each message is

displayed.
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