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Preface

Target Audience

The target audience for this publication is the administrator of a Secure Access Gateway
installation.

Text Structure

The text is divided into chapters and subsections. Numbered subsections are shown in the table
of contents at the beginning of the document.

Text links

Where a "See section” link is provided in the main text, this can be clicked on to take the reader
directly to that reference, for example: see Section 4.2, “Address Pools”.

Web links

Web links included in the document are clickable eg. http://www.clavister.com.

Notes to the main text

Special sections of text which the reader should pay special attention to are indicated by icons
on the left hand side of the page followed by a short paragraph in italicized text. There are the
following types of such sections:

Note

This indicates some piece of information that is an addition to the preceding text. It may
concern something that is being emphasized, or something that is not obvious or
explicitly stated in the preceding text.

Caution

This indicates where the reader should be careful with their actions as an undesirable
situation may result if care is not exercised.

Important
This is an essential point that the reader should read and understand.

1 0 Warning
o This is essential reading for the user as they should be aware that a serious situation
may result if certain actions are taken or not taken.
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Chapter 1: Initial Setup

After receiving a brand new Clavister SAG appliance, you should first follow the steps described
in the accompanying document entitled Clavister_SAG_Quick_Start_Guide.pdf. This document
explains the initial steps of switching on the unit and performing initial configuration. Once you
have gone through those steps you should return to this guide.

As explained in the Quick Start Guide, a default administration user account called testlogon is
already available for the initial configuration. This user does not have a password and

authentication is done solely by checking on the originating IP address. Once the product is up
and running, the following should be done:

« Set up a new user with administration privileges and secure authentication.

Disable the testlogon user account since it lacks good security.

The steps to achieve this are described below:

A. Set up a new administrative user

1. Open an internet browser on a computer which has the same management IP address
already specfied in the Quick Start Guide Steps. "Popups" should be allowed in the browser
since these are used extensively by the user interface.

2. Surf to the management IP address. The initial CSAG screen will appear asking for the
authentication method. Select the testlogon option.

3. Select Control Center.

4. Select User & Groups from the Administration menu. No users are defined yet so click on
Create User....

5. Specify an appropriate name for the user (such as admin_user) as the the User Login IDand
press the Create button.

6. Asa minimum, select the options following for this first administrative user:
« Make the user a member of the group called admins.

« For password authentication select the Enable option for Web Token Basic and Never
Expires option and enter a password followed by retyping the password.

- Press the Save button.
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7. Finally add a new access control rule for the admins group:

Go to Resources > Access Control.

The ACL Resource List is displayed.

From the Local Services list, choose Control Center.

Choose Access Control...

Select Add new rule.

Select admins from the drop-down list under Groups.

Other fields is the rule can be changed if desired, in this case the Web token.

Press the Save button and then Return.

8. Choose Activate Changes and then Reload Configuration.

9. Now logout and close the web browser

B. Disabling testlogon

1. Open the browser again and surf to the management IP.

2. Choose Login with web token

3.  Enter the user name (in this case admin_user) and enter the password. The keypad can be
used if the password for any numbers in the password. The "E" is the keypad can be used as
the Enter key.

4. Select Control Center.

5. Using the new administration user, go to Authentication > Authentication Methods

6. Uncheck the Enable box for testlogon and then press the Save/update button followed by
Reload now. Then click on OK to confirm.

7. Logout and close the browser. Reopen the browser and surf to the management IP. This
time the testlogon option should be disabled and will not be visible in the initial
authentication menu.

Note on Logging Out

In the procedure described above, logout from Clavister SAG is recommended before
closing the browser. Although closing the browser should be enough on it's own,
logging out beforehand forces a cleanup of the resources used on the Clavister SAG
server.




Chapter 2: Configuration and Administration

Clavister SAG can easily be configured and administered using a web-based interface called the
Control Center. Control Center is accessible from the Clavister SAG navigation menu.

Default (0} W
+ Monitoring ! Status Clavister Secure Access Gateway Status
Status
Sessions
;5{_50 Entries Clavister Secure Access Gateway
View Logs Started at 2009-02-09 22:34:01.
Statistics
w Administration Number of active sessions 1
Uzers & Groups Entries in S50 databaze 212
Addresz Poolz
Resources Memory Usage 14.5%
Access Control
Cache Control CPU Usage 0.0%
Menu Dizk Usage 56%
Server Settings
» s Platform 2ag
¥ Client Settings
b Authenticator T e
icense usage e ax
} Authentication g
[ thy {
b+ Maintenance Security Platform 1110
Network Connector os10
Activate Ch
S Authenticator 0710
Module Available
Hard Tokens Yes
High Availability No
External User Databaze Yes
Virtual Hosts 10
Serial Number 1111-1111-1111-1111

Figure 2.1. The Clavister SAG Control Center

The Control Center interface is divided into the following sections:

« Monitoring
Status Monitoring functions such as server status, log files and current users.



Chapter 2: Configuration and
Administration

Administration
Administration functions for resources, groups and users.

Server Settings
Settings for the Clavister SAG server.

Client Settings
Settings for clients such as timeouts and web browser settings.

Self Service
Functions where users can, for example, get a new password if they have forgotten it.

Authenticator
Settings for the Clavister SAG Authenticator. This section is only visible when the Clavister
SAG Authenticator is installed.

Authentication
Settings for the authentication methods.

Maintenance
Maintenance functions, such as installing new license file, backup configuration and
upgrading Clavister SAG.

This guide will follow the structure of the administration interface of the Control Center.

Each section can be expanded and collapsed with a click on the sections arrow or label. What
sections that is shown here depends on the ACL-settings for the Control Center and the license
installed.

The Virtual Host Selector

On the top of the menu on the left is the virtual host selector. It is only visible if one or more
virtual host has been configured. It lets the administrator select which one of either the default
host or virtual hosts to configure. More information can be found in Section 5.10, “Virtual Hosts".

Crefault () L

Figure 2.2. The Virtual Host Selector
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» Status, page 10
- Sessions, page 13
« View Logs, page 16

« Statistics, page 17

* Monitoring / Status
Status
Sessions
S50 Entries
“iewy Logs
Statistics

Figure 3.1. The Monitoring and Status Menu

3.1. Status

The status information contains general system information such as information of license,
system load, platform and current sessions.

10
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Clavister Secure Access Gateway - version 6.1.3 TR36 (Build: 12938 / Rev: 598)
Started at 2007-12-04 07:09:03.

Mumber of active sessions 1
Ertries in S50 datahase 1313
Mumber of nodes 1
Memary Usage 26.0%
CPU Usage 0.0%
License usage Available
Security Platform 18
Metweork Connector 10
Althenticator 10
Maodule Available
Hard Tokens Yes
High Awailability Yes
External Uzer Databasze Yes
Virtual Hosts 1
Serial Mumber 1

The current version of Clavister SAG and the time when Clavister SAG was last started is shown at
the top of the dialog.

Number of Active Sessions
Shows number of active sessions at present. For a more detailed list, click the text or the
number to the right.

Memory Usage

Shows percentage of memory usage compared to the amount of memory that Clavister SAG
has allocated. The product can dynamically allocate more memory if necessary. If it is running
in a clustered environment, then the percentage of total memory is calculated from all nodes
within the cluster. It is possible to click the Number of Nodes text to get information for each
node.

CPU Usage

Shows the average CPU load over the last 10 seconds. If Clavister SAG is running in a
clustered environment, then the percentage of total CPU Usage is calculated from all nodes
within the cluster. It is possible to click the Number of Nodes text to get information for each
node.

Platform
Shows in which environment Clavister SAG is running.

License Information
Shows facts about your license. When it will expire, the date it was issued and the
oragnization it was issued by.

License Modules
Lists all available modules for the Clavister SAG server. If the module is available on your
server, the text Yes will be shown in the column Available.

No license will be available when Clavister SAG is first installed, in which case the following status
dialog will be shown.

11
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Clavister Secure Access Gateway Status

It iz highly recommended that you enable
Session Independent Resource Handling inthe General Settings

Clavister Secure Access Gateway
Started at 2005-11-25 21:35:25.

Mumber of active sessions 1
Entries in S50 database u]
Memary Usage E.9%
CPU Usage 1.0%
Disk Uzsage 2%
Platform SAG3000

Ho license installed!
Inztall License
¥ Threadpool Attributes

12
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3.2. Sessions

Click the Sessions link to get a view of all the current sessions. If a user logs out or is logged out
automatically, the session will soon be removed. See Section 6.2, “Timeout Settings” for more
information on how to configure a session that will be removed after logout.

User Auth Method  Encryption Client IP Last Activity Status Client Hode VHID More Info
test webtoken High 85111941 10:08:11 Active Firefox 2.0.0.11 ffindows 200 1] hare

The following attributes are presented in the sessions dialog:

« User
The users login id. The user login id may be displayed with the character sequence "??77" if the
user has not been authenticated.

+ Auth Method
The authentication method used, for example Web Token, SMS Token or SecurlD.

+ Encryption
The encryption grade used on the connection between the client and Clavister SAG. The
possible values are:

«  Very high - 256 bit AES

« High - 128 bit or longer key length.
+  Medium - 56 to 127 bit key length.
+ Low-40to 43 bit key length.

+  None - Clear text.

« ClientIP
The client's IP address.

+ Last Activity Output
The time when the user was last active. This is used to decide when a user will be
automatically logged-out from Clavister SAG due to inactivity. If the mouse pointer is placed
above the text, an information dialog will appear including information about when the
session will time out.

+ Status
Shows the status of a session and can be one of the following:

+  New
A user who has not yet logged-in to Clavister SAG.

« Active
A user presently logged-in to Clavister SAG.

+ Logged out
A user who has logged-out from Clavister SAG.

+ Client
Shows which web browser and operating system the client is using.

+ Node
This information is only available when Clavister SAG is running within a cluster. It indicates
which node or nodes the session is located in.

13
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VHID
VHID is the ID-number which signifies which virtual host the user is connected to.

By pressing the More button a separate window with more information about that session is

opened.

Information

Uszet: test

Ticket D A

“irtual Host: Defaalt Q)
Authentication: webtoken
Encryption Gracde: High
Remote Tunnel Cnling: Ao

Session D c81281ecTebbo 3d86057 2926505411366
Cliert 1P 85.17.194.1

Brovser: Fliretox

Browyser Wersion: 20011

Operating System: Wincfaws

Control

Killthis session

Some of the information is the same as in list above, however some is extra and is found only in
this dialog:

« User
The user ID of the logged in user in the session.

+ Ticket
The ticket ID is used to distinguish between different remote assistance requests. This field is
only set if the user has requested remote assistance.

+ Remote Tunnel Online
Tells the administrator if the remote side of the dynamic tunnel is active or not.

+ Kill this session
Clicking on the Kill link will force Clavister SAG to logout the user. The user will be presented
with the login screen the next time the user sends a request to Clavister SAG.

+ Remote Assistance
The remote assistance Connect with... texts are only visible when a user has made a remote
assistance request. The administrator can connect to the user's host with one of the protocols
RDP, VNC or SSH.

The most useful protocol is VNC which works well on Windows (Clavister SAG provides a
special executable for windows that the user can start by clicking on the remote assistance
page), as well as Linux and Mac OS X.

- Connect with RDP
In newer versions of Microsoft Windows, a user can create an invitation for someone to
provide remote assistance. To connect with RDP through Clavister SAG, an invitation must be
created and sent to the person providing the assistance. Another way to use RDP for remote
assistance is if the client machine accepts more than one session at a time (in other words, it
is a Terminal Server). However, this way the person giving the assistance will have to have an

14
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account on the client machine and will get a separate session on the client's machine (the
user and the administrator will not see the same thing).

Note

If the client machine is not a Terminal Server, logging in through normal RDP
(without the special Remote Assistance mode) will cause the user to be logged out
thus losing the Clavister SAG session.

Connect with VNC

To use VNC for remote assistance the user must be running a VNC server listening at port
5900. Clavister SAG recommends TightVNC, which can be downloaded and easily started
from the remote assistance page.

Connect with SSH

To allow SSH for remote assistance the user must be running a SSH server listening at port 22.
Most *NIX systems, most Linux distributions and *BSD systems have an SSH Server
pre-installed.

15
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3.3. View Logs

The log viewer makes it possible to view and remove the log files. The log files are compressed
and rotated every day at midnight, local time.

Main

2007-12-06
2007-12-05
2007-12-04
2007-12-03
2007-12-02
2007-12-01
2007-11-30
2007-11-29
2007-11-25
2007-11-27
2007-11-26
2007-11-25
2007-11-24
2007-11-23
2007-11-22
2007-11-21
2007-11-20
2007-11-19
2007-11-18
20071117
20071116
2007-11-15

Click the "Merge" button to merge the log files from all nodes

Auth Request Error

2007-12-05 2007-12-06 2007-12-06
2007-12-05 2007-12-05 2007-12-05 Delete
2007-12-04 2007-12-04 2007-12-04 Delete
2007-12-03 2007-12-03 2007-12-03 Delete
2007-12-02 2007-12-02 2007-12-02 Delete
2007-12-m 2007-12-m 2007-12-01 Delete
2007-11-30 2007-11-30 2007-11-30 Delete
2007-11-29 2007-11-29 2007-11-29 Delete
2007-11-28 2007-11-28 2007-11-25 Delete
2007-11-27 2007-11-27 2007-11-27 Delete
2007-11-26 2007-11-26 2007-11-26 Delete
2007-11-25 2007-11-25 2007-11-25 Drelete
2007-11-24 2007-11-24 2007-11-24 Delete
2007-11-23 2007-11-23 2007-11-23 Delete
2007-11-22 2007-11-22 2007-11-22 Delete
2007-11-M 2007-11-M 2007-11-21 Delete
2007-11-20 2007-11-20 2007-11-20 Delete
2007-11-19 2007-11-19 2007-11-19 Delete
2007-11-18 2007-11-18 2007-11-18 Delete
20071117 20071117 20071117 Delete
20071116 20071116 20071116 Delete
2007-11-15 2007-11-15 2007-11-15 Delete

The Merge button is only present when Clavister SAG is running in a cluster. It merges log files
from different nodes into single files to be displayed. To view log information from a certain date
and subject, click on the date and log type.

2007-12-06 09:58:09
2007-12-06 09:58: 57

2007-12-06 10:14:43
2007-12-06 10:14: 53

[200] CREATED - (cB1281ec7eSbh913d86d5729ae5b5411366) (B5.11.194,1)
[200] LOGIM - test 85.11,194.1 webtoken
(£c81281ec7ebb913d86d5729325b5411366) (Mozilla/E.0 (Windows; U, Windows
MT 5.1, en-US; rv:1.8.1.11) Gecko/20071127 Firefox/2.0.0.11)

[200] LOGOUT - test (c81281ecye5b913d86d5729as5b5411368)

[200] LOGIM - test 85.11.194.1 webtaken
(c81281ec7e5b913d86d5729ae5b5411366) (Mozilla#/s.0 (Windows; U; Windows
MT 5.1; en-US; rv:1.8.1.11) Gecko/2007 1127 Firefox/2.0.0.11)

16
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3.4. Statistics

The Clavister SAG Statistics section allows the administrator to get information about how the
Clavister SAG server is being used.

License History
Security Platform
Metwork Connector
Autherticator

Login and SMS History

Login Reguests
Sent SWS

The License History

The license history statistics show the maximum number of licenses that have been used at the
same time during a particular hour or day. These are examples of two of the time frames that are

displayed:
10 Security Platform Licence Usage Today
H
g O Total Usage
g 20 B Uszer License
= @ verload
=
-]
L 10
2
! 0 1 L
= f=2 o E=3 o E=3 k=3 o E=1 E=3 o p=3 k=3
g 8 2 g2 B8 S 4 3 = 2 & &
Security Platforn Licence Usage Past Honth
8 25
g 20 O Total Usage
.§ B User License
413 @ Overload
‘; 10
&
S
:
o
b b B 0l 3 B 5 ] B B B
= = - - = - - ) - - -
oo h=) « w [=i] o~ 'n) o — - [
o4 Ll = L= k=2 = - bl o~ o~ o

The black line shows the number of installed licenses. The blue field shows the number of
licenses that are locked as user licenses (in other words, how many users are members of the
priouser group). The green field shows the total number of licenses used. If the number of
installed licenses is exceeded, the number of users rejected is displayed with a red field.

17
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« Users and Groups, page 19
« Address Pools, page 29
* Resources, page 30

- The Navigator, page 53

¥ Administration
Uszers & Groups
Address Pools

Resources
Access Control
Cache Control

henu

Figure 4.1. The Administration Menu

4.1. Users and Groups

All user and group related settings are gathered here. Available settings depend on whether a

local database or an external LDAP directory is used.

Clavister SAG includes a local database. This local database can be used if no external LDAP
directory, such as eDirectory or Active Directory, is available or if external users shall be stored in
Clavister SAG only. If the local database is used, all user and group administration can be
managed from Control Center.

If Clavister SAG uses an external LDAP directory, most of the user and group administration is
managed from the administration interface for the directory.

The following table shows the functionality that can be controlled from Control Center (CS)

depending on whether a local or an external LDAP directory is used:

Initiate a user cs (&)

Create, change or remove a user cs Via directory
Create/erase a user group (&) Via directory
Change group membership (@) Via directory

19




Chapter 4: Administration

Allow SMS/Web authentication cs cs
Change SMS/Web password cs CS or via directory
Change users cell phone number (@) CS or via directory
Import groups NA (@)
Choose Inline Navigator (@) (@
Set SAG Password never expires cs (&)
Set user e-mail address (@) CS or via directory
Set Certificate User ID (@) (@
Set Expires at for SAG account cs (&)

Every user that shall be administered by Clavister SAG must be included in the Clavister SAG user
group (external LDAP directory only). Users not included in this group will not be found by the
Clavister SAG control center Alternatively the Clavister SAG group setting can be left empty to
allow admin of all users. To specify a Clavister SAG user group, see the section covering Server
Settings and Database.

When selecting the link Users & Groups either of the two dialogs below will be shown.

This first dialog is shown if Clavister SAG uses an external LDAP.

List all users...
List inttialized uzers only...
Import groups...

Search for users

Enter a user id or name in one of the fislds below.
The service will then search for uzers that contain the phrase entered.

UserD
Givenname:
surname:

The second dialog is shown if Clavister SAG uses the local database:

Lizt all uzers...

List initialized users only ...
Create user...

Manage groups...

Search for users

Enter & uzer id ar name in one of the fields bhelow.
The service will then search for uzers that contain the phrase entered,

Lzer IC:
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These dialogs allow the administrator to manage users and groups.

To search for users, enter a search string in one of the textboxes and press the search button next
to it.

List Users

New users in the Clavister SAG user group will be presented as un-initialized if an external LDAP
server is used. The administrator can choose to view either all users or only initialized users.
Uninitialized users will become initialized when they are viewed and an authentication method is
selected. The following image shows an example displaying all users.

4 new and uninitialized user(s) found.
To initialize a new u=er just click on the uzername, enable an authentication method
and 2t a pazsword.

Login Name Web SMS
edu2 Education User 2 Me Mo
eduld Education User 3 Ne No
edud Education User 4 Mo No
ps No  No

Fiteron: ABCDEFGHIJKLMNOPQRSTUVWXY Z All
3 of 3 inttialized users listed

Login Name Web SMS
Administrator rez Mo
demo Demo User ez Mo
edul Education User 1 ez Mo

The upper part of the list above shows new users yet to be initialized and the lower part shows
initialized users. (Users will be uninitialized if they are imported from Active Directory.)

If the local database is used, there will be no uninitialized users.

The two columns to the right show if the user is allowed to use Web/SMS token as an
authentication method. A temporary blocked user is marked as Locked and a disabled user is
marked Disabled. The users are shown in alphabetical order. By pressing one of the letters next
to the Filter on: text, the users with names beginning with that letter will be displayed.

To change a user's account information, click on the user's login id.

Create New User

Note that this function is only available if Clavister SAG uses the local database. If an external
LDAP is used, its administration interface must be used to create users.

When you click on Create user, the following dialog is shown:
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U=er Login ICx:

Please enter the login id for the new user and click Create.

Note
The UserlD may not contain any characters outside the english alphabet. Examples of
letters that are not allowed are: A, 6, A, d, O or 6.

Change User Settings

To reach user settings, click on the user's Login ID. You can then edit user information,
enable/disable login methods, change user passwords, etc. The settings you can change here
depends on if Clavister SAG is using the internal database or an external LDAP-directory.

Uszer DM
UnicjuelD (LICY
Given name

Surname [ Mame
Yubikey 1D
e-Mail Address
Commert
Expires at
Dizabled

Inliree Mavigstor

Web Token ! Basic

Weh Passwaord

SMS Token

SMS Passward

Sk Cellphone 1
SME Cellphone 2
SMS Cellphone 3

Lelete this user

demo
demao
Lemao
User
(Eriter the first 12 characters of an yubikey OTF)
O
Enable

D Change at next logon

¥ Never expires

Retype Pazswaord
D Enable
D Change at next logon
D Mever expires

Retype Passwoard

D SME the password to the user.

[ Group Assignment ][ Last Activity H Wiew Allowed Menu Entries ]

[ sppty |[ save |[ Retum |

Above is an example where the internal database is used. If Clavister SAG uses an external LDAP
directory there will be fewer options to set.
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« UserDN
The user's DN (full distinguished name) from the LDAP directory. It will be the same as the
UID below if the local database is used.

- UniquelD (UID)
The user login ID, which must be unique for every user.

GivenName
The givenname of the user.

« SurName
The surname of the user.

« Certificate User ID
The attribute of the certificate that holds the unique identifier.

Comment
Can be used to tag the user with some information.

- Expires at
The time when this user account expires. Press Select to open a small calendar.

- Disabled
The user will not be able to login if this checkbox is checked. In this case, the account is
disabled.

+ Inline Navigator
The user will be using a navigator that is located in a frame within the welcome page if this
checkbox is checked. Otherwise the navigator will be located in a separate window. This can
also be changed by the user if the access control allows it.

For Web Token/Basic the options are:

Enable
Allow the user to log in with the authentication method Web Token or Basic authentication.

« Change at Next Logon
If activated the user's password must be change after the next login.

+ Never Expires
If activated, the Web Token / Basic password will never expire. If not activated the password
will expire and the user must change the password. The policies for password changes are
handled in the Password Policy settings.

+  Web Password
Set the password to use when logging in using Web Token or Basic.

Note

Change at Next Logon, Never Expires, and Web Password are not shown if the user
password from an external LDAP server is used. See Section 8.2, “Web Authentication”
for more information.

For SMS Token the options are:

Enable
Allow the user to log in with the authentication method SMS Token.

« Change at Next Logon
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If activated the user's password must be change after the next login.

Never Expires

If activated, the SMS Token password will never expire. If not activated the password will
expire and the user must change the password. The policies for password changes are
handled in the Password Policy settings.

SMS Password
Sets the password to use when logging in using SMS Token.

+ SMS Cell Phone Number 1-3
The one-time passwords will be sent to the user's cell phone number. If more than one is
defined, the user can select which one to use.

The format of the phone number must be as follows: +[country code]larea codel[phone
number]. For example: +46733123456, where 46 is country code for Sweden, 733 is the area
code and 123456 is the local phone number.

+ SMS The Password to The User
If activated, the user's new password for SMS Token will be sent to him by SMS. The purpose
of this function is to simplify the distribution of new passwords.

Note

The options Add a user to a new group and Delete this user are only available if
Clavister SAG uses the local database. If an external LDAP server is used, the
administration interface for the LDAP server must be used to add and delete users and
groups.

Change at Next Logon, Never Expires, and SMS Password is not shown if the user
password from an external LDAP server is used. See Section 8.2, “Web Authentication”
for more information.

The Group Assignment button assigns the user to different groups. A list of the groups the user
is a member of are displayed. To include the user in a new user group, select the group from the
drop down menu and click Add.

Group Membership

addmins [ remowve |
narmalusers [ remowve |

pricusers | s
Cloze Window

The Last Activity button displays a list of the user's latest activities.
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2007-11-28 11:

2007-11-28 11;
2007-11-28 19;

2007-11-258 19:
2007-11-25 01:

2007-11-29 01:
2007-11-30 13:

2007-11-30 13

2007-11-30 14
2007-12-04 08:

[1]=H

10:
11:

12:
oz:

10:
53:

LS

[1]=H
&0:

33
57

35

[200] LOGIM - demo 85.11.194.1 webtoken
(CB7a20ff207c99a7Eea255fod7de431db7) (Mozilla/5.0 {Windows; U, Windows
MT 5.1; en-US; rv:1.8.1.10; .MET CLR 2.0.50727) Gecko/20071115
Firefox/2.0.0.10%

[200] LOGOUT - demo (cB7a20ff207c99a75eal55fcd 7 de431db7)

[200] LOGIM - demo 85.11,.194.1 webtoken
(cBf318acceEfecioedIc29a2e637b3e966) (Mozilla/s.0 {Windows; L) Windows
NT 5.1; en-US; rv:1.8.1.10) Gecko/20071115 Firefox/2.0.0.10)

[200] LOGOUT - demo {c8f3l5accas8fecBoedic29a2c637b38966)

[200] LOGIM - demo 83.227.119,.203 webtoken
(CcBecaBed492647ch556392012799dB09:2) (Mozilla/5.0 (Macintosh; U; Intel Mac
OS5 ¥, en-us) Applewebkit/523.10.3 (KHTML, like Gecko) Yersion/3.0.4
Safari/523.10)

[200] LOGOUT - demo (c8ecaSe492647ch5563920122799d309:2)

[200] FAIL - demo 85.11.194, 185 webtoken
(CBEEe50994fed00706Ccecd 59 TEEA147 400

[200] LOGIM - demo 25.11,194, 125 webtoken
(CBE6e50994fed00706cecd59cT28914740) (Mozilla/4.0 {compatible; MSIE 7.0;
Windows MT &.1; InfoPath.1; WET CLR 1.1.4322; .MET CLR 2.0.507271)

[200] LOGOUT - demo {(cB856e60994fed00706cecd 59 FEE9147 400

[200] FAIL - demo 80.252,191,141 webtoken
(cB8d1d8fE1133ec913442a05afa70136207)

The View Allowed Menu Entries button shows what menu entries this user can access when
logging in, with different authentication methods is displayed. First, you have the possibility to
fill in from which IP address the menu items should be available.

The Cliert IP Address can be used to check wwhich menu tems are available from & specific P address.
It can alzo be left blank...

Cliert IP Address:

If Check is pressed the dialog below appears, showing the menu entries the user is able to

access.
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The following menu entties are available for user demo from Any P Address

Authentication Method - Basic
Control Center

Cutlook Wyeh Access
File Share

Femate Deskiop
Metwork Connector

Clavister
Google

S50 Handler
User Settings
Change Password

Authentication Method - Webtoken
Control Center

Cutlook Weh Access
File Share

Remote Deskiop
Detma FTP

S5H Tunnel

Metwork Connector

Clavister
Google

S50 Hancller
User Settings
Change Password

Cloze Window

Once the changes have been made to Change User Settings the options are:

- Apply
Save the settings without leaving the form.

+ Save
Save the settings and leave the form.

+  Return
Return to the previous page without saving anything.

Locked Accounts

An account can be locked if the user makes too many failed attempts to login.
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This account is temporarily locked

User D chn=jasm,ou=users de=local

UnicyuelD (LIDY jasm

Matne James Smith

Cerificate User ID [Format: %5 MDD
e-hail Address smith.jamesi@example.com

Cammernt

Expires st

Disabled F

Inline Mavigator F

Web Token | Basic Enahle

D Change st next logon

D Mever expires
Weh Password Retype Passwoard

SMS Token [ Enable

D Change st next logon
D Mever expires
ShS Password Retype Passwoard
M3 Cellphone 1 [ SMs the password to the user.
=M= Cellphone 2
SME Cellphone 3

[ Group Assignment ][ Last Activity ][ Wiew Allowed WMenu Entries ]

[ Unlock this user ][ Deletethisuser] [ Apphy ][ Save ][ Return ]

An account can be unlocked with the Unlock this user button.

Manage Groups
With this function you can create new groups, delete groups and make users members or

non-members of a group. This function is only available if Clavister SAG uses the local database.
By default, no groups exist.

User Groups

admins [ Delete ]
narmalusers [ Delete ]

priousers [ Delete
Create group
Return to Users

To delete a user from a group or assign a user to a group click on the group's name. A dialog
similar to the following will be displayed.
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Add or remove users from this group.

Available Users

Jamnes Smith ~ jasm
U=zer ~ lamne
Uszer ~ test

Members

Demo Uzer - demo

Here you can see which members there are in the group and users available to add to the group.
If you want to move a user between Available Users and Members, click on the user and on

either >> or <<.

Import Groups

This function is only available if Clavister SAG uses an external LDAP directory. It is used to select
which user groups from the external LDAP directory Clavister SAG should use. (See also

Section 5.8, “Local Database Settings”).

Note

Groups that have been removed from the imported list will NOT be removed from
current Access rules etc. This has to be done manually.
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4.2. Address Pools

Address pools are groups of addresses used to differentiate between clients connecting from
different networks. The pools can for instance be used in the access control and in the individual
timeout configuration.

Below is an example with three configured address pools.

These seltings are wnigue for each livtnal Host,

Pool Hame
Secure Adminstration Metwoark Delete

Add new poal...

To change the settings of an address pool, press its name. To add a new pool, press Add new
pool.

Pool Hame

Secure Adminstration Mebwork

Single Addresses, Hetworks & Address Ranges

It iz pozsible to specify network addresses (eg 192 168 .30.0024),
as a range of addresses within a C-class netvwork (eg 192 165 10.16-89)
or &% a single P address (eg 192.1658.92.8)

10.4.0.0/24 [Metwork Address)

[ Save / Update ][ Feturn ]

Figure 4.2. New Address Pool

The settings are:

+ Pool Name
The name of the address pool.

- Single Addresses, Networks & Address Ranges
An address pool consists of lines defining the addresses in the pool. Each line can be either
the address of a network (for example 792.168.59.0/24) a range of addresses in a C-class
network (for example 7192.168.58.101-250) or as single addresses (form example
192.168.58.123). If more fields are needed, press the More Fields button.
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4.3. Resources

A resource is a service accessible via Clavister SAG. There are four different kinds of resources:
Web Server (HTTP and HTTPS), FTP Server, Windows Share and Tunnel.

HTTP or HTTPS

A Web Server may be accessed using HTTP or HTTPS (SSL). Please note that even if the data
between Clavister SAG and the internal resource is sent in plaintext (HTTP), the data between
Clavister SAG and the client is always encrypted.

FTP Server
The FTP protocol is supported by Clavister SAG. This makes it possible to access a FTP server
using Clavister SAG. FTP data will be converted to HTTPS data and then sent to the client.

Windows Share
Clavister SAG can map windows network drives and publish the content on a regular web
page. The data is encrypted and sent in the HTTPS protocol to the client.

Tunnel

Clavister SAG supports services using other protocols than HTTP and FTP, e.g. SSH, Terminal
Server, Citrix, pcAnywhere, etc. The communication between the client and Clavister SAG is
encrypted using AES. Port 443 is used, as for HTTPS/SSL.

The tunnel makes it possible to run locally installed clients such as SSH, Terminal Server,
Citrix, etc. Terminal Server, Citrix and VNC are also available as Active-X or Java clients and are
bundled with Clavister SAG.

4.3.1. Resource Administration

A list of all available resources is presented in the administration interface:

These seltings are unigue for each Virtual Host,

Hame URL ACL
clavistercom Hitp: iwww.clavister.com: 50 Yes
demo-fip g iftpaclavister.com: 21 Yes
demo-owwa hitp: iwebmail 50 Yes
demao-smb =mkc 192168101, M resources Yes
google Hitpe fimages.google.se: S0 Yes
localssh tunnel M27.0.0.1:22 Yes
remote-deskiop tunnel 92168101, 40 3350 Yes

Addd neswy resource...

To change the settings of a resource, press the name of the resource. The settings are:

Name
The resource name which must be unique and can NOT contain any special characters or
white space.

URL
This is information for the administrator to easily get an overview of all resources.

ACL
This is an indication if the access control is specified for the resource or not. It is also possible
to click on the text to get directly to the access control for the specified resource.
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Adding a New Resource

To add a new resource click on Add new resource.

Adding new Resource

Pleaze specify name and type for the nes resource, The name is an internal name and is not used
by the end user.

Maime: PortalServer
Description: |Intranet
Type: HTTP “

Enter a name, description (optional) and select a type for the new resource and click on the
Next> button.

The Type can be one of:

« HTTP
Web server without encryption.

HTTPS
Web server with encryption (SSL).

+  Tunnel
Resource that uses TCP/IP or UDP/IP communication. Multiple ports are supported. To use
multiple ports, use comma to separate the ports, for example: tcp:80,tcp:81,udp:1500.

+ SCP (Java client)
Secure Copy with a Java client.

- FTP (Java client)
FTP with a Java client.

NFS (Java client)
NFS with a Java client.

« SFTP (Java client)
Secure FTP with a Java client.

- Windows Share (Java Client)
Windows Network Drive with a Java client.

FTP (Web Interface)
FTP with web interface.

«  Windows Share
Windows Network Drive with Web Interface.

Enabling Session Independent Resource Handling with Java Clients

If using any resource with a Java client from the list above, it is important to do the following and
the following order in order for the clients to work:
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1. Add a DNS wildcard record.

This is necessary so everytime you log in, a new FQDN is allocated to each resource or
cluster nodes. For example, the domain ssl.company.com would result in a new domain
resourcel.ss.company.com when you select resourcel.

Note that is important to have a wildcard certificate for this so that a certificate warning
message isn't generated each time a resource is selected and the domain name changes.

2. Enable the Session Independent Resource Handling option. If this option is not enabled, these
resources will not load and a Java error message will be received. The option can be found
in the General Settings list in Server Settings in the web interface.

The effect of this setting is to give each user an independent allocation of Clavister SAG
resources.

Note: The Windows Share Java client port number may need to
be changed

The default Resource Port Number for the Windows Share Java client is 139 and this is
suitable for Linux servers. When using a Windows server, the port number should be
changed to 445.

Web Resource

This section be adapted for the specified resource type selected. The following dialog is
displayed for the resource type HTTP and HTTPS:
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Configure HTTP Resource “our-intranet™ a.k.a "Our Intranet™

Main ] I Aduanced I I 550 ] I Search & Replace ] I Cache ]

Description: Our Intranet
Toppnes HTTF L
The Server Address may be an [P Address or a DRSS Mame.
It can also ke comma separated list of addresses or DMS Names.
Thig iz usetul when load balancing between several physical servers.
Example: mail company. cormalic cormpary com, 10.104.0.2
Server Address:  [10.5.1.40
The Port must be a single TCP port number.

Port: a0

It iz possible to specify extra host names.
Sepatate multiple names with comma.

Example: mail mailserver, mail company.com

Hostnames:
Logout LRI

Reversed Proxy. (%) (Recommended)
Simple SID Proxy: () (Use with care)
SSL Tunnek: C. (Reguires Java on the client)

The Client Port i only used inthe S50 Tunnel and Cuick Tunnel modes.
It can be used to force a specific port on the client.

The Client port will be automatically assigned if it is setto 0.

Client Poart:

The settings are:

Description
A description of the resource. This description will be displayed to the user in, for example,
the "SSO Handler Page".

Type
Whether the internal server is a HTTP or HTTPS server.

Server Address
The IP address of the server.

Port
The port to use on the server.

Hostnames
It is possible to specify a DNS or NetBIOS name if the web server requires a specific name in
the Host: attribute in the HTTP protocol.

This is useful when running Virtual Hosts on the web server and the IP address is specified in
the Server Address field. Multiple names can be specified (comma separated) in order to
address translate many different names to a resource. This may be needed when running IIS
on a windows system that uses NetBIOS names.

Logout URI
If the URI is specified, Clavister SAG will send a request to this URI when the user logs out
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from Clavister SAG or when a session is removed due to a timeout.

+ Reversed Proxy
Reversed proxy is the normal mode for HTTP/HTTPS resources.

+ Simple SID Proxy
The Simple SID mode can be used when third party programs shall access data on a web
resource. The session id will be visible in the URL. Use this option with care!

+  SSL Tunnel
The data will use a dynamic tunnel to the internal resource and all URLs will be translated to
localhost.

- Client Port
If one of the two modes SSL Tunnel or Quick tunnel is used, this textbox can be used to
define a certain client port to use for the tunnel. If it is left blank, Clavister SAG will assign a
port automatically.

Advanced Options for HTTP/HTTPS Resources

Main Bdvanced ] l 550 ] l Search & Replace ] l Cache ]

It i pozsible to specify a special pattern poal. This iz only needed in zome
special cazes when the URL conversion of the wek page fails.

Pattern Pool: Hormal w
Cortert Types: Buittin: (& Custom: (7
It is possible to specify a special Uszer Agent that
weill be sert to the Web Server.
Leave this field blank to use the glokbal setting for User Agent.

Uzer Agent Chverride:

Extended Pipelining: (| (Gives increased perfarmance on high lstency connections)
Farce Unigue Pipelines: O (May give increased perfarmance when handling many =mall ohiects)
Disable Magle's algorithim: [ (May give increased perfarmance when handing many smal objscts)
Translste " _top" (This prevents web pages to overwrite the inline navigstar)
Cookie Pass-Through: [ (alows this resource to set cookies directly on the client)
Accept Client Cookies: (&lloves the client to send cookies to this resource)
Rewerite Reguest Header: (| (Thiz revwrites the URLin every reguest)
LIRL Caorrvert Fosted forms: [ (Data posted in forms will be URL converted)
Inline URL Converter: (| (Rewrites URL's in ciata sert from Client to Server in one batch)
Allovwy Unknowen Heacders: O (Allowy transportation of sl headers between client and server)
Clear Intial Recuest: (Clear initisl request after first use)
Translate ica files: (| (Communication Tunnels will be setup automatically for ica files)
Send ¥-Forwarded-For: 1 (Sends the X-Forwarded-For header with the clierts IP sddress)
Send Custom Headers: [ (custom Headers always starts with a ¥)

h -

The advanced options for HTTP/HTTPS resources are:

- Pattern Pool
If there are problems with the URL conversion in a http/https resource, another pattern pool
can be selected. Pattern pools are configured in Server Settings > URL Converter.

+ Content Types
If the Built in option is checked, Clavister SAG uses the Types shown below. The Custom
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option should be checked to add or delete Types.

Advanced Settings
It iz possible to specify a special pattern pool.
Thiz iz only needed in 2ome 2pecial cazes when the
URL converzion of the web page failz.

Pattern Pool: Normal w
Search and Replace: Configure custorn Search and Replace patterns
Content Types: Buitin: O custom: {2

text'htrn|

tesctieml

tenticss

application/x-javasoipt

More Fields

It iz possible to specify a special User Agent that
will be =ent to the Web Server.
Leave thiz field blank to use the global =etting for User Agent.

llear Anant Muarrida:

If the webserver does not send any content type header, Clavister SAG will allow URL rewrite
if you add the content type of null.

User Agent Override
This setting can be used to define a special user agent string to send to the web server.

Extended Pipelining
Gives increased performance on high latency connections. Keep this option disabled if there
are problems with SSO.

Force Unique Pipelines
Force unique pipelines, even if the browser doesn't request listitem. This may speed up the
transfer of many small objects on a webpage.

Note
This will consume a lot more processing resources in the Clavister SAG system.

Disable Nagle's Algorithm
Immediately send data even if the send buffer isn't full. This may also speed up the transfer of
many small objects on a webpage.

Translate"_top"
If this checkbox is checked, Clavister SAG will translate all target="_top" within HTML pages,
to prevent the page to overwrite the inline navigator.

Cookie Pass-through

If Cookie Pass-Through is selected, the web resource is allowed to set cookies directly on the
client, something that might be necessary for some types of servers. Left unchecked, Clavister
SAG handles all resource cookies internally.

Accept Client Cookies Allows the client to send cookies to this resource.

Rewrite Request Header
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Rewrites URL data in the request URI.

URL Convert Posted Forms
If selected, data posted in forms will be URL converted before it is sent to the server. This is
required for some web servers when uploading files.

Inline URL Converter
If the Inline URL Converter is used, data sent from the client will be sent in one batch. This is
required for some types of servers that cannot properly handle chunked data.

Allow Unknown Headers

This option allows unknown HTTP headers to be sent between the client and the server.
Normally, Clavister SAG only handles known headers. This option is only needed in some rare
occasions.

Note

Headers starting with "X" will never be passed from the client.

Clear Initial Request

If a user accesses a resource directly before they have been authenticated with Clavister SAG,
an authentication page will be displayed to the user. When the user has successfully
authenticated, they will be redirected they will be redirected to the page that was originally
requested.

Every time the user tries to access the Clavister SAG root (/), they will automatically be
redirected to the page that was originally requested prior to authentication. This is useful if
only one resource is configured for the user. However, if this option is enabled the user will
only be redirected to the requested resource/page directly after authentication. The next
time the user tries to access the root (/) they will be presented with the welcome page (or the
auto-start page if configured). In most situations, it is recommended to have the this option
enabled.

Translate .ica files

If this checkbox is checked, Clavister SAG will translate all Citrix ICA files from the web server.
This means that if Clavister SAG finds a server address that can be matched to a specified
resource in Clavister SAG, then the address will be rewritten to 727.0.0.7 in order to tunnel the
ICA protocol through Clavister SAG. This is very useful if running a Citrix web interface.

Note

All Citrix MetaFrame servers must be specified as tunnel resources and the ICA file
can NOT include information about a Browser Server.

Translate .ica SSL Proxy To

This option is only available when the previous Translate .ica files option is selected. It is used
when accessing a Citrix Secure Gateway. The value should normally be set to
localhost.<your-Clavister SAG-DNS-name>. For example, localhost.login.company.com.

Note

It is important to specify both a web resource and a tunnel resource to the Citrix
Secure Gateway. The tunnel resource must have the advanced option Replace SSL
Certificate selected in order for the client to receive a valid server certificate.

Send-X_Forwarded-For
Sends the X-Forwarded-For header with the client's IP address.
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Send Custom Headers

This option allows custom headers to be sent to a web resource. The web resource must be
able to handle custom headers. Custom headers always start with an X. For example, X-userid
(in Clavister SAG, you would write -userid because Clavister SAG adds the X automatically).

SSO

SSO settings allow the administrator to configure special authentication settings to enable Single
Sign-on (SSO) for a specific resource. The option Normal indicates that there will be no specific
SSO for this resource.

SiteVision
Enables SSO for SiteVision. Make sure the SiteVision server is configured to use
authentication that is set to be Clavister SAG.

Mzin ” Advanced H 550 H Search & Replace ” Cache ]

Authentication Type

Siteigion:
Force Basic:
Static NTLM:
Form baszed:
Marmal:

ejelele]O]

Uzername: PARM{guuid}
Pazzwoard: P AR M{qupad}

Send Session ID: il

Force Basic

If this feature is activated, Clavister SAG automatically authenticates the user to the internal
resource using BASIC headers, even if no request for authentication has been sent from the
server. This can be used for web servers that accept BASIC authentication headers but do not
send any "Authentication Required" replies. Which credentials to use are defined in the
controls below (see Appendix B, Parameters).

Static NTML
Clavister SAG uses the credentials configured here to logon to a system that requires NTML
authentication.

Main H Advanced ” S50 ” Sezrch & Replace ” Cache ]
-
Authentication Type
Sitetizion: O
Force Basic: O
Static MTLM: @
Form based: &
rarmal: O
Username: FARM{guuid}
Pazsword: P AR M quupird}
Drarmein:
p A
Form Based

If form based authentication is activated, Clavister SAG posts parameters to the internal
resource every time the menu entry is clicked. To find out how to configure form based
authentication for a particular web server, open the html code of the authentication page
and look for the login form. The Post URI is the URI where the data should be posted, look for
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the action tag for the form. The data to post is defined in the Attribute and Value fields.
Look for input tags for the form. Add the name of the input tags in the Attribute fields and
whatever information should be posted in the Value fields.

Prefetch Data
The prefetch feature can be used to fetch information from a log in page to be posted
together with the other authentication information.

Example 1. Form Based SSO without prefetch: if this is the form part of the web page:

<form acti on="1 ogi n. php" >

<i nput type="text" nanme="user_nanme" val ue=""/>

<i nput type="password" nanme="user_password" val ue="">
</ forn>

This is how the resource could be configured:

Main ||  Advanced || 550 |[  Search & Replace |
=

Authentication Type

SiteVizion: [ &)

Force Basic: [ &)

Form based: ®

Mormal: o

Frefetch Data: F

. login.php

Po=t URI:

Parameters: Attribute Value
user_name PARM{gwuid}
user_password PARM{gwpwd]}

See Appendix B, Parameters for more information about the parameters that can be used.
Example 2. Form based SSO with prefetch: if this is the form part of the web page:

<f orm acti on="1 ogi n. php" >

<i nput type="text" name="user_nane" val ue=""/>

<i nput type="password" name="user_password" val ue="">

<i nput type="hi dden" nane="session_id" val ue="1213AEF21251BBE1" >
<i nput type="hi dden" nane="I| anguage" val ue="en">

</ fornp

In this case we need to post the session_id and the language fields to the POST URI. To
configure the prefetch, regular expressions are used. This is an example of how the resource
could be configured.
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Main Advanced 550 Search & Replace |
=

Authentication Type
SiteVizion: &
Force Bagic: [ &)
Form bazed: ®
Normal: &
Prefetch Data:
Prefetch URI: [1zgin.phe |
Max Prefetch Size: Bytes
Search Patterns: Regular Exprezsion

| <input type="hidden” name="session_id" value="[\5+)">

| <input type="hidden” name="|language” value="[\5+">

Post URI (legin.ehe |
Parameters: Attribute Value
|uset_name IF'AF{M{gwuid} |
|user_password | ParMigwowa |
[session_id | PARMIgwregexp ] |
|Ianguage IF'ARM[Q\MEQEXPEH |
I I |
Note

Only one regular expression can be used on each search pattern line.

Search & Replace Options for HTTP/HTTPS Resources

The Search and Replace settings are used to configure special strings to be translated into other
strings before it is sent to the client. Click the text to open the Search and Replace dialog.

Main_ || Advanced |[ 550 |[ Search &Replace |

It iz possible to specify search and replace strings. This can be useful when some javascripts shall be disabled or invalid
host names are uzed by the rezource.

Paramsters can be used in the Replace string. The following extra parameters are available;
PARM{gwre=zourceurl} and PARM{gwtunnelport}

Useful normal parameters are: PARM{mgnodeprefic} and PARM{gwho=stnams}

Input from
Search for Replace with Client Server
|.-'ex,arnp|e.htrn| | |.-'index.php | ® [ &)
|¢E href="/logout™>Logout</a> | | | e ®
| Zinput valus="" nama="uid" | |<input wvalue="PARM{gwuid}" nams=="uid" | O @
| | | | o @
| | | 0 @
e -
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« Input from This indicates if Clavister SAG shall search and replace the text in the data sent
from the client to the server or from the server to the client.

Cache

For details on how to use these settings see Section 4.3.3, “Cache Control”.

| Main ” Advanced ” 550 H Search & Replace H Cache ]

URI (an asterisk equals any URI)

fdownload™ . jpg

Cache Type
Cache W

Add new cache rule...

Delete

Tunnel Resources

Configure Tunnel Resource "sag-ssh"

Main || Advanced |[ ss0 |

Description:

Server Addrezs:

Ports:

L

SAG ssh

The Server Address may be an IP Address or a DNS Name.
It can alze be comma zeparated list of addrez=ses or DNS Names.
Thizs iz useful when load balancing between several phyzical =ervers.

Example: maill.company.com,mail2.company.com,10.104.1.2

192.188.0.2

It iz possible to specify multiple TCP and/or UDP ports.
Syntax for TCP Ports: sport number= or fopo=port number=
Syntax for UDP Ports: udp.=port number=

Example: 1080, tcp 6667, udp:3553

22

A

[ Cancel ][ Save / Update ]

Description A description of this resource. The description will be displayed to the user in, for
example, the SSO Handler dialog.

Server Address
In the case of tunnel resources, the server address might be defined either as a single IP
address or as a comma separated list of IP addresses. If more than one address is defined

Clavister SAG will spread the load over the servers by assigning the different addresses in a
round robin fashion.

Note
One user session will always use one IP address.

It is possible to specify the address as PARM{ldapX} (see Section 5.8, “Local Database

Settings”).

Ports
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The port or ports to enable tunneling for on the server. Which client ports to use are defined
in the settings for each menu entry.

« Allow signature with other than authentication provider

If checked, another provider can be used for signing than the one that was used for
authentication.

Advanced Settings for Tunnel Resources

The options shown below are available for tunnel resources:

Main Bduanced ” 550 ]

Disable Magle's slgorithm: i [Mary give increazed performance when handing many small deta packetz)

Bind to Rezource IP on client: [T (This is OMLY supported on Linus Clients with kdesudo of gksudo installed)

Bind Only to Resource IP: |:| (Do MOT bind to localhost)

Replace S5L Certificate: [ (used to replace the certificate send by the resource)

- Disable Nagle's Algorithm
When checked, Nagle's algorithm in the TCP-stack will be disabled. This may reduce latency
times in certain applications.

+ Bind to Resource IP on client
Configure the resource internal IP address on the client. This will allow client software to
connect directly to the internal IP address instead of 127.0.0.1.

Note

This feature is currently only available on GNU/Linux clients, with kdesudo or gksudo
installed.

« Bind Only to resource IP on client
When checked, the tunnel applet will not bind to 727.0.0.1.

+ Replace SSL Certificate
This feature allows Clavister SAG to replace the server certficate from the resource with its
own. This is very useful, for example, when accessing a Citrix Secure Gateway since the client
will validate the common name of the certificate. If Clavister SAG is acting as a DNS server for
the Clavister SAG domain then the localhost.login.company.com will be pointed to 127.0.0.1
and the certificate common name will also match since Clavister SAG uses wild card
certificates, for example *.login.company.com.

SSO

The image below shows the SSO settings for tunnel resources:

Main_|[ Bdvanced |[ ss0 |

Single Sign On does currently work with the Terminal Server web client (if the server iz configured properly)
and the Citrix Java client

NOTE: When using Single Sign on for tunnels, the user password will be readable in the HTML source.

Allow Single Sign On: F
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« Allow Single Sign On
This option enables Single Sign-On (SSO) for terminal server resources and for resources using
the Citrix Java client.

Note
The administrator should be aware that since the log on credentials are sent to the
client machine, it could theoretically be intercepted by malicious software.

+  Forced
Username: The username that will be sent directly to the server.
Password: The password that will be sent directly to the server.

+  Normal
No SSO is configured for this resource.

Note
The administrator should be aware that since the log on credentials are sent to the client
machine, it might theoretically be picked up by malicious software.

Windows Share (web interface)

Main

Main || sso [ Cache |

Description: shared

The Server Address may be an [P Address or a DN Name.

It can alzo be comma separated list of addreszes aor DNS Names.

Thiz iz useful when load balancing between several physical servers.

Example: maill company.com mallz company. com, 10.104.3.2
Server Address (102 16316

Specify the share name to connect to.

Share narme: web-shared

+ Description
A description of this resource. This description will, for example, be displayed to the user in
the SSO Handler Page.

« Server Address
The address of the server where the share is located.

- Share Name
The name of the share.

SSO
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Mzin 350 || cache |
Forced: &
Mormal: &
Lsernatme: FAR[guid}
Paszward: PARMIguaprad}
b
+ Forced

Username: The username that will be sent directly to the server.
Password: The password that will be sent directly to the server.

+  Normal
No SSO is configured for this resource.

Cache
[ m=in |[ sso ][ cache |
URI (an asterisk equals any URI) Cache Type
= Cache v Delete

Add newy cache rule...

For details on how to use these settings see Section 4.3.3, “Cache Control”.

Windows Share (Java Client)
Main

Configure Windows Share (Java Client) Resource "Shared-folder"
Main

Description:

The Zerver Address may be an IP Address or a DNE Name.

It can also be comma separated list of addresses or DNS MNames.,

This is uzeful when losd balancing hebween several physical zervers.

Example: maiid compaiy.corm maliz compahy.corm, 1010402
Server Address:

The Port must be a single TCP port number.

Part: 139

- Description
A description of this resource. This description will, for example, be displayed to the user in
the SSO Handler Page.

- Server Address
The address of the server where the shared folder is located.

+ Port
The port number.
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Note

Clavister SAG uses cifs. The standard port for cifs is 439.

4.3.2. Access Control

Clavister SAG uses Access Control Lists (ACL) for authorization. Authorization is based on group,
encryption grade, IP address, date and time and authentication method. If the resource is a web

server the access is also based on path. Each resource has its own ACL.

- Resource

These seltings are unigoe for each lirtual Host,

Resource
clavistercom
demo-fip
demao-owa
demo-zmh
google

lacalzsh
partalserver
remote-desktop

Local Services

Cantral Center

Meszage Center

Metwork Connector

About

Change Yweb Token Pas=word
Change SMS Token Password
Change Internsl Password
Remate Aszistance

User Settings

SS0 Handler

Type

Webh Server
FTP Server
Wb Server
Windowes Share
Weh Server
Tunnel

Mot Configured
Tunnel

Figure 4.3. An Access Control List

The figure above shows a list of all resources. A resource without access control rules will be
of type Not Configured. A not configured resource is not accessible for users.

Click on a resource to change the ACL rules for that resource.

« Type

This indicates the type of resource or Not Configured if the resource does not have any

access rules.

- Clavister SAG Services

Here, the access control policies of Clavister SAG's own services can be administered. Click on
the service for which you wish to add/change the ACL. Refer to the particular section below
for the Control Center ACL.

ACL Rules

The ACL rules for a resource are presented in a list. Please note that rules can only allow access,

never deny access.
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Group Auth. Enc. Destination Path 550 Restrict IP Address
Ay Ay Mone Ay Mo Mo Any Time
Addd new rule...

Figure 4.4. ACL for a Web and FTP Server

Group Auth. Enc. IP Address
Any Webtoken Mane Ay Time
Add newy rule...

Figure 4.5. ACL for a Tunnel

The settings displayed are:

- Group
Sets the group for this rule. Only one group per rule is allowed as well as Any group.

+ Auth
Sets the authentication method for this rule. The rule will only match users logged in with
this method. For example if SMS Token is set, this rule will only authorize users authenticated
with SMS Token. Any is also allowed in order to accept any authentication method for the
specified group. as well as authentication groups. See Section 8.4, “Authentication Groups”
for more information.

- Enc
Sets the minimum encryption grade. There are the following levels of encryption grade:

- High - 128 bit or longer key length.
+  Medium - 56 to 127 bit key length.
« Low- 40 to 43 bit key length.

«  None - Clear text.

Note

The weaker encryption grades also include the stronger encryption grades, for
example if a rule is set to match the Low encryption grade it will also match the
Medium and High encryption grades.

- Destination Path
With the setting Destination Path it is possible to restrict access to a certain directory and its
subdirectories. This setting is only valid for Web resources, FTP resources and windows
shares.

. SSO
If activated, Clavister SAG will store logon information for this resource. A user will only need
to authenticate to the resource once. The next time the user access the resource, Clavister
SAG will automatically authenticate the user to the resource. SSO using other than NTLM or
Basic requires the resource to be configured for that. This can be done in the Advanced
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Options section for the resource.

+ Restrict
This makes it possible to restrict the Single Sign On feature. This setting can be any of the
following:

+ No
The user can enter his or her user name.

- SAGUID
The user can not enter his or her user name. The user's Clavister SAG user name is always
used.

- FirstUID

The user can only enter his or her user name the first time. After a successful login, the
user name will be locked to this user name.

- IP Address
Specified if the access shall be restricted to any IP Address Pool.

+ Time
Specifies if the access shall be restricted to specific time or date. Click Time to open the
window below.

Day All Hone  Range From Until
Monday ® &} [}
Tuesday O} [ &) [}
Wednesday (&) &} [}
Thursday (O] L& L&
Friclay ® &) )
Saturday ® (3] (3]
Sunday ® &} )

FYYYYCMMLDD0)
“alidd From + - From Any Date
walicd Linti § " Uil Farever

Create a New Access Rule (ACL)

Use the resource list to click on the resource you want to configure, then click on the Add new
Rule. A new rule field will then be shown at the bottom of the ACL list.
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Group Auth. Enc. IP Address
Ay Webtoken Mane Any Time
Ay L High W Ay L

Ananymaous
Bazie -Cancel
ieb Token -
SME Token
1-fay %
2003y
Ay

Edit or Delete an Access Rule

To edit a specific access rule, click on the rule. It is then possible to edit or delete the rule.

Group Aurth. Enc. IP Address
Any Wyebtoken Mone Ay Time
Ay L Ay b High ANy b

Lrelete

Access control for Control Center

With this function the administrator is able to create different settings for different users that
must have access to different functions in Control Center.

Examples of different types of settings are.

«  One user must be able to list all users but cannot see anything else in Control Center.

« One user must be able to list all users and make changes but cannot see anything else in
Control Center.

« The administrator is able to see everything and make changes to everything in Control
Center

Click Control Center in the ACL.

The menu shown below appears.

Access Control Groups...

Access Contral..

These two options are now discussed.

The Access Control Groups option
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The option for Access Control Groups are:
+  Click the name of a Group Profile to change the settings for that group.
« Click Add new profile to create a new access control group.

+ Click Delete to delete the group.

These seltings are corman for all lrirtual Hosts.

Group Profile

Helpdesk Delete
Add new profile.

Figure 4.6. Access Control Groups

In the example below, a group called Helpdesk is created. Users using this profile will be able to
view and change settings for users as well as view and kill sessions.

The Access Control option

Below, the profile Helpdesk is being created.
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Profile Hame

Helpdesk
All

Covigeer [ acministrate &
Monitoring

Viewy Sessions D Kill Ses=ions

Cread 550 [ Handle S50

D “iewy Logs D Adminiztrate Logs

D Wiy Statistics D Handle Remote Asszistance

Administration

“iewy Users and Groups Adminiztrate Users and Groups
D “iewy Imported Groups D Administrate Imported Groups
Cvview sddress Poals [ administrate Address Paals

D Wigwy Resources D Adminiztrate Resources

D Adminiztrate Control Certer ACL

Authenticator
[vigww Autherticator [ administrate autherticator

Server Settings
D Wiewy Server Settings D Adminiztrate Server Settings

Client Settings
[z Cliert Settings [ scministrate Client Settings

Authentication
[vigww Authertication [ acministrate suthertication

Maintenance
[ install Licence
D Upgrade Product
D Backup Product
D Brovvze Filesystem

Activate Changes
D Relosd Configurstion
D Reindex Files
D Restart Service

The control center view for the Helpdesk group is shown below.
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Crefault (0 L'
+ Monitoring / Status Clavister Secure Access Gateway Status
Status
Seszions
o . Clavister Secure Access Gateway
¥ Administration Started st 2007-12-04 07:09:08.
Users & Groups
Mumber of active sessions 1
Memory Usage 26.2%
CPU Usage 12.0%
License usage Awailable
Security Platform 15
Metwark Connectar 10
Authenticatar 10
Module Available
Hard Tokens Yes
High Levailability Wes
External Uzer Database ez
Wirtual Hosts 1
Serial Mumber 1
Group Auth. Enc. IP Address ACL Group VHost
admins Any Mone Ay Mo Restrictions Ay Time
Ay - Ay W High w Ay - Helpdesk w Ay | W
+  Group

The user group that will use the settings in the profile.

- Auth

The authentication method the users in the user group must log in with (at least) to be able
to use the settings in the profile.

« Enc

The encryption the users in the user group must use (at least) when they log in.

. IP Address

Specifies which IP address (from the Address Pools) the user must log in from to be able to
use the settings in the profile.

+ ACL Group

The name of the profile the user group should use.

«  VHost

The Virtual Host that the settings in the profile are valid for.

« Time

Note
The Control Center View of Helpdesk (see above) is always visible for all virtual
hosts to users that have any access to the Control Center.

Specifies if the access shall be restricted to a specific time or date. Se previous chapters for

usage.
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4.3.3. Cache Control

In the Cache Control it is possible to control the data cached by the clients. The data that can be
cached depends on the resource, current directory, and/or file type.

Note

If cache control has been changed for the resource local, the files have to be reindexed.

This is done in the Activate Changes section.

These selings are unigne for each 1Yirbal Host

Resource
gwv-locs
o -local
gy -local
gwy-locs
g -local
o -local
gwe-local
g -local
gwv-locs
o -local
gy -local
gwv-locs
g -local
gy -local
gwv-locs
o -local
gy -local
gwy-locs
g -local
o -local
gwe-local
g -local
gwv-locs
owe-local
gy -local
gwv-locs
g -local
gy -local
gwv-locs
o -local
gy -local
gwy-locs
g -local
o -local
gwe-local
g -local
gwv-locs
oy -local

Add newy rule...

The actions that can be taken are:

Path
Telrarwwboardicravwhoard .cab
v arvehoardidravwboard jar
fcaflCA-cdmbd.cab
fcafdCA-combd jar
fca/ICA-cliphoardh cab
fcatlca-cliphoardh jar
feallCA-configh.cakb
fca/CA-confighl jar
fcal/lCa-caorehd.cakb
Aca/CA-coreh jar
fcalICA-printerid .cab
fealdca-printerhd jar
fcallcA-seamlessh cab
fcalICA-zeamlessh jar
Aca/liCatwih.cab
Aca/C At N jar
ficafactivexiconnect.ica
Ncaiactives i fica.cakb
ficafactivexinficac cab
Mmgnc-installexe
mgnc-osx tar gz
fzofttokens jar
fzshita20.cab

fzshlta20 jar

tzshifta2a jar

fzshhoutty exe
Istartapplication. cak
Istartapplication jar
terminalzervericonnect rdp
terminalserverhinsrdp cab
testiava jar

tunnel.cak

Aunnel jar

Mnc.exe
fenchightvneyviewer cab
renchightvnoviewer jar
Mnchncyiewyer.cak
Menchencyviewer jar

« Click on the resource to edit a cache rule.

« Click on Add new rule to create a new rule.

The settings in the dialog are:

- Resource

The resource the rule is valid for.
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cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
cache
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cache
cache
cache
cache
cache
cache
cache
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- Path
The full path to a file or just the type of file the rule is applied on, for example if the path is set
to /softtokens.jar the specified file on the specified resource will match. If the path is set to
*jpg the rule is valid for all files ending with .jpg. It is also possible to set the cache type for all
files on a resource, using "*".

Note
It is not possible to set cache control on a specified directory.

+ Cache Type
There are three types of cache options:

1. Ifthe type is no-store the data can only be cached in the web browsers memory.
2. Ifthe type is cache, data can also be stored on the disc.

3. If the type is private, the browser may use the file (Internet Explorer can open it) but can
not save it in the cache.

Note
If no rule exists for a specific resource and path, then no files are allowed to be
cached from that resource.

Cache Control Should be Enabled with Passive FTP

In order for "passive" FTP to function correctly through Clavister SAG, cache control should be
enabled for FTP resources.

52



Chapter 4: Administration

4.4. The Navigator

Shown below are the resources presented to the users after logon to Clavister SAG. This is
opened in a separate window called the navigator.

@hllps:... g

Control Center

Cutlook Wweb Access
File Share

Remote Desktop
Derma FTP

SSH Tunnel

Clavister
Google

User Settings

Change Password

Logout

qgw-ssl.clavister.com s ‘a

The navigator display is adjusted for the specific user, so that only resources accessible to the
user are included.

It is possible to let the user choose an "inline" navigator with the menu integrated into the
browser window instead of appearing in a separate window. Click the Your Settings option to
choose if you want to use the inline navigator or not.

Settings for user: jasm

Use inline navigator: O

Note

The menu is not generated when resources are created. The administrator must specify
each one of the menu entries.
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Users that have installed pop-up blocking software may not be able to see the navigator
menu if not using inline navigator without unblocking the navigator window.

Autostart and Autostart Navigator

It is possible to have a resource start automatically when a user logs on. This is useful since many
users will often use a certain resource every time they log on, for example their web mail.

It is possible to have a smaller menu appear in the top of the browser when using autostart. This
smaller menu is called the autostart navigator. It can contain a few of the most frequently used
menu items. Setup of the autostart feature and defining the autostart navigator is done when
specifying the menu items.

Since the autostart navigator is only one line high, the user might need the normal navigator
also. To get a normal navigator, the user can press the Normal Navigator in the autostart menu.

Note
It is not possible to choose the inline navigator when using the autostart navigator.

@ Secure Access Gateway - Nozilla Firefox BEX]
Fle Edi Yew Hstory Bookmarks ook  Help
@- @ (2 [ titpsiitan-ssl.cavister.comignfcaliwelcome. ol s b [% r[corses Y] 7

CLaVvISTEr

Logout | Outlook Web Access | Normal Navigator

(]| 23 2%, % | (24 dle 5 51 | View | Messages
3 inbo E Demo User : Inbox « Page: [ o1 »

—W ! (i ks 8  From Subject Received © Size

] colender

| 51 Mew | Message

There are no items to show in this wiew.

Contacts

/] Tasks
|| Folders
[} Pubtic Folders
;;] Options
nz LogOff

Done gwessl,davister.com &y &)

Dynamic Autostart

It is possible to autostart an internal resource, for example a webpage, from an external
webpage. The link to the internal resource on the external webpage looks like:

http://sag. server. nane. conf sag-| ocal / aut ostart ?
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resour ce=<r esour cenane> &uri=<the uri>& ornfill=<true|fal se>
An example might be:

http://1 ogi n. conpany. com sag-| ocal / aut ost art ?resour ce
=intranet &uri =/ & ornfill=fal se

When the link is clicked on the external webpage, the web browser redirects to the Clavister SAG
login page.

The user logs in to Clavister SAG and if the user is authenticated the browser will directly show
the internal resource.

It is also possible to specify the authentication method in the link. For example:

http://deno. conpany. com’ ng- | ocal / aut ostart ?
resour ce=webmai | &uri =/ exchange/ & ogi nt ype=webt oken, snst oken

http://deno. conpany. com ng- | ocal / aut ost art ?
resour ce=webnai | &uri =/ exchange/ & ogi nt ype=webt oken

Note

If dynamic autostart is used there will be no menu (navigator) available to the user. This
means that no log out button will be available. This could be handled using
search/replace for the auto-started resource.

4.4.1. Creating New Menu Entries

Click on Add new entry to start a guide to create menu entries.

These seltings are unigoe for each lYikual Host,

Menu entry Resource Move
Contral Center Move
Weszage Center hlowe
----------------- Mowe
Outlook Web Access cemo-ovws Move
Filz Share demo-zmhk Move
Remate Deskiop remote-desktop Move
Demo FTP demo-ftp hlowe
SEH Tunnel localssh Mowe
Metwork Connector Move
----------------- Move
Clavister clavistercom Mowe
Google google iove
----------------- Move
S50 Handler howe
Uzer Settings Miowe
Change Passvword lowe

Add newy entry .

Figure 4.7. Creating New Menu Entries

55



Chapter 4: Administration

Note

There are special resources created by Clavister SAG. Access rules and menu entries
should be added for some of these resources.

The following special resources can be found in the menu guide:

- Control Center

+ Message Center

« Change SMS Token Password
« Change Web Token Password
« Change Internal Password

+ User Settings

+  SSO Handler

« About Clavister SAG

« Remote Assistance

+ Menu Separator

The menu guide is different for each resource type. The following sections contain step by step
guides to create menu entries for different resource types.

A. Creating a Menu Entry for Web, FTP or Windows Share (web interface)

For this example, a resource called Web mail is used. It runs on the internal server
webmail.company.com and will be made accessible via Clavister SAG. The start page for Web
mail is http://webmail.company.com/webmail/index.html.

We assume that the ACL rules are set correctly. This example only shows how to set up a menu
entry.

Step 1.

Choose the resource to which you want to add a menu entry. The resource main is chosen for
this example.

Select the resource to add a menu ertry for:

i clavistercom

Step 2.
Now specify if the menu entry should link to a subdirectory or a specific file. In the example, the
path is set to: webmail/index.html.
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Adding Web Server Resource for host "clavistercom’.

If you wish to link to & special path or page on the web server you can enter it below .
Thiz iz optional, and if left blank the servers root path will be used.

http:'www.clavister.com/ products’

[ < Back ][ Cancel ][ Mt = ]

Step 3.

Type the name of the menu entry. This name will be presented to the users. Keep the name short
to avoid unnecessary line feeds in the navigator. It is also possible to add an optional "Long
Description”. In addition, it is possible to specify a group for application autostart and if this
menu entry shall be visible in the autostart navigator.

You can also specify for which OS the menu entry will be visible for, and if you want the menu
entry to open in a new window.

Enter a name for this menu entry.

This text will be displayed in the navigation window,
=0 it's recommended to keep it short.

Hame

Long Description

If you specify & group below, then thiz menu entry
will be selected instead of the welcome page for every
users that iz @ member of the specified group.

Autostart Group | Ho Autostart w

It iz also possible to select that this menu entry
shall be visible inthe special Autostart Navigatar.

Hide Havigator [ ]
Autostart Havigator [ ]

You can choose to hide this menu entry for all
operating systems except the one specified here

if you specify Windows, then this menu entry will
only be shown to client running windows.

The operating system name iz the zame as shown in
the session list for & user.

Leawve the field blank to allow this entry an
all operating systems

Only for 05
You can choose to open this menu entry in & newy windosw:,
Even if the inline navigatar ar the autostart navigator are active
Open in new window [ |
Click Next. The menu entry is now created and can be found at the bottom of the menu entry

list. The position of the menu entry can be changed, see Move in the section Change view
order.
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The nevy entry 'Clavister' haz heen
successfully added ta the menu.

B. Creating a Menu Entry for a Communication Tunnel

In this example a resource called rdp-resurs is used. It runs on the internal server
server.company.com. The resource is made accessible via Clavister SAG. The remote access service
Remote Desktop Protocol (RDP) must use port 3389.

Step 1.
Choose the resource to which you want to add a menu entry. In this example rdp-resurs is
chosen.

Select the resource to add a menu entry for:
E rdp-resurs HRYS

Step 2.

Clavister SAG provides templates for standard application and protocols, for example Citrix ICA,
Terminal Services, pcAnywhere, VNC, SSH and others. If there is no template for a certain service,
Custom TCP/UPD Tunnel can be used. In the example it is suggested to use Terminal Services
Active-X (Autostart). When using this alternative, the web browser uses an active-X control to
connect to the resource.

It is suggested to use a template based on the port specified for the resource.

Select Tunnel Type

f}‘; Terminal Services (Send RDP File)

{} Terminal Services (rdesktop for Linux)
) poAnywhere

{} Tight %MC Java Clent (recommended)
(3 WM Java Client

) S5H Java Client

(" Draww Board (fvhite Board Client)

() Remately Anywhere

{} Map Windows Share on Windows Client
{} Start Local Client Application

{3 Custom TCRAUDP Tunne

Note
The options presented in the above screenshot can vary depending on the components
installed. For example, the Citrix ICA options are not present above because the Citrix
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active-X components were not installed for this configuration.

Step 3.
This tunnel type allows extra paramters to be set. Choose which client port the active-X control
should connect to.

Set the screen resolution and choose how to handle the client computer's local resources (drives,
printers etc.).

Choose Client Port and Settings for Mappings

Pleaze choosze a client port for the terminal zerver tunnel. it is
recommended to use different ports for different menu items, since it is
then possible to run more than one tunnel simutaneously.

Client Port | 33391

Please specity if the client shall start in fullzcren mode or not.
If you zelect Mo belowy, then you alzo have to specify a screen
rezolution for the client to use inside the web browser.

Fullscreen |ves

Screen Resolution |=00 | E00

The zettings below iz used to contral if the user iz allowed to browse
the drives on the client, to use the local prirters etc.

Redirect Orives | Mo
Redirect Printers | Mo
Redirect Ports | Ho
Redirect Smart Cards | Mo

LN ANEA N ANES

Connect To Console | Ho

Application to start

Step 4.

Type the name of the menu entry. This name will be presented to the users. Keep the name short
to avoid unnecessary line feeds in the navigator. Select also that the user must accept all
incoming connections to the tunnel. This is used to prevents access by malicious programs to the
tunnel since the user has to accept all connections. Then select the autostart option described in
the previous example. Finally configure the options Only for OS and Open in new windows as
described above.

The name for the menu entry is set to RDP and the dialog is set to Yes which means that the user
must accept every incoming connection to the tunnel.
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Enter a name for this menu entry.

Thiz text wil be dizplayed in the navigation window, so it's
recommended to try keeping it short.

Hame |RDF

Long Description

Alzo choose if the uzer should be asked to accept
ot deny every connection made to the tunnel.

Dialog | No | »
If you specity & group below, then this menu entry
will he selected instead of the welcome page for every
users that iz a member of the specified grougp.
Autostart Group | No Autostart W
It iz also possible to select that this menu entry

shall be vizible in the special Autostart Mavigatar.

Hide Havigator [ ]
Autostart Havigator [ |

You can choose to hide this menu entry for all
operating systems except the one specified here

if you specify Windovs, then this menu entry will
anly ke shown to client running wwindows.

The operating system name iz the zame as shown in
the session list for @ user.

Leave the field blank to allov this entry on
all operating systems

Only for 05

You can choose to open this menu entry in & newy window:,
Ewven if the inline navigstar or the autostant navigator are active

Open in new window [ |

The menu entry is now created and can be found at the bottom of the menu entry list. The
position of the menu entry can be changed using Move option as described later.

The nesy ertry 'ROP* has heen
successfully added ta the menu.

C. Create a Menu Entry for a Custom Tunnel Resource

In this example a resource called telnet running on the internal server telnet.company.com is
used. The resource should be made accessible via Clavister SAG. The Telnet protocol uses port
23.

It is assumed that the ACL rules are already set. This example shows only how to create a menu
entry.
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Step 1.
Choose the resource to which you want to add a menu entry. For this example telnet is chosen.

Select the resource to add & menu ertry for:

1w

Step 2.
As there is no template for Telnet, Clavister SAG suggests Custom TCP/UPD Tunnel.

Select Tunnel Type

O

Citrix ICA Java Client (Seamless)

Citriz 124 Java Client (Embedded)

Citriz 124 Java Client (User Defined Settings, desktop anly)
Terminal Services Active-# (Autostart)

Tetminal Services Active-¥ (Uzer Defined Settings)

Terminal Services (rdesktop for Linux)

poAnywhere

Tight %NC Jawa Cliert (recommended)
WG Java Client

S5H Java Client

Drawy Board (White Board Client)

Remotely Anywhere

Wap YWindows Share on YWindovws Client
Start Local Client Application

Custom TCPAUDP Tunnel

®0000000000000

[ < Back ][ Cancel ][ M ext = ]

Step 3.

The local Clavister SAG Tunnel client will open a port on the local computer to which the local
telnet client can connect. Please note that ports under 1024 can cause problems in a UNIX / Linux
environment due to access restrictions.

In this example the client port 2300 is used.

Choose Client Port{s}

Erter the local client port to listento.
Ports below 1024 might cause problems with client side security restrictions.

Syntacs dep 3000 or Qalp 3007 use comma to separate muttinle ertries.
Client Poriz) (14994

[ < Back ][ Cancel ][ Mt = ]

Step 4.
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Type the name of the menu entry. This name will be presented to the users. Keep the name short
to avoid unnecessary line feeds. Also choose that the user must accept all incoming connections
to the tunnel. This is used to prevent malicious programs to access the Tunnel since the user has
to accept all connections. Then select autostart options described in a previous example.

Finally configure options Only for OS and Open in new windows as described above.

The name for the menu entry is set to Telnet and the dialog is set to Yes which means that the
user must accept every incoming connection to the tunnel.

The menu entry is now created and can be found at the bottom of the menu entry list. The
position of the menu entry can be changed, see Move in the Change view order section.

The newy entry 'Telnet' has been
successfully added to the menu.

When a user wants to use the tunnel, they only need to start the Telnet client and then connect
to 127.0.0.1 on port 2300. It is possible to use a special HTML page that describes how to start the
Telnet client and also how to connect to the tunnel.

4.4.2. Edit a Menu Entry

Click on the menu entry you wish to edit and an edit view is shown. The edit view will look
different depending on the resource type. An example of the edit view for the resource types
HTTP and HTTPS is shown below:

Resaource twpe HTTP Resource
Description Clawister

LRI fgqukrezaurcedsl avistercoms
Only Far 0%

Autostart Group Mo Autostart |+

Hide Mavigsrtor |

A tastart Mavigatar F

Open in & new window [

[ Save/llpdate ][ Lelate ][ Back ]

An example of the edit view for the resource type Tunnel (VNC) is shown below:
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Resource type

Description

Client port(=)
Connect page LRI
Only Far 0=
Connection Dialog
Avtostart Group
Hide Mavigator

Autostart Mavigator

Open in @ nesw window:

VHC
WHE

5210

Faui localfhnedfvn cuieer. himn|

Mo |

Mo Autostart |
O

O

O

Extra parameters (optional)

Screen X Resolution

Screen % Resolution

Parameter 3 (p3)
Parameter 4 (pd)
Parameter 5 (p5)
Parameter 5 (pg)
Parameter 7 (07
Parameter 5 (p&)
Parameter 9 (p9)
Parameter 10 (p10)

[ Savellipdate ][ [alete ][ Badk ]

200

(=alu}

The Connect page URI contains the path to the client that is started below the communication
tunnel applet in the web browser. This page can be changed to a customized page if desired.

Note

The parameter names can differ depending on which template is used for the specific

menu entry.

4.4.3. Change View Order

A new menu entry will always be positioned at the bottom of the menu entry list. It is often
desirable to change its position, which can be done with the Move function. Below is a menu

entry list.

63



Chapter 4: Administration

These seltings are wpigue for each Witual Host.

Menu entry Resource Move
Contral Certer Mowve
Message Certer Move
----------------- Mowe
Outlook Webh Access demao-owa Mowve
File Share demao-smk Move
Remote Desktop remote-desktop Miove
Demao FTP demo-fip love
S5H Tunnel localzsh hove
Metwark Connectar Mowve
----------------- Mowve
Clavizter clavistercom Mowve
Google google Wove
----------------- howve
SE0 Handler Mowe
Uzer Settings love
Change Pazswiord Move
WG YNC-PESOUrCE Mowe
Change SMS Token Pazswword love
Change SMS Token Passweord Mowve
Telnet telnet Mowe
Aol newy entry...

To edit a menu entry position click on Move. Arrows will appear to indicate where it is possible
to insert the entry.

For example, if you like to move the menu entry Telnet, click on the link Move on the row where
the entry Telnet is located.

These settings are unigue for each lirtngl Host

Menu entry Resource Destination
Cortrol Center 5
Meszsage Center LY
_________________ LY
Qutlook Wieh Access demo-ovea &
File Share demao-simb L3
Remote Desktop remote-deskiop L
[etno FTR demo-ftp s
S5H Tunnel lncalzsh L3
Metwork Connector o
_________________ L3
Clavister clavistercom L3
Google google L
_________________ L3
S50 Handler L3
Us=er Settingz L2
Change Paszword LY
WMEC YNC-resource s
Change SMS Token Pazsword L
Change SM= Token Pazsword L3
Telnet telnet

"~

Click on an arrow to place the entry in another position in the list. The entry will be inserted
above the selected line.

Change Web Token Password is changed to Change Web Password so that the text fits on one line
without wrapping.

This is done by clicking on the Change Web Token Password text.
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Resource tywpe Change WebToken Password
Description Change Web Pasaword

Only For 0=

Autostart Group Mo Autostart | w

Hide Mavigator .

Avtostart Mavigator O

Open in & new window [

[ Savefllpdate ][ Lelete ][ Badk ]

Finally, a separator is inserted between Your IMP Mailbox and PC-Anywhere test by adding a new
separator entry and then moving the new separator to the right location.

Select the resource to add & menu entry far:
f# Menu Separator EEYS

Select # Menu Separator and click Next.

The newvy separator has been
succezsiully added to the menu.
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« General Settings, page 67

« Log Settings, page 71

« Supervision Settings, page 73

« Network Settings, page 74

« Date and Time, page 76

+ Node Settings, page 77

« Network Connector, page 83

« Local Database Settings, page 88
+ URL Converter, page 94

« Virtual Hosts, page 95

+ Server Settings
General Settings
Liog Settings
Supervision Settings
Metwork Settings
Date & Time
Mode Settings
Metwork Connector
Datahase Settings
LURL Conwverter
Wirtual Hosts

5.1. General Settings

Some general settings for Clavister SAG's basic functions are to be found here. Note that the
information about virtual hosts will only be visible if virtual hosts are configured.
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Certificate Settings

Default Hostname gussl.clavistar.com
Certificate File testoerificate p12
Cettificate Passward YT

Miscellaneous Settings
Session Independent Resource Handling |:| (Requires wildcard certificate)

=e Multiple Brow ser Window s F
SMTP Server
SMTP From Address

Language auto %
Group for Prioritized Users priousars W
Preferred Internal Authentication Basic L

Public Remote Azsistance
Bind Session to Cliert P Address
Farward client user-agent

Persiztent Single-Sign-0On

BEREEO

Javaszcript to open nesy windows

Certificate Settings
This is information about the certificate Clavister SAG should use.

+ Default Hostname
The DNS name Clavister SAG should use. For example: webaccess.company.com.

« Certificate File
Name and path to the SSL certificate file. The certificate must be in PKCS-12 format. We
recommend that the certificate file is stored in the root directory. For example:
webaccess.company.com.p12.

+ Certificate Password
The certificate password, which is necessary in order for Clavister SAG to read the private key
from the certificate. For example: SeCrEt.

Wildcard Certificates

A Wildcard Certificate conveniently allows the securing of multiple sub domains on one domain
on the same server using a *.domain pattern for the certificates common name.

For example, if the CSAG hostname is login.company.com, the certificate should be issued to
* login.company.com in order to secure such hostnames as student.login.company.com and
consulting.login.company.com.

It should be stressed that the wildcard character "*' matches only a single domain name
component or component fragment. In other words, it matches only a single level of the domain
name. For example, *.domain.com will match foo.domain.com but not bar.foo.domain.com. It is
therefore important to have a certificate issued which contains the wildcard in the correct
position.

Miscellaneous Settings
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Session Independent Resource Handling (SIRH)

This option makes it possible to access several internal web resources simultaneously without
any loss of performance or functionality. This option is required when running a Clavister SAG
cluster and is checked by default when installing the product.

An extra DNS record has to be assigned to the DNS server in order to setup SIRH. For example
if the Clavister SAG server is named login.company.com there has to be two DNS records. The
first will handle login.company.com and the second will handle *.login.company.com. The
DNS records shall point to the Clavister SAG servers.

Note

This is only valid in NONE cluster configurations. In a cluster a subzone must be
created that uses Clavister SAG as DNS servers.

An example of a BIND v9 configuration:

$TTL 86400
@ I'N SCA nsl.conpany.com domains. conmpany.com (
2004010101 ; seri al
86400 ; refresh
3600 ; retry
1814400 ; expire
86400 ; default ttl
@ I'N NS nsl. conpany. com
| ogi n I'N A 10. 24.19. 2
*.login I'N A 10. 24.19.2

A wild card certificate must be installed in order to use SIRH securely. Contact Clavister
support to get more information about wild card certificates support@clavister.com.

A wildcard certificate conveniently allows you to secure multiple sub-domains on one
domain on the same server by using the *.domain pattern for the common name. For
example, if your Clavister SAG's hostname is login.company.com, the certificate must be
issued to *login.company.com. This secures, for example, student.login.company.com and
consulting.login.company.com.

Note: Wildcards only work at one level

A wildcard issued to *.company.com will not work for a Clavister SAG with default
hostname login.company.com. Clavister SAG adds a level before the default
hostname, for example m01-mail.login.company.com.

Use Multiple Browser Windows
This option allows each resource to be opened in a separate web browser window. It is
recommended to use Multiple Browser Windows only if SIRH is activated.

SMTP Server
The IP-address to the SMTP server that will be used to send emails.

SMTP From Address
This is the address from which Clavister SAG will send email messages.

Language

Choose which language Clavister SAG should use. If set to Auto the language depends on
which language the web browser supports. You can choose between English and Swedish
support to force a specific language. The Control Center language is always English. For
further details, see Chapter 11, Modification of Pages.

Group for Prioritized Users
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Licenses are normally allocated per logged-in user. This may cause the system to run out of
licenses at certain periods when many users are logged on to the system simultaneously. To
solve the problem with accessibility that may occur when many users are logged on, you can
add administrators and other important personnel to the Prioritized Users group.

All users that are members of the group specified here, will be allocated a license for 30 days.
This will guarantee access even if there are many users using Clavister SAG.

Preferred Internal Authentication
Selects which authentication method should be used against an internal resource if multiple
authentication methods are available. The recommended method is Basic.

Public Remote Assistance
If checked, Request Remote Assistance will show up on the login page.

Figure 5.1. Request Remote Assistance

Bind Session to Client IP Address
If activated, each session will be bound to the IP address that the user logged in from. If a
user's IP address is changed during a session, this session becomes invalid.

Forward client user-agent

If activated, Clavister SAG will forward the web browser in use to the internal resources. If not
activated, Clavister SAG will instead indicate that the users are using Clavister SAG as web
browser.

Persistent Single-Sign-On

If activated, Clavister SAG will store the Single-Sign-On database in encrypted form to the
hard drive. This is useful since the database will not be cleared when Clavister SAG is
restarted.

JavaScript to open new windows

If checked Clavister SAG uses JavaScript to open new windows instead of target= in the HTML
code. This is default. If JavaScript is not used, Clavister SAG is not able to close the windows.
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5.2. Log Settings

Log Settings
Log &1l Reguests
Compress Log Files
Remove Old Log Files
Retnove Log Files Qlder Than 2 |days
Sy=log Settings
|Ize Syslog .|

P Address Part Protocal
Server 1 10,104, 14,120 ‘111| UDF w
Server 2 UDP W
Syslog Mapping

Syslog Facility Syslog Severity
Mzin Log Lacal O | | Informational %
Auth Log Local 1 | | Naotice w
Recuest Log Lacal 2 | | Informational %
Error Log Lecal 2 | |Warning L

Log Settings

+ Log All Requests
If not activated, only requests of type text/html will be written to the log. If activated, every
HTTP and HTTPS request will be written to the log. The recommended option is deactivated.

« Compress Log Files
If activated, the log files will be compressed using GZIP.

+  Remove Old Log Files
If activated, the log files will be removed after the number of days specified in the next
option.

+  Remove Log Files Older Than
If the removal option above is enabled, this specifies the number of days after which an old
log file will be removed.

Syslog Settings

+ UseSyslog
Enable this option for Clavister SAG to use a Syslog server. Log files will be saved both locally
and on the Syslog server.

- Server 1, server2
Specify the IP address and port for the Syslog server(s) that Clavister SAG should connect to. If
no port is specified, the default of 574 will be used.

Syslog Mapping
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Since Clavister SAG has four different log types (Main, Auth, Request and Error) it is also possible
to configure the Syslog facility as well as the severity of each log type. By choosing DISABLED
from the drop-down menu, the specified log will not be sent to the Syslog server.
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5.3. Supervision Settings

It is possible to let Clavister SAG send SMS messages to system administrators to let them know

that something has happened. Messages can be sent if the number of free licenses is less than
some number, if a user account is locked or if some rare system error has occurred.

The settings below are common for aif Virtual Hosts.

Activate SMS Types
Mearly or completely out of licenses

User account tempoararily locked
System errors

Thresholds

Lirdt that Alarms can anly be sent once every
given mingte, A valde of O minutes means that
an alarem will be sent immediately repardless of
when the fast alarm was sent

Mearly or completely out of licenses a minutes
User account tempoararily locked o minutes
System errors &0 minutes

Send warning wheh okl the specified amoont
af censes ar less are avallabls.

Mearly ot of licenses 3 licenzes

Speciy the cell phone numbers that alarms shall be sent
to below. Separate naxbers with commas.

Example:+467 33123456, + 358476123456

Mumbers

Save / Update

Activate SMS Types
Each checkbox is used to activate or deactivate a supervision SMS type.

Thresholds

The threshold text boxes are used to define the minimum number of minutes between
supervision SMS's. For example, if the number of minutes is set to 0 for Nearly or completely
out of licenses, a new SMS is sent directly every time a user is logged in and the number of
free licenses is low. If it is set to 60 minutes, the time between SMS's is at least 60 minutes.

The Nearly out of licenses box is used to define the number of free licenses that is needed
before the server sends warnings about it.
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5.4. Network Settings

In this dialog the DHCP/Address/Netmask/Gateway fields repeat for every interface on the
Clavister SAG hardware. The screenshot below shows just the fields for the first interface.

Configure Routing...

Select Hode to configure:
Mode 1 - Primany - 1921628101 179 ) »

ge1: Gigabit Ethernet interface 1041001000

DHCP .|

Address 192 162.101.172
Metmask 256.265.255.0
Gateveay 192 165,101 .1

Configure Routing

Click this link to configure the static routes for Clavister SAG to use.

Note

It is only necessary to configure static routes like this if there is a need to specify that a
particular network is found behind the gateway. By default, an all-nets route is
automatically created for the gateway.

Configure Interface Settings. .

Select Hode to configure:
Maode 1 - Primary - 192465101179 0 %

Interface Hetwork Gateway Metric Action
gel 192.168.00/24 1921658101 1 1 Edit Celete
Interface;

gel W

Hetwork:

(e.q. 192.165.0.0024)
Gateway:
[e.g.10.4.0.1)
Metric:
1
Network interface ge1

- DHCP
Check if Clavister SAG uses a DHCP server to obtain IP addresses.

- Address
Clavister SAG's IP address.
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«  Netmask
The subnetmask that Clavister SAG should use.

+ Gateway
Gateway for Clavister SAG

Domain Name Servers
DNS servers can also be configured to resolve URLs.

Domain Hame Servers

Damain clavister.com
Primaty DS 10.104.14.56
Secondary DNS

Domain
The domain which Clavister SAG is a member of.

« Primary DNS
The primary DNS server Clavister SAG should use to resolve hostnames.

« Secondary DNS
The secondary DNS server Clavister SAG should use to resolve hostnames.

Configure Interface Settings

Click this link to configure the network settings.

Select Node to Configure

From the drop-down menu, choose which node should be confugured.

From the list of confugured routes you can choose to delete or edit configured routes. Click Edit
or Delete in the Action column.

Interface

From the drop-down menu, choose which network interface the configuration below is valid for.

Network
The network Clavister SAG should be able to reach.

+ Gateway
The gateway for the network above.

- Metric
The metric value for this route.
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5.5. Date and Time

The currently configured date and time is shown in this dialog. The change these settings, edit
the values and then press the Set Date & Time button.

Date & Time Settings

Date (yyyy-mm-ded) 2008 12 Hoz
Time Chhomm] o0 |44

HTP Settings

LUsze a NTP Server O

NTP Server

It is also possible to retrieve the correct date and time from an NTP server by specifying such as
server in this dialog. After specifying the NTP server, press the Save settings button followed by
pressing the Save & Synchronize button that will be displayed.
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5.6. Node Settings

A. Node Settings Without Load Balancing

Here you can configure what IP addresses Clavister SAG should reply with when the Clavister
SAG DNS feature is used. If you don't use the DNS feature, these settings don't have to be
configured. By default, the node ID is 1.

DHS Settings

It iz possible to reply with different IP addresses
depending on who is requesting an IP address

Thiz iz useful when several Metwaork Interfaces are used.

Address Pool IP Address
Default § External 10.104.14.204
Dizabled
Disabled
Disabled

Sawe [ Update

B. Node Settings With Load Balancing

Click the Set Node ID link to change the node ID. If the node is already in use in a cluster then
the node ID cannot be changed. By default, the node ID will be set to 7 when Clavister SAG is
installed.

Configure General Node Settings...
List and Configure Connected Modes ..

Configure Internet Connection Tests...

General Node Settings
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The seltings below are carmion for all 1Airkial Hosts,

Balance Type

Round Robin &}
Adaptive ® (Recommended)

Remote Sessions

Migrate Session O}
Redirect Cliert O (Recommended)

Miscellaneous Settings

Cluster Interface Undefined |+
DM Time to Live 0 seconds

- Balance Type
The load balancing type determines the strategy for the load balancing. The choices are:

+  Round Robin - the cluster nodes will be selected in a round robin style.
« Adaptive - the node with the least load at that particular time will be selected.
+ Remote Sessions

« Migrate Session - Clavister SAG migrates the session to the other node so it can use both
nodes with the same session.

« Migrate Session - The node where the session is not active redirects requests from the
session to the other node where the session was created.

« Cluster Interface
The network interface that will be used for cluster traffic.

- DNSTime To Live
Sets the number of seconds that the DNS entry is allowed to be cached. The default is 1
second.

Node Information

Hode Type Status CPU Usage Memory Usage Version Sessions
. . B.1.3 TR3G6
200 Primaty Active 0.0% 26.3% 12938 1

The node information display contains information about configured nodes
+ Node

This column contains the node IDs. The node ID is equivalent to the last 8 bits in the IPv4 IP
address. It is possible to click on the node ID to configure the specified node.
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- Type
The Type column indicates if the node is the primary node or a slave node.

+ Status
This column contains the status of the node. See the explanation for Status below for
information about the different states.

CPU
This column indicates the CPU usage for each node.

+  Memory
This column indicates the amount of memory consumed for each node.

- Disk
This column indicates the amount of disk space used for each node.

Version
This column indicates the version for each node.

+ Sessions
This column displays the number of session registered in each node.

The administrator must configure all new nodes in the Clavister SAG cluster. This is done by
clicking on the node number in the node list.

Node Settings Fields
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Hetwork

This Mode's Cluster IP

DHS Settings

192168101 .200

It iz possible to reply with different IP addresses
depending on who is requesting an IP address

This ix useful when several Metvork Interfaces are used.

Note: Onhyihe gddress pools from the defaolt

Iirtmal Host will be dsed.

Address Pool
Default § External

Dizabled
Dizabled

Lrisabled

Status Information

IP Address

F5.1‘1.194.34

Status Active
Ty pee Primaty
“ersion E.1.3 TR32 (12929)
CPU Usage 1.0%
Memary Usage 27.0%
Mumber of Seszions 1
Control Settings
Preferred as Primary Fl
Avoidance Factor o
[ Restart Senice ] [ Save ][ Cancel ]

This Node's Cluster IP
This field shows the cluster address of this node. It is the first address of the defined cluster
interface of this node.

DNS Settings

The DNS Settings are used to define what IP should be used to connect to the Clavister SAG
server. Users might refer to the Clavister SAG server using different IP addresses if they are
connecting from different networks. Clavister SAG looks at the IP of the requestor and tries to
map it against an address pool to figure out which address to return. See Section 4.2,

“Address Pools”

The administrator must always activate the node by pressing the Save/Update
button before the node can become active.

The Status information is:

Status

This field displays the present node status. The following status information is available:
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«  Not Configured - The node has not yet been configured.

« Initializing - Used in the startup phase.

+ Negotiating - Used during the negotiation phase between the nodes.
« Not Responding - When the server is not responding.

«  Offline - When the server is offline.

« Active - The node is in normal operation.

Type
This field indicates if the node is in primary or slave mode.

« Version
This field indicates the Clavister SAG version.

+  CPU Usage
This field indicates the CPU usage for the node.

Memory Usage
This field indicates the amount of memory consumed by the node.

- Disk Usage
This field indicates the amount of disk space consumed by the node.

« Active Message Threads
Number of cluster messages that are currently being processed by the node.

Number of Sessions
This column displays the number of session registered in the node.

The Control Settings are:

« Preferred as Primary
If this parameter is set the node will be forced to be the primary node.

Avoidance Factor

An integer value with a default value of 0. Increasing the value increases the probability the
cluster does not choose this node. Decreasing the value increase the probability the cluster
does choose this node

The buttons in this dialog are:

Remove Node
Click to remove the node from the list with connected nodes.

- Restart Service
This button will restart the node.

+ Save
This button will activate every change made to the node settings. This button is also used
when the node is in the state Not Configured to configure the node.

Cancel
This button will cancel any changes made in this dialog.
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Internet Connection Tests

When running Clavister SAG as a cluster, different nodes can use different Internet connections
to ensure that the cluster always can be reached. When a node has lost its Internet connectivity,
it lets the other nodes know that is no longer available. The Internet connection is monitored by
checking the connection to up to five different hosts using ICMP Ping.

The seftings below are caratnoh for alf lArhal Hosts,
Hosts to send ICMP echo requests to (ping)

Erter one ar more servers that echo requests will be sert to, in order to check if
the Internet connection is up or doven.

If the connection is considered dowwn, the node that detects this will be marked as
Offline. This is very useful when multiple Internet providers are used in a cluster.

Leave the figlds helow blank to disable this festure!

Host 1
Host 2
Host 3
Host 4
Host &

Erter howy many hosts that are allowed to be down before the connection is
considered dowen (Host Threshald).

Example: if setto 0 the connection will be cansidered down i any host doss not
respand o ping, ¥ setto 3 the connection will be cansldered dawh when 4 hosts
does not Fespond to ping.

Host Threshold [u]

Save Canecel|

+ Host1-5
Each line can hold the IP of a host to ping

+  Host Threshold
The number of hosts that is allowed to fail the ping before setting the node offline.
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5.7. Network Connector

The network connector is used to get traditional VPN functionality through Clavister SAG. The
network connector requires client software that is distributed from the network connector web
page in Clavister SAG. There are three different parts to configure for the Network Connector:

Configure Client DNS, WINS and Routing Tables
Configure Client Metworks

Configure Access Contral

DNS, WINS and Routing

It is possible to specify different routing tables for different user groups. This can be useful if it is
desired to set different DNS and routing settings for consultants and employees for example.

Thesze settings are dnigue for each |Kinnal Host,

Talle Hame
Default Settings

Addd new table...

When the link Add new table is clicked, the configuration page for the new table is displayed. If
tables are already defined, clicking on their name in the list displays their configuration.

Mame Conzultants

IP Address
Primaty DMNS 10.4.0 122
Secondary DN
Primaty WINS 10.4.0 124
Secandary WM

IP Address Mask
Route 1 10.4.0.0 [aRL
Route 2 !
Route 3 !
Route 4 !
Route 5 I

[ Sawe / Update ][ Cancel ]

«  Name
The table name.
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Primary and Secondary DNS.
IP addresses to the primary and secondary DNS servers that shall be used by the connecting
clients.

Primary and Secondary WINS
IP addresses to the primary and secondary WINS servers that shall be used by the connecting

clients.

Route 1,2,3...32

This is the client routing entries. It is possible to specify up to 32 networks or hosts that shall
be routed. It is also possible to specify that all networks should be routed to Clavister SAG.
The best way to do this is to specify two routes; the first 0.0.0.0/7 and the second 728.0.0.0/1.
This is done to allow windows clients to get a better default route with a lower metric.

Network Configuration

It is possible to configure different network connector settings for different user groups. By
default, the network configuration has only one row, which applies to all groups.

These seltings are unigue for each Virtual Host,

Warning: The Nebwork Address mbst NOT be the same a5 In any obher Wivnal Host B will resaitin 2
conilict and the same client IP address can be Dsed by several clients, which will resalt in communication
faifure.

Group Hodle Address f Mask DHS, WINS & Routing
Ay 200 192.165.0.0 f 24 Default Settinus
Add a nevwy network configuration...

To add a new rule in the network configuration, press the Add a new network configuration

link. A new row is displayed.

Group
The user group that this row should apply to.

Node
The Clavister SAG node that this row should apply to. This option is only displayed if Clavister
SAG is configured to run load balancing.

Address/Mask
The connecting clients that match this rule should be assigned an IP address from this

network.

DNS, WINS & Routing
The name of the routing table to be used.

Access Control for the Network Connector

This is used to set up the access control for the network connector. This is done by adding rules
to the list which tell the system when to allow the network connector to run. Each line defines
the rules for one group of users.
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Group Auth. Enc. IP Adldress

admins Ay Medium Ay Time

Aldd newy rule. .
Group

The group of users that this rule applies to.

Authentication (Auth.)
Which level of authentication to be required for using the network connector.

Encryption (Enc.)
The level of encryption that must be met to use the network connector.

IP Address
The address pool a user must belong to in order to use the network connector.

Time

When a new row is added and the authentication, encryption and IP address fields are
completed, a link with the word Time appears next to the other fields. When pressed, the
time control for the network connector is displayed. It is used to set up the timing properties
for the network connector. It works in the same way as it does for the general Access Control.

Day All Hone  Range From Until
Manday ® O [ &)
Tuesday ® O @]
Wiednesday ® O [ &)
Thursday ® O [ &)
Friday ® O [ &)
Saturday (&) O @]
Sunday ® O [ &)
OV YLMMDO)
“alid From a - From Ay Date
walicl Lintil | ¥ Until Farever

The topmost part of the time control is used to define what time of week the network
connector should be available for the selected user group. Each day of the week has three
radio buttons:

«  All - Makes the network connector available for that entire day.
« None - Disables the network connector that day.

+ Range - Enables the network connector between the times defined in the drop-down
boxes From and Until.

The Valid From line is used to define a first date at which the network connector is available.
Checking the From Any Date box makes the network connector available immediately. The
Valid Until line is used to define the last date at which the network connector is available.
Checking the Until Forever box makes the network connector available indefinitely.
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The Network Connector Client

The Network Connector Client is a piece of software that is installed separately on a Windows
based workstation connecting to the Clavister SAG hardware.

When the network connector is initially accessed, the screen will ask if the network connector
client is to be installed as shown below.

MNetwork connector established

The networl connector has been started.
Click here to shut down the network connector %

Download the windows client

If the install option is chosen then an install wizard launches to install the client.

-,

I Clavister Metwork Connector 1.0.4 Setup g

Choosze Install Location
Choose the folder in which to install Clavister Mebwork Connector 1.0.4, c

Setup will install Clavister Metwork Connectar 1.0.4 in the Following Folder, Toinstall in a
different: Folder, click Browse and select another Folder. Click Install ko skart the installation.

3

Destination Folder

C:\Program Files)Clavister Metwork Connector|

Space required: 277.0K6
Space available; 21.5GE

[ Install ] [ Cancel ]

Once installed, the presence and mode of the client is shown by an icon in the windows toolbar.

2 F 1133 DT 13 DB 1134
Connected Idle Connecting

The client operates by creating a secure tunnel between the Network Connector Java applet
running in the browser and the Clavister SAG and then routing all Internet traffic though this
tunnel. The client creates a route on the Windows PC to perform this routing. The browser has to
be open with the Java applet running for the tunnel to operate.

More Client Details

The client functions by listening on a local TCP socket to get information from the Clavister SAG
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Java applet that runs in the user's web browser. It operates like a VPN client but instead of
replacing the Window's IP stack, it makes use of the transmissions sent by the Java applet. This
means that all traffic goes via TCP port 443.

With the network connector, the client gets an extra IP address from the server and the choice
can be made to have a "split tunnel" or if all traffic goes through the tunnel.

Configuring a Security Gateway with the Network Connector

It is important to configure a security gateway in a particular way for the network connector to
function correctly. One of the reasons for this is that when the network connector is used, no
NAT is performed on the Clavister SAG. The steps for configuration are as follows:

« Create a route on the security gateway to say on which interface the network connector
range is found.

«  For example, the network connector IP range may be found on if1 of the security gateway
and to reach that IP range it may be required to go through the Clavister SAG's interface IP
address that's connected to the ifl interface. Therefore, on the same route you must
configure the external IP address of the CSAG as the route's gateway.

The need for this configuration is also because of the MAC and IP addresses issues involved but
this section will expand not further on this point.
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5.8. Local Database Settings
Clavister SAG can be used with an internal database or an external LDAP, for example, eDirectory,

Active Directory or OpenLDAP. The LDAP attributes that Clavister SAG uses with the external
LDAP are explained here.

If you want to use the local database keep the settings shown below.

Database Settings

These settings are unigue for each Virtual Host

Server Type (requires restart)
Buitt in @
External &
External uzing encryption O

Cache Settings
Wax Cache Age 120 |=zeconds

An external LDAP example is shown below which illustrates ActiveDirectory usage.
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Server Type

Built in

External

External u=zing encryption

User Password Handling
Allow Paz=word Change

Warn time

Cache Settings
Max Cache Age

Connection Settings
LOAP Server and port

Uszer (dn)

Password

Search Settings
Use nested groups

U=zer zearch base
Group =earch base
Clavister S.4G Group
lU=e user location in ACL

Container objectClazses

Object Classes
Product objectClass

Uzer objectClazs
Group objectClass

Attributes
Load default settingz for:

Uzer Login ID

Group ID

Surname

Given name

Group membership
Distinguizhed name
Web Password

VWeb Timestamp

Web Old password list
SMS Numb-er

3MS Password

SMS Timestamp

SM3 Old passwerd list
Status

Login fail

Login fail timeztamp
e-Mail address
Comment

Expires

Custom Fields

The custorn fields can be vsed as parameters for dynamic content

(reguires restart)

O eDirectory o
® Active Directory ®
O Other LDAP Service (@]

i+ Jows
seconds

(requires restart)
[10.8.1.20 [[z82 |

|CN=E|:I ucation User 1, CN=Users, DC=demo, C=davister, DC=com

|CN=LFsers. DC=demo,DC=clavister, DC=com

[DC=dema.DE=ciavister DC=com

|CN=5AG—A.DU=5AG. DC=demo, DC=clavister, DC=com

|nq;|an izationallUnit

| (Separate with comma)

|52

|pers—nn

|gmu P

| Keep Cument Settings |

|sam.amountname

[en

|SI'I

|gi\nenname

|membet{}f

|distinguishedName

|sagWebF'asshwd

|sa,gWebF"assw{:m Timestamp

|[sagwebOidPasswordList

|mnbile

|sagShisPassword

|sa.gSMSF'asswnldTimEtamp

[s2gSMSOIdPasswordList

|sagSt.atu5

|sagL{:ginFaiI

|sa,gL{:ginFaiITirn&tamp

|ma.i|

|sa.gCDm ment

|5agExpires

&.4g. in the menu. They are sccessed with PARM{Idap 1}, PARM{Mdap2]} etc.

Custom Field 1
Custom Field 2
Custom Field 3
Custom Field 4
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The Server Type specifies if the database is external or local and if the connection should be
encrypted. The settings are:

Built in
A local database is used to store users and groups. The users and groups can be fully
administered from Control Center.

- External
If external is chosen, Clavister SAG will get user and group information from an external
LDAP. The administrator can not create, edit or delete users and groups from Control Center.

- External using encryption
The connection between Clavister SAG and the external LDAP is encrypted. Otherwise the
same as External.

The Password Handling section is only visible if an external directory is used. The settings for
this are:

« Allow Password Change
This feature works only if the connection between the Clavister SAG and the LDAP server is
encrypted.

- Warn Time
See Force Password Change above.

The Cache Setting setting is:

- Max Cache Age
The maximum time that Clavister SAG is allowed to cache user information from the local
database or external LDAP server.

Connection Settings specifies IP address, port and account information for the LDAP server. The
settings are:

« LDAP Server and Port
The IP address and port number of the LDAP server. If the LDAP server uses encryption,
stunnel must be installed on the server. stunnel is included with Clavister SAG.

+ User (dn)
The Full distinguished name (DN) for the user account used for login on the LDAP server. For
example: cn=LDAPuser,ou=users,o=company.

- Password
The user account's password.

The Search Settings settings are:

+ Use nested groups
If checked, Clavister SAG is able to use nested groups from the external directory.

+ User search base
Sets from where in the LDAP tree the search for users should start. Usually from the tree's
root level but can be changed when needed.

« Group search base

Sets from where in the LDAP tree the search for user groups should start. Usually it is from the
tree's root level but this can be changed when needed.
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It is also possible to search, for example, in multiple OU by seperating the OU with a ";
character. For example:

QU=of fi ce, DC=conpany, dc=com OU=consul t ant s, DC=conpany, dc=com

Clavister SAG Group
Full DN for the Clavister SAG's general user group, users must be members of this group for
Clavister SAG to find them. Example: cn=SAGUsers,ou=groups,o=company

Use user location in ACL

If checked Clavister SAG can use the container of a user in the access control. When activated,
containers will also be listed in the Import groups section of Users and groups. If a container is
checked, it is included in the list of available groups to select from in the access control.

Container objectClasses
What object classes to regard as containers are defined here. Example: organizationalUnit.

Note
Clavister SAG must be restarted if the Search Settings are modified, in order for the
change to take effect.

The Object Classes settings are:

Clavister SAG objectClass
The name of Clavister SAG's object class.

User objectClass
The name of the LDAP object class to identify users, in most cases person is used.

Group objectClass
The name of the LDAP object class to identify user groups, in most cases groups is used.

These values will be changed when you choose a value below in Load default settings for.

The LDAP Attributes settings are:

Load default settings for

If this selection is set to any other value then Keep Current Settings, the proper attribute
settings for the selected directory server will be stored when the Save/Update button is
clicked.

The following presets are available:
+ Active Directory
+ eDirectory/NDS

User Login ID
Attribute for user's login id. This attribute must be unique.

Group ID
Attribute used by groups.

Surname
Attribute for user's surname.
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« Given name
Attribute for user's given name.

«  Group membership
Attribute for the group memberships of the user.

Distinguished name
Attribute for the distinguished name of the object.

+  Web password
This attribute contains a hash of the user's password for Web Token. Clavister SAG must be
able to change this attribute.

+  Web timestamp
This attribute contains the time of the last change of the user's Web Token password.
Clavister SAG must be able to change this attribute.

+  Web old password list
This attribute contains hashes of the user's previous passwords for Web Token. Clavister SAG
must be able to change this attribute.

SMS number
This attribute contains the user's cell phone number. Clavister SAG must be able to change
this attribute.

SMS password
This attribute contains a hash of the user's password for SMS Token. Clavister SAG must be
able to change this attribute.

+ SMS timestamp
This attribute contains the time of the last change of the user's SMS Token password.
Clavister SAG must be able to change this attribute.

+ SMS old password list
This attribute contains hashes of the user's previous passwords for SMS Token. Clavister SAG
must be able to change this attribute.

. Status
This attribute contains the status value for Clavister SAG. Clavister SAG must be able to
change this attribute.

+ Loginfail
This attribute counts the number of failed logins made by the user. Clavister SAG must be
able to change this attribute.

Login fail timestamp
This attribute contains the time of the latest failed login for the user. Clavister SAG must be
able to change this attribute.

e-Mail address
The email address for the user. This attribute is used by Message Center.

+  Comment
When this attribute is configured, a comment field will be displayed for each user in the user
administration.

- Expires

If this setting is used then the expiration date of a user can be set using Control Center. An
expired user can no longer log in.

Custom fields are used to get custom dynamic information in menu entries and in the access
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control. It is very useful if the user id is set to the users email address but the home account is a
regular user name. For instance if the user Bob logs on to Clavister SAG with the email address
bob@company.com and the aim is to restrict Bob to only be able to see files in Bob's home folder
which is named bob, then the administrator can map the LDAP attribute for the user name (bob)
to customize parameter 1 and then use PARM{ldap1} in the menu and access control.

LDAP Connectivity Test

This tool can be used to check if the connection between the LDAP server and Clavister SAG is
good. It can also be used to test if the LDAP user name and password are correct. This test will
not modify any attributes in the LDAP directory.

To start the test, click on LDAP connectivity test.

Connecting to LDAP Server (1270001, 359) [9]24
Set LDAP-protocol to version 3 Ok
Binding to server with user ‘ch=admin dc=local' Ok
Perfarming user search [objectclass=perszan) Ok

Performing group search (objectclass=groupOftlames) Ok
Closing LOWAP connection... 024

RETURN
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5.9. URL Converter

The URL Converter is used when Clavister SAG communicates with a resource of the types HTTP
or HTTPS. The URL Converter scans all web pages for certain patterns in order to find absolute
links. These links are translated to the DNS name of Clavister SAG.

There are two pattern pools available by default in Clavister SAG. The first is named Normal and
cannot be edited by the administrator. The second one is named Minimal which only contain a
few search patterns. The latter is, for instance, used for Lotus Notes.

These seltings are ynigue for each Virtnal Host,

Pool Hame
Minimal Celete

Acld newy poal...

+ Pool Name
This is the name of the pattern pool.

« Delete Click on the delete link to delete the pattern pool. All resources assigned to a deleted
pattern pool, will automatically be assigned with the Normal pattern pool.

Adding and Editing a Pattern Pool

To add a new pattern pool, click on the Add new pool... link. To edit a pattern pool, click on the
pool name.

Pool Hame

Minimal

Patterns
Enter one pattern at esach line in the text field belowy.

href

Save [ Update

« Pool Name
This is the name of the pattern pool.

- Patterns A search pattern is entered on each line in the Pattern field.
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5.10. Virtual Hosts

The concept of virtual hosts enables a Clavister SAG server (or a cluster of servers) to act as two or
more separate servers, with separate URLs, user databases and configurations, but with one
certificate.

If one or more virtual hosts are defined, a dropdown box appears in the top left of the control
center. This box allows the administrator to select which configuration to edit, either the default
configuration or the configuration for one of the virtual hosts. Some of the configuration is
common to all virtual hosts and some are defined separately. If virtual hosts are configured on
the server, a text appears on each configuration page in the control center, telling the
administrator if that part of the configuration is common for all or is specifically for the selected

virtual host.
Muitiple host narmes can be specified separated by corma.
Ikl Host Hame(s) Description
1 education example.com Eclucation

- Id

The virtual host id is automatically generated and is used internally in Clavister SAG.

« Hostname
The host name is the URL to which clients connect to log in to a virtual host. Multiple host
names can be specified delimited by commas. NOTE that the user must connect to the host
name using HTTP.

+ Description
The description is the name of the virtual host that is used in control center.

To add a new virtual host, press Add new server. When a virtual host is created, the Clavister SAG
server generates configuration files and folders for that host. When a virtual host is deleted, these
files are removed.

Note

If a virtual host is deleted, so are the configuration and all other files for that virtual host.
This will cause problems for all users connected to the virtual host at that time.

Before adding users and resources to a new Virtual Host, Clavister SAG mus be restarted.
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« User Agents, page 97
- Timeout Settings, page 101

» Layout Settings, page 103

¥ Client Settings
User Agents
Timeout Settings
Layout Settings

Figure 6.1. The Client Settings Menu

6.1. User Agents

Clavister SAG can be configured to function differently depending of which web browser is used.

The functionality of the different web browsers can be set here.

These settings are cormmaon for aif lYirtual Hosts.

User Agents Comment Move
mozillad .0 Yoompstible; wmsiehsiS+ wiS+e*S% sms search (05+) robot Microsoft Search Robot Maove
mozillad 0 Yoompatible; wmsishs(VS+); wmac 2% Internet Explarer on Mac Mave
mozilad 0 Weompatible; wmsigh=(S+) s e+ 20§ Internet Explorer Move
mazillars 0w s W) By L) geckoNde S Mozilla Move
mozilars 0 Wmacintosh; e+ s+ 2 geckond+ (we+ ) 0S 5 Gecko based eg. Firefox and Metzcape == version 6 on Mac  hMove
mozillars 05 e e+ 0 geckofd+ [s+0S+]* (IS+0S+) Gecko based eg. Firefox and MNetscape == version § Move
mozilad 0 Yoompatible; msie *s{w+) *lsoperaiz([L0-9]* e+ Opers Maove
java plugin Jawa W Move
mozillasd 0020 =) daval ) Java Wil Move
mozilard [0-9]+ Yeompatible, MZIE [0-9]+ symbian o) opera ([0-9.]+0s Opers on Symbian Move
mozillar2 0 Yeompatible; msiels] *)hs0 ) s0we+) w24 032005 Internet Explorer on PocketPC hove
mozilard 0[0-9]7 e+ (20 *0hsnetfrontd *) Metfront on PocketPC Maove
[SonyEricsson[we ]+ ]+ Sony Erics=on P00 & PSO0 Mo
mozilars 0 Yeompatible, konguerari =, \=0 50 Konguerar Move
mozillars.D galeondt st wee ] {11 hewe®) Galeon Maove
mozillars 0 = sheesis] 2 M) Mesafariios) Safari have
operal 2w+ Opera Move
mazillan 40 [1-9][0-9]7 1% e+ @+ 1S e s ) Metscape 4.x havee
Microzoft Data Access Internet Publishing Provider Cache Manager Micro=oft Cache Manager Move
MEFrontPageitS+1 Microsoft FrontPage Move
Microzoft Office Protocal Discovery Microsoft Office Protocol Discovery Move
Mozillars 0 Yoompatible; GooglebobivS+); whitp: ity google combot bimly) Maove
Secure Connectar \Yersion (WS+) 1 CAWE Universal Client Move
Add new agent. ..

Test agent...
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The components of this display are:

User Agents
This column contains regular expressions that will match the User Agent. The User Agent is
sent in the HTTP protocol from the client to the Clavister SAG server.

Comment
A comment only used by the Administrator for a better overview of the specified agents.

Move
Used to move an entry up or down in the list. User Agents that are more common should be
placed first in the list for performance reasons.

Add new agent...
This link is used to add new regular expressions.

Test agent...
This link is used to test which regular expression matches a specific User Agent.

Note

If changes has been made, they will not take effect in the tests until the Clavister SAG
configuration has been reloaded.

Add New User Agent

Reqular Expression

Index Static String
Broveser Name
Browyser Yersion
Operating System
Comment
Handles Errar Body The brovwser can handle custom errar messages (most browsers can)
Handles Javascript If mot checked, a simple version of Wieb and SMS Token can be used
Handlzz Java If miat checked, Java will not ke used for Wieb and SMS Taoken
Stall Screen |:| Wany pages will be optimized for a small screen
Local Tunnel |:| Locally installed Communication Tunnel (typicaly & handiheld device)
Mo Broveser |:| Login procedure is not performed by a wekb browser,

[ Save / Update ][ [alete ][ Back ]

Regular Expression

Regular expressions are used to parse User Agent strings sent from the web browser to the
Clavister SAG server. A regular expression can match strings that are almost the same all the
time. The string may contain version information that may differ from one User Agent to
another depending on the version of the web browser.

The version information can also be used later to indicate which browser version a specific
user uses.

Index/Static String
It is possible to hard-code the browser name and version as well as the operating system
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name in the Static String field. It is also possible to collect that information from the regular
expression. This is done by grouping matches between parentheses. In this case the group
number is specified in the Index field. The first group has the number 1, the second group has
the number 2 and so on.

Browser Name
These settings are used to set the browser name or the group index to use as browser name if
this regular expression matches the User Agent.

Browser Version
These settings are used to set the browser version or the group index to use as browser
version if this regular expression matches the User Agent.

Operating System
These settings are used to set the name of the operating system or the group index to use as
operating system name if this regular expression matches the User Agent.

Comment
This is a comment that is used by the administrator to get an easy overview of all regular
expressions.

Handles Error Body
If set, the web browser can handle customized error messages. Except for Microsoft Java VM
most browsers handle this properly.

Handles JavaScript
Indicates that the web browser has JavaScripting capabilities.

Handles Java
Indicates that the web browser has Java capabilities.

Small Screen
Indicates that the web browser is run on a device with a small screen, typically a pocket
device such as a PDA.

Local tunnel
This checkbox is reserved for future functionality.

No browser
Login procedure is not performed by a web browser.

Testing User Agents

Hote that you have ta reload the configuration file befare any new or changed
Regulat Expressions willtake affect.

U=zer Agent

Test Back

User Agent
The User Agent, which must be tested for a match.
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Uszer &gent: Microsoft Office Protocal Discovery

Browser: Protocol Discovery
Wersion:
O Windows

Errar Body: true
Javascript, false
Java: false

Small Dizplay: falze
Local Tunnel: falze
Custom Login: false

All data specified for the matched regular expression will be displayed as well as the dynamic
values such as browser version etc. If no regular expression matches a message will be presented
indicating that nothing matched the tested User Agent.
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6.2. Timeout Settings

The time limits in Clavister SAG can be set here.

These settings are unigue for esch Virtual Host.

Global Session Timeouts

WMax idle time 100 | minutes
Warn befores timeout 80 seconds
Max unused age 250 |=econds

The seftings below are common for all Virtual Hosts.

Network Timeouts
Socket timesout 0 seconds

Configure Individual Timeouts

Global Session Timeouts

Global Session Timeouts are time limits for user sessions. It is also possible to set up individual
timeout settings by clicking on the Configure Individual Timeouts link.

+  Maxidle time
The maximum time a user can be idle before she is automatically logged out from Clavister
SAG.

«  Warn before timeout
A warning is sent to the user before she is automatically logged out from Clavister SAG. The
warning is sent xx seconds before automatic logout.

+  Max unused age
How long a session is valid before the user must authenticate.

- Socket timeout

The number of seconds a non-tunnel socket is allowed to be connected wihout any data
being sent on it. A value of zero indicates that there is no timeout.

Individual Timeout Settings

Group Address Pool Max ldle Time Warning Time
admins o Secure Adminstration Mehwarc | % | |10 miriutes &0 SECONCS
+  Group

The group that a user must be a member of, in order to get the specified timeout settings.

- Address Pool
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A warning is sent to the user before she is automatically logged out from Clavister SAG. The
warning is sent xx seconds before automatic logout.

Max Idle Time
The maximum time in minutes that the users can idle before a timeout.

Warning Time
Indicated when a warning shall be displayed for the user.

Move
This is used to move the rule up or down. It is useful if a user is a member of many groups.

The matching will parse each line from top to bottom of the list and will stop on the first
match.
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6.3. Layout Settings

Bandwidth Settings
Iz Mormal Bandwyidth Style )

Ize Low Bandwidth Style [}
Check Bandwicdth Automstically @.
Congider Link Slow After 1200 | milizeconds

Miscellanecus Settings
Confirm Logout

Sawe ! Update

Bandwidth Settings

Clavister SAG uses two different user interfaces depending on the latency and bandwidth
between the user and the Clavister SAG server. The two user interfaces are Low (also known as
light) and Normal. Low is for slow connections for example modems, ISDN, GSM/GPRS, and also
3G networks (due to high latency in the mobile networks). Normal is for connections such as
xDSL or other high bandwidth connections with low latency. The difference between Low and
Normal is that many pictures are removed and replaced by simple HTML in the low bandwidth
mode.

Clavister SAG can dynamically choose which user interface to use; the decision is based on a fast
latency/bandwidth test. It is also possible for the user to choose user interface.

+ Use Normal Bandwidth Style
The normal user interface is used.

Use Low Bandwidth Style
The optimized user interface is used.

+  Clavister SAG will dynamically choose the interface depending on latency and bandwidth.
« Consider link slow after

The time limit for the automatic bandwidth test, if the test takes more time then given here,
the bandwidth will be considered as slow.

Miscellaneous Settings
If Confirm Logout is activated, the user will have to acknowledge the logoutrequest from

Clavister SAG. If this option is deactivated, then the user will be logged out directly when clicking
on the logout link. This option protects users from accidental logouts.
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The authenticator sub-menu is only available if an authenticator license has been installed. The
authenticator module turns the Clavister SAG server into a RADIUS capable authentication
server.

* Authenticator

RADIUS Settings
Autherticator Clients

Figure 7.1. The Authenticator Menu

RADIUS Settings

These sellings are common for aif Vinual Hosts,

Global Settings
Listen Port 1812
Challenge Text Enterthe SRS Pasaword

Irvvalicd Login Text |Invalid SMS Pasavord supplied

Sawe [ Update

+ Listen Port
The UDP port which Clavister SAG will listen for RADIUS requests on.

« Challenge Text
The challenge text that are sent to a RADIUS Client when an authentication request has
succeeded.

+ Invalid Login Text

The text that are sent to the RADIUS Client when an authentication request is invalid (If the
user name or password are incorrect).

Authenticator Clients
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These seittings are common for all Virtkdal Hosts,

Hame IP Address Shared Secret
Server 1040123 -—- Secret -

Add ner server...

+  Name
The client's name, this can be any name.

- Shared Secret A shared secret that the client and Clavister SAG share to hide user passwords
in the RADIUS requests etc.

- Add new server This text is clickable, and is used to add new RADIUS clients. To Edit a
RADIUS Client, the administrator can click on the client name.

To edit a RADIUS Client, the administrator can click on the client name.
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+ RADIUS Servers, page 107
« Web Authentication, page 109
« Authentication Methods, page 116

« Authentication Groups, page 118

+ Authentication

RADIUS Servers

Windowes Integrated

Web Authentication
Pazsword Policy
SME Settings

Authertication Methods

Authertication Groups

Figure 8.1. The Authentication Menu

8.1. RADIUS Servers

Clavister SAG can be used with external authentication servers. The authentication servers must
support the RADIUS protocol to be configured in this section.

The configured RADIUS servers are displayed in a list as shown in the example below:

Address Shared Secret Authentication Port Accounting Port Description
1921658.010 -—-- Secref --—- 1645 1646 Digipass

Acled new server...

The settings are:

+ Description
A unique descriptive name for the RADIUS server. This name will be shown for the users at
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login.

Address
The RADIUS server's IP address.

Shared Secret
The password or the shared secret used for communicating with the RADIUS server.

Authentication Port
The RADIUS server's port number used for authentication.

Accounting Port
The RADIUS server's port number used for accounting. Not yet used by Clavister SAG but
reserved for the future.

Auth Through User Database
Will use custom parameters for authenticating the RADIUS server. This requires the user to
enter a valid UserID and password when logging in.

User Parameter
The parameter whose value will be sent as the username to the RADIUS server.

User Password
The parameter whose value will be sent as the user's password to the RADIUS server.
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8.2. Web Authentication

All the settings concerning the module Clavister SAG Web Authentication (Web and SMS token)

are found here.

Web Authentication Settings

These settings are unigue for each Virtual Host.

Account Locking Policy

Time to =leep after failed login

WMax attempts before temporary lock

Temporary lock time

Anonymous
ANONYMOUE USEMames

Basic
Always show login dialog

Use random realm

Web Token
Allow bypass of the keypad

Randem butten placement

SMS Token
Randem butten placement

SMS Token Dialog Type
Keypad with Java

Keypad witheut Java
Simple input without Java

The Account Locking Policy settings are:

« Time to sleep after failed login
The time in seconds that Clavister SAG will pause before an error message is sent to the user
after an incorrect login attempt. The recommended value is 3 seconds.

« Max attempts before temporary lock
The number of failed login attempts a user can make before the account is locked. The
recommended number of times is 3.

+  Temporary lock time

3 seconds
3 times

1800 | =econds

anocnymous

OO

& O

®00

Sets how long a user will be locked out from Clavister SAG after a temporary locking of the
account. The recommended value is between 600 and 1800 seconds (10 and 30 minutes).

The Anonymous username allows the setting of the username for anonymous users. The
default value is anonymous.

The Basic settings are:
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« Always show login dialog
Force the browser to always display the login prompt.

+ userandom realm
Make sure that a password saved by the browser cannot be used automatically.

The Web Token settings are:

+ Allow bypass of the keypad
If the browser cannot handle javascript, allow a version without the keypad.

« Random button placement
If activated, Clavister SAG will randomize the placement of the Web Token login dialog
buttons. This makes it more difficult for a Trojan horse to read passwords. If the number panel
is not used at login this option has no real function. It is recommended that this option is
activated for Web Token.

The SMS Token field is:
+ Random button placement
If activated, Clavister SAG will randomize the placement of the SMS Token login dialog

buttons. This makes it more difficult for a Trojan horse to read passwords. If the number panel
is not used at login this option has no real function.

The SMS Token Dialog Type allows one of three different user login interfaces to be used.
1. Keypad with Java

If activated, the users must use the number pad to enter any numbers in the password. This
is the same as for Web Token and is also the recommended option.

User ID:

Password:

[ Randomize Digits ]

oI ~1~] -
o0
mlolof o

Qptimize for Low Bandwidth

Figure 8.2. The Java Keypad
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Enter your User ID and Password

User ID:

Password:

Fandamize Digits ]

ofofof
ol ~Imln
ofof ]

Optimize for Low Bandwidth

Figure 8.3. A Randomized Javascript Keypad

2. Keypad without Javascript
If activated, the user will be shown a dialog similar to the Keypad with Javascript but
Javascript will not be used.

3. Simple input without Javascript
If activated, the user will be shown a very simple input dialog without the number pad for

SMS Token login. The user can only use the keyboard to enter the password. This option
does not require Javascript support.

Password Policy
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Password Source

Separate Passwords (?:. (This iz Recommended)

Internal Directory Password O (Requires External LDAP Server)
Common

Farce pazsword change every ul days

Pazswords to remember 7 0-7

‘Web Token

Minimum password length -]

hinimum letters 2

Minimum figures 2

Minimum special characters 1

Farce keypad when changing password |:|

SMS Token

Minimum password length 5]
hinitnom letters 2
Winimum figures 2
Minimum special characters i

Farce keypad when changing password |:|

Internal

The Password Source settings are:

Separate Passwords
If this option is selected, then the users will be assigned different passwords for Web and SMS
Token, as well as for the internal passwords for, as an example, Active Directory.

Internal Directory Password
If this option is selected, Clavister SAG will use the users internal password used to logon to
the internal network.

Note
Enabling this option requires that Clavister SAG is connected to an external LDAP
service.

The Common settings are:

Force password change every
The user's password will expire after the specified number of days. A user with an expired
password must change the password. If zero days are set, the password will never expire.

Passwords to remember

Clavister SAG can remember a maximum of seven old passwords for each user. When a user is
forced to change the password, they can not change to any of the old passwords previously
used.

The Web Token settings are:

Minimum password length
The minimum number of characters in the password. A minimum of six characters is
recommended.
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Minimum letters
The minimum number of letters in the password. A minimum of two letters is recommended.

Minimum figures
The minimum numbers of figures in the password. A minimum of two figures is
recommended.

Minimum special characters
The minimum number of special characters in the password.
The valid special characters are: I"#5'()*+,-/[I\A_{|}~y;<>=@

Force keypad when changing password
This will force the user to use the keypad when the user changes the password.

The SMS Token settings are:

Minimum password length
The minimum number of characters in the password. A minimum of six characters is
recommended.

Minimum letters
The minimum number of letters in the password. A minimum of two letters is recommended.

Minimum figures
The minimum number of figures in the password. A minimum of two figures is
recommended.

Minimum special characters
The minimum number of special characters See Web Token above for more information on
the valid characters.

Force keypad when changing password
This will force the user to use the keypad when the user changes the password.

Internal
Force keypad when changing password will force a change of password when the user
changes the password in the external LDAP server.

SMS Settings

The settings for the SMS servers and one-time passwords.
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SMS Settings

SME Credits can be purchased through the
Clavister Client Web at bitps: Scliertweb.clavister .com

Server Controls
Usze flash SMS

One Time Password
Mz walicd time: 180 Feconds

Mezsage prefix:

“alid characters ABCDEF GHIKLMHPOQRST LAY S 234567809
Pazsword length =] characters

Insert separator after |2 characters

Use separator

Server Controls relates to the functioning of the SMS server. The single setting is:

Use Flash SMS

If Use Flash SMS is checked, SMSs will only be shown on the screen and not stored in the cell
phone, thus avoiding filling the memory of the cell phone unnecessarily. Flash SMS is
included in the original GSM SMS standard and should be supported by all GSM phones that
have SMS support.

The One Time Password settings control how the one-time password sent to the user is handled
and formatted.

Max valid time
Sets the number of seconds a one-time password is valid. Recommended value is 180
seconds (3 minutes).

Message prefix
Sets a message prefix to be sent with the one-time password. For example: "Password is:"

Valid characters
Specifies the valid characters to generate the one-time password. It is recommended not to
include similar characters and letters such as 0 and O, 71 and / and so on.

Password length
Sets the length of the one-time password.

Insert separator after

A separator can be added to the one-time password to make it easier to read. The position of
the separator is set here, e.g. if the one-time password is of length six the separator should
probably be placed at position three. An example of a one-time password with separator is:
RE3-4XW.

Use separator
Sets whether or not to use a separator.

Obtaining SMS Credits

SMS credits are available for purchase through the Clavister Client Web internet site which is
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located at: https://clientweb.clavister.com.

The online payment system accepts credit cards only (VISA or Mastercard at the time of writing
although this will be extended later).
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8.3. Authentication Methods

Clavister SAG supports many different methods for user authentication, for example Web Token,
SMS Token, Vasco Digipass and SecurlD. The authentication methods are configured here.

Method Enabled Rank Heq. IP Address

Anony mous [ 1 | any v
Biasic [l | Ay v
Wel Token 1 L v
SMS Token 2 [l | Ay v
Enahle Ranking 4|

Test Logon F

Testlogor from 182.168.101.1

Testlogon should never be uzed in 5 production environment!

If an authentication method is not activated, users will not be able to login with this method. Nor
will the authentication method be shown among the login options on the first page. Please note
that every defined RADIUS server is also shown here.

The settings are:

«  Method
The authentication methods are:

« Basic - This method uses the HTTP authentication headers to send the authentication
information.

Note
Most web browsers have the possibility to store the password for Basic
authentication servers. This method is only recommended for internal networks.

- Web Token - A one factor authentication method. Users are authenticated with their user
name and password. This method is not as secure as SMS Token and access should
therefore be more restricted.

«  SMS Token - A two factor authentication method. Authentication is based on user name,
password and a one-time password. First the user enters the user name and password. If
the user name and password are correct, a one-time password will be sent to the user's
cell phone. If s he also enters the one-time password she will be authenticated. This
method is seen as more secure than Web Token as a user must also have the correct cell
phone to login.

« Digipass - This is a RADIUS server defined in the previous chapter.
+ Neg
If selected, users connecting from the address pool specified in the IP address field cannot

use this authentication method.

- IP-addresses
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This field specifies from which address pool this authentication method can be used.

Enable Ranking

With authentication ranking turned on, each user will get a navigator containing menu
entries for all resources that user has access to, no matter which authentication method she
used to log on. When the user selects a resource in the list that requires another
authentication method, Clavister SAG will automatically try to authenticate the user using
that authentication method. If access to the resource is allowed using more than one
authentication, Clavister SAG will select the authentication method with the lowest rank that
the user has access to.

Test Logon

Test logon allows the administrator to get full access to Control Center and resources that
access localhost from one or more IP addresses. Test logon is used to install Clavister SAG
before any user account is created.

Test logon from
The IP addresses from where Test Logon is allowed.

Note

Test Logon must never be used in a production environment.
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8.4. Authentication Groups

Authentication groups can be used to logically group two or more authentication methods.

These groups can be used in the access control in the same way normal authentication methods
are used.

Group Hame
14y Delete
2-0ay Delete

Al newy grougp.

To create a new group, click Add new group.
To delete a group, click Delete to the right of the group's name.

Mame:

Auth entication Methods

ANOnymaLsE [
Bagic: F
Wiek Taken [
SMS Token F

The settings for group creation are:

- Name
Your description of the group.

+ Authentication Methods
The methods for the group.
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+ Maintenance
In=tall License
Upgrade Software
Backup Configuration
Backup System
Restore Backup
Browze Filegyztem

Figure 9.1. The Maintenance Menu

Install License

This button is used to install a new license file.

The license file will be checked before it is installed. Please note that only the integrity of the file
is checked, Clavister SAG will not check if the license file contains the correct number of licenses,
nor will it check the host name of the Clavister SAG server.

The first step is to choose a file by typing in the full path or click on Browse. Click on Upload
once the correct file is chosen.

Pleaze chooze a license file to upload.
The integrity of the file will be checked to avoid activation of a corrupt license.

[ Browse. | [ Upload |

Then click on Activate license to activate the new license.
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The license file iz valid and ready for activation.
Please note that only the integrity of the licenze file has been checked.

There iz no guarantee that the right number of licenses iz correct,
nar that the right host names are specified inthe license file.

Activate License

The upgrade will be rejected if the license file is corrupt or damaged. If accepted the following
will appear.

The nesy license has been activated.

Click Here to returnto the status page.

Upgrading Clavister SAG

Clavister SAG can easily be upgraded to a new version from Control Center. To do this click on
Upgrade Clavister SAG. The integrity of the new program package will be checked before it is
installed. Please contact Clavister SAG support for more information and to obtain packages.

The first step is to choose the new program packet file and upload it to Clavister SAG.

Pleaze chooze the software package file to upload.
The integrity of the file will be checked to avoid installation of & corrupt package.

[ Browse. | [ Upload |

The packet will be decompressed.

Now the packet is verified and ready for installation. Next click on Install.

The new software package has heen verified and is ready for installation.

Plezaze note that anly the integrity of the package has been checked.
It may =till be rejected during the installstion.

Hovwvewver, the package will not be installed if
any incompatibilities are found during the installstion process,

Imstall Cancel

Clavister SAG must now be restarted after a successful upgrade. to do this click on Restart
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service to restart.

The zoftweare package iz novy being installed on all nodes.

Do HOT interrupt this process!

The following text will be shown until the service has been restarted. The login page will be
displayed automatically when Clavister SAG has restarted successfully.

Clavister Secure Access Gateway 1s restarting, Please waat...

Backup Configuration

This function is used to download the configuration files to your local computer.

Note

Only the configuration files are handled. The built-in user database, SSO-database and
customized pages will NOT be backed up. For a complete backup use the Backup
Installation feature described below.

Backup System
This function is used to backup the Clavister SAG system. All user data and customized HTML

pages as well as the network configuration will be backed up to a single backup file when this
function is used.

The backup file created is encrypted and can be opened only by the restore function described
next.

Restore Backup

This option is used to restore a previously created backup. Only backups from the 6.20 product
version or later can be restored with this function.

Browse File System

The Control Center File Browser is a powerful tool to administer files on the Clavister SAG server.
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3 logfiles
Lu senver
Za stunnel

Enter a directory name below and press the
"Create Directory™ button to create a new directory.

Create Directony

Enter the full path to a local file below and press the
"Uplead™ button to uplead a file to the current directory.

[ Browse.. ][ uplead |

The fields in this dialog are.

+ Index of
The title contains the current directory listed in the file dialog.

+ Enter a directory name below and press the "Create Directory" button...
A directory name can be entered in this field and the directory will be created when the
Create Directory button is pressed.

« Enter the full path to a local file below and press the "Upload" button...
It is possible to manually enter a filename in this field or to select a file by pressing the

Browse... button. The specified file will be uploaded to the current directory on the Clavister
SAG server when the Upload button is pressed.

Installation Root Directory Structure

All Clavister SAG files are stored in the Clavister SAG root directory on the server. The different
directories in the root directory are:

« lodfiles - Every log file is stored here.
« stunnel - This directory is used to store LDAP certificates for LDAPS functionality.
 server - This directory contains every web page and related files. The subdirectories are:

« custom_data-public - This directory contains every file that is accessible to everyone, for
example login pages and the Clavister SAG logo.

« custom_data-private - This directory contains the files that only are accessible to users
that have been authenticated, for example the welcome page.

Note

Each virtual host has its own custom_data-public and custom_data-private
directory. To browse to a specific virtual host's custom directory, use the drop-down
box in the upper left corner in the control center to choose host.

Browsing the /server Directory
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The browser has some extra functionality when browsing the directories in /server.

& Parent Directory

Jta20. cab Caopy
Jta20 jar Copry
Jta25 jar Capry
putty. exe Copy
ssh.conf Copry
gsh.html Copry
ssh.htrml-light Copy
ssh.html-pda Copy

Files wvith thiz color and size are a part of the: installstion and has MOT been modified by the
acminiztrator.

Files with this color and size are a part of the installation and has been modified by the
administrator.

Files with this color and size are not a part of the installation.

Enter a directory name below and press the
"Create Directory™ button to create a new directory.

Create Directony

Enter the full path to a local file below and press the
"Uplead™ button to uplead a file to the current directory.

[ Browse... |[ Upload |

The extra browser options are:

« Clavister SAG allows the administrator to customize pages and files without destroying the
default files.

« Files that are not modified are displayed in a blue font and have a Coy button next to them.

+ Files that are modified are displayed using a bold blue font and have a Delete button next to
them.

« Files that are not a part of a default Clavister SAG installation are displayed in a bold green
font and have a Delete button next to them.

« Modified pages are reloaded when the Activate Changes => Reindex Files is pressed.
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Activate Changes |

Figure 10.1. The Activate Changes Option

Any changes to Clavister SAG's configuration must be activated to work, click on the option
Activate Changes and the following dialog will appear.

Reload configuration

All changes made will remain inactive until s relosd of the
configuration iz made .

This will not terminate the active sessions unless the new
zettings directly affects the logged in users.

Reload configuration

Reindex files

If files are changed or added to the public ar private file
structure you must force the service to reindex all files,

Reindex files

Restart the service

In zome rare maintenance cases the service has to be restarted.
All active sessions will be dizconnected including your session.
This means that you have to relogin after 5 restart.

Use with care!

Restart Semwice

Shut down the server

Uzethis function to power off the Appliance.
Thizs shall always be done before the power cable is disconnected!

Shut Cown
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The options are:

+ Reload configuration
Clavister SAG will reload the configuration file and activate any configuration changes. Users
currently logged in will remain logged in.

+ Reindex files
Clavister SAG stores information on every file the users have access to, for example login

pages.

Clavister SAG must reindex files if they have been added to or changed in the directories
custom_data-public or custom_data-private.

Files must also be reindexed if the Cache Control has been changed for the resource
sag-local. See Section 4.3.3, “Cache Control” for more information on caching.

+ Restart service
For certain changes to take place, Clavister SAG must be restarted. One example is changes in
the LDAP configuration. This restart of Clavister SAG should normally not be done in a
production environment.

Important
All users will be disconnected and logged out from Clavister SAG. This includes the
administrator!

126



Chapter 11: Modification of Pages

To make changes to a webpage:

1. Browse to the directory where the file is located.

2. Click on the file name an choose to save the file to the local computer.
3. Make the changes and save the file.

4. To upload the file to Clavister SAG follow the steps described for file system browsing in
Chapter 9, Maintenance.

When the file is uploaded it will look similar to the following example where the file
commonfooter.html has been changed:
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& Parent Directory

commonfaater. html Copy
commonfaoter html-light Copy
commaonfaoter html-pda Copy
errorheader. html Copy
errarheader. html-light Copy
errarheader. html-pda Copy
head. html Capy
head. html-pda Capy
normalheader. html Copy
normalheader. htrnl-light Copy
norralheader hitml-pda Copy
nurnpad. htrl Copy
nurnpad. html-light Copy
requestraheader. htrml Copy
requestraheader. html-light Copy

Files with this color and size are a part of the installstion and has NOT been modified by the
acdministrator.

Files with this color and size are a part of the installation and has been modified by the
administrator.

Files with this color and size are not a part of the installation.

Enter a directory name below and press the
"Create Directory” Iutton to create a new directory.

Create Directany

Enter the full path to a local file below and press the
"Upload” button to upload a file to the current directory.

To remove the modified file, click Delete to the right of the filename.

Note

If changes are made to a file in the virtual host Default, these changes affect all virtual
hosts. This behavior is chosen because most organizations use the same customizations
throughout all virtual hosts.

To use the default page in a virtual host use the Copy button next to the file in the
custom directory of that virtual host. This will create a custom page that overrides the
custom page from the default host.

Include Files
The parts of the HTML code that are common to many pages are put in separate files that are

merged into the final pages during start-up or when re-indexing files. The files can be found in
the directory /server/custom_data-public/include.
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An example is:

<htm >
<body>
PARM i ncl ude: commonf oot er. ht m }
</ body>
</htm >

The parameter PARM({include:<fileName>} is replaced by the content of the file with name
<fileName>.

Language Support

During the merge the files are translated into separate files for each language using special
translation files for the configured languages.

The parameter PARM{text-<tagString>} is replaced by the translation of the string <tagString> for
each language. The language files can be found in the directory /lang underneath the root
directory.

The language files contain lines that look like:

<tagString> {space} <translation>

For example the English is:

pl easechooseaut hnet hod Pl ease+choose+aut henti cati on+nmet hod

The Swedish is:

pl easechooseaut hnet hod
V&aum ; | j +den+i nl oggni ngsnet od+du+vi | | +anv&auni ; nda

129



Appendix A: Load Balancing

Two or more Clavister SAG servers can be run as a cluster to achieve load balancing and high
availability. The servers (called nodes in the cluster) are connected with each other and exchange
information about sessions, configuration and current load.

If the Clavister SAG cluster shares the DMZ with any other hosts, it is important to use a separate
interface for the cluster traffic. This is to make sure that no other server interferes with the cluster.

There are some requirements for using a cluster:

+ Session Independent Resource Handling

SIRH must be enabled in order to use Load Balancing. See section General Settings in the
Clavister SAG Administration Guide.

+ License
The license file must include a license for load balancing.
« DNS
The DNS Servers must be updated to forward all DNS requests to Clavister SAG.

Below is an example of a BIND v9 zone file, where two Clavister SAG servers are used in a
cluster.

$TTL 86400
@ I N SOA nsl. conpany.com domai ns. conpany. com (
2004010101 ; seri al
86400 ; refresh
3600 ; retry
1814400 ; expire
?6400 ; default _ttl

I' N NS nsl. conpany. com
csnsl. conpany. com I' N A 10. 24.19. 2
csns2. conpany. com I N A 10.24.19.5
| ogin I'N NS csnsl. conpany. com
| ogin I'N NS csns2. conpany. com
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Clavister SAG can handle different types of parameters to get dynamic data in web pages and
paths. They can also be used to tell Clavister SAG what values to use for some Single Sign-On
procedures. A parameter consist of a tag and a name. For example: PARM{description}.

Parameters in destination paths and Access Control

Parameters can be used in search paths and in authentication control. For example: To make a
menu entry for a user's home directory in a file share, the administrator can enter
/home/PARM{gwuid}/ in the path of the menu entry.

Special parameters used only for Single Sign-on

An administrator can use parameters to tell Clavister SAG which values to send to an internal
resource on behalf of the user. This is done in Authentication Control in the Advanced Options for
the resource. For example, if the credentials to login to an internal resource are the same as the
credentials used to log on to Clavister SAG, the administrator can enter the parameters
PARM{gwuid} and PARM{gwpwd}.

There are also special parameters that can ONLY be used for Single Sign-On (SSO). If information
is missing in the SSO database, Clavister SAG will ask for it when the user first tries to use the
resource and then add it to the SSO database.

Parameter Functions

Functions are used to manipulate data and parameters in various ways. A function has the
following syntax:

function: nane([ paranmeterl] [, paraneter2]...[, paraneterN])

As an example, to cut the first 2 characters from the string 123456789, the following function is
used:

PARM f uncti on: subst ri ng(123456789, 2) }
The result will be the string 3456789.
Functions are very useful in combination with nested parameters as described later.

The following table is a summary of all available functions:

urlencode(in) URL Encode in

base64encode(in) Base64 Encode in

tolower(in) Make in lowercase

toupper(in) Make in upper case

substring(in,start[,end]) Remove start number of characters from the beginning on

in and, if specified, remove every character after end from
in.
Note: end is optional.

replace(in,search,replace) Replace search with replace from in. search can be a regular
expression.

Note: That a "]" in a regular expression must be escaped
with a backslash - "\]".

indexof(in,search) Return the offset of the first occurence of search or -1 if
search is not found in in.
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Function Name & Syntax Description

ifeq(test1,test2,data) If test1 and test2 are equal, replace the data.
Note: if statements can be sequential.
Example:ifeq("bosse’'nisse’"yes")else(No match)

ifgt(bigval,smallval,data) If bigval is greater than smallval, replace with data.

else(data) If no if statement matched earlier, replace everything with
data.

md5(data) Create MD5 hash of data.

shal(data) Create SHA-1 hash of data.

trim(data) Remove spaces before and after data.

Nested Parameters

Nested parameters are basically several parameters within each other. There is a very important
difference with regular parameters and nested ones. Nested parameters have the syntax
PARM[something], while regular parameters have the syntax PARM{something}.

Nested paramater names and regular parameter names are the same. It is only the parameter
prefix that differs, as described above.

As an example, if we would like to cut off the first 2 characters in the user's username and then
base64 encode it, the expression would look like this:

PARM f unct i on: base64encode( PARM f uncti on: substri ng(PARM gwi , 2)]1)}

Parameters

The following table is a summary of all available parameters and their function.

Parameter Name

Custom
Headers,
Menu
paths,
ACL

Search
&

Replace

Description

PARM{gwuid} X X Current user's ID.
PARM{gwuidlow} X X Current user's ID in lower case.
PARM{certuserid} X X Same as LDAP attr. "Cert User ID".
PARM{gwfdn} X X Current user's distinguished name.
PARM{gwpwd} X X Current user's password
(Basic/WebToken/SMSToken only).
PARM{givenname} X X The logged in user's given name
(Basic/WebToken/SMSToken only).
PARM{surname} X X The logged in user's surname

(Basic/WebToken/SMSToken only).

PARM{gwsso-uid}

Current user's SSO entry (user id).

PARM{gwsso-pwd}

Current user's SSO entry (password).

PARM{gwsso-dom}

Current user's SSO entry (domain).

PARM{gwregexpN} Used in conjunction with prefetch function in form filler.
PARM({ldap1..4} X X Custom LDAP attribute #1 - #4.

PARM{vhostname} X X The first virtual host name of the current session.
PARM{gwnodeprefix} X X The cluster node prefix, eg. m01.

PARM{gwhostname} X X The default host name eg. login.gw.se.

PARM{gwsid} X X The user's session ID.

PARM{gwcip} X X The user's client IP address.
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Parameter Name SSO Custom Search Description

Headers, &

Menu Replace

paths,

ACL
PARM{addresspool} X X X Name of the address pool of the client. Empty if no match.
PARM{groups64} X X X Base64-encoded list of user groups for current user.

Separated with ";".

PARM{gwresourceurl} X The Clavister SAG URL to access the current resource.
PARM{gwtunnelport} X Client port when using Quick- or SSL tunnel mode.
PARM{gwauthmethod} X X X Authentication method (name or CC-ID).
PARM({reloginurl} X X X The initial URL if it was an autostart URL.
PARM{function:name()} X X X Various functions described above.

Parameters in Clavister SAG web pages

Special parameters are used in the Clavister SAG web pages to get dynamic error messages or
other dynamic information. The value of the parameters is set in the URL for the web page.

An example would be:

https://1ogin.C avi ster.se/sag-|ocal /errornessage. htm ?
descri pti on=Error+Code+113

In this case the file errormessage.html will be requested with the parameter description set to
Error Code 113.

The parameter PARM({include:<fileName>} is replaced by the content of the file with name
<fileName>.

The parameter PARM{text-<tagStrings>} is replaced by the translation of the string <tagString>
for each language. The language files can be found in the directory /lang and these file should
CANNOT be changed. The files contain lines similar to: <tagString> {space} <translation>. For
example: pleasechooseauthmethod Please+choose+authentication+method

The code in the web page is: PARM({text-pleasechooseauthmethod}

The result in the web browser is: Please choose authentication method.

Sometimes you need to url encode what is sent to a web server (form based login). This done

with:
PARM{function:urlencode(/PARM[gwregexp1])}

An example use of PARM{gwuid}: Map Network drive on Windows Client

Step 1 - A tunnel resource is added to the file server at port 139.
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Configure Tunnel Resource "test™ a.k.a "test™

Description: test

The Server Address may be an P Address or & DNS Mame.

It can also be comma separated list of addresses o DNS Names.

Thiz iz useful when load balancing between several physical servers,
Example: maifl company commallé company.com 10104 1.2

Server Address: 192 468.101.40

It is possible to specify multiple TCP andior UDP ports.

Syntax for TCP Ports: =port numbers ar top:sport nambers
Syntax for UDP Ports: Jdp=port numbers

Examiple: 1080 tcp 6667, o 5553

Ports: 128

Skip SSL handshake: [ (This can be used to minimize the traffic on GPRS connections)

[ Advanced Options ][ Cance| ][ Save [ Update ]

Step 2 - A menu entry is created for the resource using Add new entry. Clavister SAG lets the
administrator select tunnel type.

v Map Windows Share on Windows Client
¢ Start Local Client Application
¢ Custom TCPAUDP Tunnel
<Back | Abort | Next> |

k.,

Clavister SAG suggests using Map Windows Share on Windows Client. Click Next.

Step 3.

Choose drive letter and share name

Erter the local drive letter to map.

Drive Letter |L

Shiare Mame |Encrypted

Erter User Mame, Domain and Password, of leayve any ar all of them blank.
The User Mame can also be set to PARM mouidl inthiz caze

the User Mame will be et to the logged on user,

=zer Mame | FPARWM{guoid}

Pazsword

Darmain

[ < Badk ][ Cancel ][ Mext = ]
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Enter the drive letter for the share on the client. Also enter the share name on the server, in this
case the share name is Encrypted. The user name could be a static user name on the server.
However, it is also possible to use the Clavister SAG user id by entering PARM{gwuid} in the User
Name field. If the password field is left empty, the Windows client will ask for the password upon
connection. The Domain field is optional.

Step 4.

Enter a description for this menu entry.

Thiz text will be displayed in the navigation windowy, so it's
recommended to try keeping it short.

Description |Map drive encrypted
Alzo choose if the user should be asked to accept
ar deny every connection made to the tunnel.
Dialog | Ho |+

If you specity a group belowy then this menu entry
will be selected instead of the welcome page for every
users that is & member of the specified group.

Autostart Group | No Autastart | s
It iz alzo possible to select that this menu entry
shall be vizible in the special Autostart Mavigator,

Hide Havigator [ |
Autostart Havigator [

The menu entry is named in the usual way. Here it is called Map Drive Encrypted. When Next is
pressed, the menu entry is created with the correct parameters. When the menu item is selected
in the navigator, Windows maps the disk.
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Objects

For Clavister SAG to be able to store Clavister SAG specific information in an external LDAP, some
extra attributes and an object class is needed in the LDAP server.
Attributes

These attributes have unique Object IDs. Clavister SAG's OID number is: "1.3.6.1.4.1.5089.101".

The individual attributes have the Object ID: 1.3.6.1.4.1.5089.101.* where the *is one of the values
from the Last Digit(s) column in the table below.

saglLoginFail int .

saglLoginFailTimestamp int 2

sagStatus int 3

sagMemberOf int 4

sagExpires int 5

sagSMSPassword string .10
sagSMSPasswordTimestamp string A1
sagSMSOldPasswordList string a2

sagSMSCellphone string 13

sagWebPassword string .20
sagWebPasswordTimestamp string 21
sagWebOldPasswordList string 22

sagEmailAddress string .23 Optional
sagComment string 24

sagCertUserlD string 25 Optional

Note

The sagComment attribute is not optional and should be entered.

For example, the attribute sagLoginFail has the complete object id: 7.3.6.1.4.1.5089.101.1.

The attributes should all be single value attributes that are case insensitive.

Type with Active Directory

When specifying the Type with Microsoft Active Directory, a type of int in the above table is
equivalent to Integer in AD. A type of string in the above table is equivalent to IA5-String in AD.

Type with Novell

A type of int in the above table is equivalent to Integer with Novell. A type of string in the above
table is equivalent to Octet String with Novell.
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Object Classes

Only one (auxiliary) object class is needed for Clavister SAG. (This is not needed for Microsoft
Active Directory Servers).

Object class name Complete OID
sag 1.3.6.1.4.1.5089.102.1
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This section contains information about how to set up Clavister SAG to use Microsoft Active
Directory as an external user database.

Caution
Changes made to the active directory schema are permanent. Therefore, make sure the
necessary backups exist for the server before continuing.

Schema Snap-in for Management Console

Clavister SAG needs some attributes to be added to the Active Directory Schema. To add
attributes the administrator can use the Active Directory Schema snap-in for management
console. Start the management console by typing mmc in Start => Run and pressing Enter.

For domain servers running Windows 2000:

The snap-in is not installed by default in the Windows 2000 installation, but the Adminpak.exe
program on the Windows 2000 Server CD-ROM will install it.

Add the snap-in to the management console (see below).

Once the snap-in is added, the top-level entry Active Directory Schema is added to the
navigation pane. Right-click it and choose Operations Master. In the resulting dialog box, make
sure that the checkbox labeled The Schema May Be Modified On This Domain Controller is
checked.

For domain servers running Windows 2003/2008:

The snap-in is installed by default but must be enabled. This can be done by entering the
following command in a console:

> regsvr32 schnmgnt . di |

This will enable the snap-in which then can be added in management console.

Add the Snap-in

Add the snap-in by selecting Add/Delete Snap-ins under the File menu. Select the Active
Directory Schema snap-in from the list of snap-ins.
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Add or Remove Snap-ins [ x|

¥ou can select snap-ins For this consale From those available on wour computer and configure the selected set of snap-ins. For
extensible snap-ins, wou can configure which extensions are enabled,
Available snap-ins: Selected snap-ins:

Snap-in | Ve & [ Console Root Edit Extensions. .. |

ﬁ.ﬁ.ctive Directory Domains and Trusks M :ﬁ Active Directory Schema [LabDn

& ema Mi P |

Eb-f:.ﬂ.ctive Directory Sites and Services it

:_ Active Directory Users and Computers M Mave Lp |

- Activer Contral M

2 aDsT Edit Mi Mye Do |

.ﬂ.uth-:-rizatiu:-n Manager Il Add > |

Eill certificates Mi

2. Component Services i

%Cnmputer Management i

..E‘nlDevice Manager Il

(=4 Disk Management Mi

% DMS MY

] | | _;I_I ] | | ﬂ Advanced. ..
Description:

View and edit the Active Directory Schema

o4 I Zancel

Press Add and press OK in the next dialog to return to the console root tree.

Add Attributes

By right-clicking the Active Directory Schema => Attributes select New Attribute.

onsolel - [Console Root' Active Directory Schema [LabDC.LABNET.COM] Attributes]

E File  Action  Wiew  Faworites  window  Help

| Eunsole Roat Iame | Syntasx |
=l & Active Directory Schema [LabDC LABNET.COM] EaccountExpires Large IntegerInteryal
; Classes EaccuuntNameHistory Inicode Skring
d EaCS.D.ggregateTnkenRatePerLlser Large Integer/Inkeryal
Create Attribute... EaCSAIIocableRS\-‘PBandwidth Large Integer/Inkerval
Artribuke, . aCaCacheTimeouk Integer
=, ai_5Direction Inteqer
Wiew ’ 1" acSDSEMDeadTime Integer
Mew Window From Here 1" aCsDsEMPriarity Integer
New Taskpad View, .. EaCSDSBMReFresh Inkeger
EaCSEnablenCSService Boolean
Refresh 1" aCSEnableRSyPAccounting Baolzan
Export Lisk... EaCSEnableRSVPMessageLngging Boolean
Help EaCSEventLogLevel Inkeger
EaCSIdentityName Inicode Skring
T .’ B o R Tt TSP R BT g TEVCPN g NV [ PP I mwmem Tebmmme i Teb e =l

The system will display a warning, telling you that adding attributes to the schema is a
permanent operation. Press Continue.

The new attributes and their respective OID and syntax can be found in Appendix C, External
LDAP Attributes and Objects. Make absolutely sure that the information is correct before adding
each attribute. Changes made are permanent. Below is an example of how the information
should be added.
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Create Mew Attribute

! Create a Mew Attribute Object

i~ ldentification
Commat M ame:; IsagLoginFail
LOAP Dizplay Mame: IsagLDginFaiI

Unigque =500 Object 10: |1.3.E.1.4.1.5D89.1D1.1

Drezcription: I

 Suntax and Range

Syntas: IIntegel j
irinaum: I
[GEETI I
[ Mulivalued
(] I Cancel Help

Adding attributes to the object class person

The attributes must then be added to the object class person. This is done by viewing the
properties for the class person under the Classes item in the tree.

person Properties | 7 x|
" General I Fielationship  Attributes I Drefault Securityl
g | 4 pErson
= |

t andatary: -

Optional: |attributeEeltificate.t’-‘«ttribute add
seedlso e
serialMumber
zh
telephoneMunber
uzerPassword

(] 4 Cancel Hpply Help

Add all of the sag-attributes as optional attributes to the object class person.

Configuring Clavister SAG to use an Active Directory Server
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Tip

Make sure that the administrator can log on to Clavister SAG even if the configuration
for the active directory fails. This can be done by either configuring another virtual host
to use an internal LDAP, or by temporarily allowing test logon from the IP of the
administrator's computer during configuration of the LDAP service.

LDAP Settings

In Control Center, configuration for the user database can be found under the LDAP Settings
tab. Below is an example of how the settings might look for Active Directory.

LDAP Settings

Server Type (requires restart)

Buitt in O elirectory o
External O]} Active Directary ®
External uzing encryption &) Cther C.

User Password Handling
Al Password Change

Wakn time 14 | Days

Cache Settings

Max Cache Sge G0 | seconds
Connection Settings [requires restart)

LDAP Server and port 10.1032.10.19 fez=ts]
Us=er (dn) cn=admin, de=local
Pazsword [ e————

Search Settings

Use nested groups

Uzer search hase ou=uzars,de=local

Group search baze au=groups,de=lacal

Product Group cn=users,au=groups,do=local

U=e user location in ACL

Cortziner ohjectClasses arganisatianalUnit,container (Separate with comma)

Ohject Classes

Product objectClass zag

User objectClazss person

Group ohiectClass memberOf
LDAP Attributes

The Control Center features the option to load default attribute settings for the most commonly
used LDAP servers. To load the default settings for Microsoft Active Directory, select Active
Directory in the drop down box and press Save/Update. The default attribute settings are now
loaded.

For information about the fields, please see Section 5.8, “Local Database Settings”.
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This section contains information about how to set up Clavister SAG to use Novell
eDirectory/NDS as an external user database.

Clavister SAG needs some attributes to be added to the schema. To add attributes the
administrator can use the Novell ConsoleOne application. Open Schema Manager.

Create Attributes

First create the new attributes. The attributes to create can be found in Appendix C, External
LDAP Attributes and Objects.

Create Attribute
Enterthe name ofthe new attribute.
Novell
Attribute name;
IsagLoginFail
ASMT T

I1.3.E.1.4.1.5089.1D1.1

Ta continue, click Mext.

= Back | Mt = Cancel | Firish | Help |

To add a new attribute, press Create under the Attributes tab.
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I8 Schema Manager [SSGOES-TREE]

Classes Atttibutes |

Attributes (1 0427

T N - |
[Mathing]

accessCardMumber

Account Balance

AL

Alizzed Object Mame Celete. ..
Dllowy Unlimited Credit

apchadmn-BlockType

spchadmn-Configurationinto

apchadmn-ModuleDizable

apchadmn-ModuleFileMName

spchadmn-MaduleCOhjectFile

spchadmn-ModuleSymbolMarme

spchadmn-Scope

apchadmn-Serverdlias

spchadmn-ServerConflastModified

apchadmn-ServerLastBackup

aspchadmn-ServerMame

apchadmn-ServerPath

apchadmn-ServerPlatfarm ﬂ

Cloze | Helg |

Select the correct syntax for each attribute, Integer or Octet String, depending on which attribute.
All attributes should be Single valued.

Add Object Class

Under the Classes tab, select Create to create the class.

Create Class E3 I

Enter the name of the new class.

Novell

Class name:

|sag

ASN 1D
II.3.E.1.4.1 B083.1021

Ta cantinue, click Mext,

= Back | Met = Cancel | i =t | Help |

The new class should be an auxiliary class.
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Create Class

Setthe class flags for the class.

Novell

" Effective Class
" mon-Effective Class

[~ Cortainer Class

To continue, click Mext.

= Back | et = Cancel | Friristr I Helgp |

Let the new class inherit the object class person. Leave the Mandatory Attributes as they are.

Create Class |
Selectthe class or claszes the new class inherits from.
Novell
Available clazses: Inhetit frorm:
e
‘:;? oncRpc “—I
Qrganization

Croganizational Person
Organizational Role
Organizational Unit

-+ Partition

2 phica L :I
ﬂ? pkilser

‘? posixAccount

‘_}? posixGraup

L@ Printer j

Auxiliary classes do not reguire inheritance. Multiple class inheritance is
permitted, but not generally suggested.

To continue, click Mext.

= Back | et = Cancel | Firrizty | Help |

Add the sag* attributes you just added to the list of optional attributes.
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I8 Add optional Attribute
Select the optiohal sttributes for the class.

Available sttributes:

Add these attributes:

[FESEa0E ROLTg SFoLE
Mezzage Server

Mezsaging Database Location
Mezsaging Server
Meszsaging Server Type
MHS Send Directory Path
MHS Send Directory Yolutme
modified ACLENtry
monitoredConnection
MNCSBCC LUM Map
NCSBCC Peer Auth

NS BCC Peers

MCSBCC Revision
MNCS:BCC Scripts

NCSBCC State

MCS CRM Failback haode
MCS:CRM Failover Mode
MCS CRM HMO Setting

=

T3 LT LB AT ILE
azvDefaultRange
nasvPropozediabel

kP E
finimurm Account Balance
obile
LI rnadifier sMame ﬂ
K Cancel | Helg |

Use the default naming attributes. We ar
eDirectory.

e now ready to configure Clavister SAG to use this

Create Class E3 I

Select the naming attr

Novell

Available sttributes:

urnber
azsistantPhone
city

co

Company
costCenter
costCenterDescription
creatorsMame
epartmenttumber

e

ol i

Once naming is changed, inheritance is notused Press resetto restare inherited

narning.

To cantinue, click Mext

ibutes for the class

Add these sttributes:

UniguelD

fReset |

= Back | Mesxt = Cancel | Finfzh | Help |
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This appendix covers usage of the Message Center module in Clavister SAG. The purpose of
Message Center is to allow the administrator or dedicated users to send SMS and email messages
to users registered in Clavister SAG. The Message Center is ideal to use for sending status
messages about resources within Clavister SAG to affected users.

Message Center is accessed through the navigator in Clavister SAG.

General Buttons

There are three general buttons that are common in Message Center.

<Back | Abort | Nest> |

< Back
Cancel the current stage and go back to the previous stage.

« Abort
Cancel the current stage and go back to the beginning.

+  Next>
Accept the settings and continue to the next stage.

Message Center use is divided into 6 stages which are described below

Step 1 - Enter a message.
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Enter Meszage
Thiz iz a wizard used to send messages to uzers with SWS andior e-Mail.
Choose preferred delivery method
@' Send both SMS and e-Mail

C‘ Send only as SMS
C‘ Send only as e-Mail

Enter SMS message (MAX 160 characters)

Thiz i=s & text message sent a3 an SM3

123 Characters left.

Enter e-Mail message

|:| Check if same as SMS message.
Subject: \Meszage from SAG

Thiz iz a test message Sent as ah e-mail

f/¥our SAG Adwinistrator

+ Choose preferred delivery method
Select if the message shall be sent as both as SMS and email or only as SMS or email.

+ Enter SMS message
Enter a message that will be sent as a SMS message. The message can only contain 160
characters.

- Enter e-Mail message
Enter a message that will be sent as an email message.

« Check if same as SMS message
Check this check box if the same message shall be sent both as SMS and as an email message.
This is the default behavior.

+ Subject
The subject of the email message.

Stage 2 - Select virtual hosts.

This stage is only available if there are any virtual hosts configured in Clavister SAG.
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Select Yirtual Hosts
Select one or more Yirtual Hosts from the list below.

Virtual Hosts

[ zelect s Deselect A1

O etaut
O External
O pemo
D Login

D Defaul

[[=pas |[ abot |[ Mext= |

Select one or more Virtual Host and click Next >.

Step 3 - Choose selection method.

There are 5 different ways to select users that shall receive the message.

Message Center

Choose Selection Method.

C‘ Select all users

C‘ Select users by selecting one or more groups

fr Select uzers by selecting one or more menu entries
C‘ Select users by selecting one or more resources

C‘ Select users individually

[ pask | [ Abet |[ Mext= |

- Selectall users
This will select all users, however it is possible to remove users from the selection in the next
stage.

« Select users by selecting one or more groups
This will select users that are members of the groups that can be selected in the next stage.

+ Select users by selecting one or more menu entries
This will select users that have access to the menu entries that can be selected in the next
stage.

+ Select users by selecting one or more resources
This will select users that have access to the resources that can be selected in the next stage.

« Select users individually
This is the opposite of Select all users.

Step 4 - Selecting menu entries, resources or groups.

Depending on which selection method was chosen in the previous stage, this stage will be used
to select menu entries, resources or groups.
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Message Center

Select one or more menu entries.

Available menu entries Selected menu entries

Control Center
Hez=zage Center

Dutlook Web Access

File Share
Remote Desktop
S5H Tunnel
Hetwork Connector

=2
Telnet -
e
Clavister
Google

S50 Handler

T=zer Settings

Change Pa=zsword

Change SHS Token Password

Change WebToken password v

[ Bas |[ Aot |[ Mexts |

Select the menu entries and click on the >> button to add them to the list of menu entries that
will be used to select users in the next stage.

leszage Center

Select one of more menu entries.

Available menu entries Selected menu entries

Control Center Cutlook Web Access
Hes=age Center Remote Desktop
S5H Tunnel
File Share
Hetwork Connector
Telnet
WHC

Clavister

Google v

S50 Handler

T=zer Settings

Change Password

Change SMS Token Password

Change WebToken password

Hes=zage Center

[ < Bade || Abort |[ Hext> |

When done selecting menu entries, click Next > to continue to the next stage. Note: To remove
selected entries, select them in the right selection box and click on the << button.

Step 5 - Selecting or removing users.

If menu entries or groups has been selected in the previous stage, then the users that have
access or are members of the selected groups will be preselected in this stage.
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Mezsage Center
Select one or More users.

Dezcription of the prefix

b - Can send both as SMS and e-Mali
= - Cap oy sepd SMS

e - Carn only send e-WMail

1. Cap't send any message

Available users Selected users
b Uzer -~ lame = Demo User ~ demo
= U=zer ~ test b Jame= Smith ~ jasm

b Marcus Henchel ~ mahe

[« pas |[ abot |[ et |

It is now possible to select more users or remove users by using the << and >> buttons. When
done, click on the Next > button.

Step 6 - Summarize before sending.

Message Center
Review User Information

Will zend SMS to 3 users

Wil zendd e-Mail to 2 users

[z Bas | [ Abort |[ Nemt» |

+  Will send SMS to X users
This indicates how many SMS that will be sent.

«  Will not send any email
This indicated how mail emails that will be sent.

When the Next > button is clicked, the message will be sent to the selected users. A status page
will be shown where real time information about the sending progress and status of each
message is displayed.
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This appendix collects together answers to a selection of Frequently Asked Questions that can be
helpful in solving various Clavister SAG problems.

Question Summary

1. Problems with Outlook Web Access using Internet Explorer.

2. Internet Explorer hangs and switches resource when running the ICA client (java applet).
3.Single Sign On does not work when using test logon, why?

4. |s it possible to access multiple resources at the same time?

5. Clavister SAG generates a configuration file error, why?

6. The RSA ACE Server generates the error Node verification failed when a user tries to log in.
7. Unable to make a backup of the configuration file from Control Center.

8. Connection to the Citrix Metaframe v1.8 server fails.

9. Internet Explorer is unable to load the tunnel.

10. How can | find out when a user made his last log in?

11. 1 changed the server address of a resource, but some users are still routed to the old address.
12. When | try to access a resource | get logged out from Clavister SAG.

13. A user enters username and password of an internal resource but nothing more happens.
14. Searching for users in the root of an Active Directory domain fails.

15. The autostart menu entry is started but no navigator is visible.

16. Our clients run Windows XP Service Pack 2, what should we do?

17. What characters are allowed in passwords?

18. Why does the Windows Share Java client give a Java error?

Questions and Answers
1. Problems with Outlook Web Access using Internet Explorer

« Internet Explorer must be allowed to cache web pages from Outlook Web Access, otherwise
the inbox will not load properly. To solve this, make sure that a Cache Control rule exists for
the resource. Set the attribute Cache Type to cache or no-store depending on your security

policy.

+ IS running Outlook Web Access 2003 can have trouble reading chunked client data. Make
sure the Quick URL Converter checkbox is checked for that resource.

2. Internet Explorer hangs and switches resource when running the ICA client (java applet).

This is a bug in the ICA client and should be solved in the latest version of the ICA client. Always
log out from the ICA client before switching resource.

3. Single Sign On does not work when using test logon, why?

This is because users must be authenticated for Single Sign On to work.

4.ls it possible to access multiple resources at the same time?

It's possible if Session Independent Resources Handling (SIRH) is configured and available. To run
SIRH you must configure your DNS for SIRH and Clavister SAG must use a wildcard certificate.
More information about SIRH can be found in the administration guide in the chapter General
Settings.

5. Clavister SAG generates a configuration file error, why?

The order of the sections might be wrong in the configuration file. In early versions of Clavister
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SAG, the order of the sections in the configuration file was significant.
The correct order of sections is:

SERVER
SMS_SERVER
SMS_OTP
SOFTTOKENS
AUTHENTICATION
AUTHENTICATION_METHODS
LDAP
CACHE_CONTROL
ACL

MENU

TIMEOUTS

HOST
URL_PATTERNS
IMPORTED_GROUPS

6. The RSA ACE Server generates the error Node verification failed when a user tries to log
in.

This error can have several causes:

The ACE agent chooses the wrong IP address. This can be fixed by creating a file named
/opt/gw/securid/sdopts.rec. The content of the file should be: CLIENT_IP=<The IP address of the
Clavister SAG server>.

Wrong type of Agent Host has been chosen in the server. The Agent type must be set to Net
OS in the ACE Server for Clavister SAG.

« A change has been made and Clavister SAG must be restarted. This can be done from the
Control Center or with the Windows console command:

service ng restart

from the command line.

7. Unable to make a backup of the configuration file from Control Center.

This occurs if Internet Explorer is not allowed to cache/save files. To fix this problem, go to Cache
Control, add the resource mgcontrol and set the attribute path=*.

Cache Control

These settings are unigue for esch Virtusl Host.

Reszource Path Cache type
epizerver-http-std  * cache
outleok * private
owa-force * cache
gw-local lenc-ingtall exe cache
gw-local /draw board/drawboard.cab cache
gw-local Mdrawboard/drawboard.jar cache
gw-local flicalJICA-cdmM.cab cache
gw-local ficatJICA-cdmM jar cache
gw-local ficatJICA-clipboardM.cab cache

L 1 Sima 110 liry by Akl i, b

8. Connection to the Citrix Metaframe v1.8 server fails.

This happens because Citrix Metaframe v1.8 demands the module "Thin Wire". To activate "Thin
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Wire":
+ Create the directory ica in custom_data_private.

- Copy the files citrix-desktop.html| and citrix-desktop-seamless.html ~ from:
default_data-private/ica to custom_data-private/ica.

Modify the line:

ar chi ve="JI CA-coreN. jar, JI CA-configN. jar, JI CA-cdnN. j ar,
JI CA-clipboard.jar,JI CA-printerN. jar"

to:

archi ve="Jl CA-coreN. jar, JlI CA-configN. jar,Jl CA-cdnm\. j ar,
JI CA-clipboard.jar,JI CA-printerN.jar,Jl CA-twlN.jar"

+  Modify the line:

<par am nane="cabi net s" val ue="Jl CA- coreM cab, JI CA- confi gM cab,
JI CA- cdmM cab, JI CA-cl i pboard. cab, JI CA-printerM cab">

to:

<par am name="cabi net s" val ue="Jl CA- cor eM cab, JI CA- confi gM cab,
JI CA- cdmM cab, JI CA-cl i pboar d. cab,
JI CA-printerM cab, JI CA-t wlM cab" >

« Check that /ica/JICA-twi1M.cab and /ica/JICA-tw1N.jar exists in Control Center under Cache
Control.

Click on Reindex Files in Control Center, then Activate Changes.

Note
The first two steps can be made from the File Browser in Control Center.

9. Internet Explorer is unable to load the tunnel.

This can occur if Microsoft Java VM is used and the certificate is not signed by a trusted CA. To
solve this problem you must allow caching of the file /tunnel.cab for resource gw-local.

10. How can | find out when a user made his last log in?

It's possible to search in the log files. You can use the following command in a shell console to
find for example the user with user-id masamasa:

user=nmmsa; (for i in /opt/gwlogfiles/authlogs/*.log* ;
do if echo $i | fgrep -q .9z ;

then gunzip -c $i | fgrep -h -- '- S$user ';

else fgrep -h -- '- $user ' $i; fi; done) | sort | tail

11. 1 changed the server address of a resource, but some users are still routed to the old
address.

Any user connected to the resource before the address change took place must now relogin to
Clavister SAG for the address change to take place for his account.

12. When | try to access a resource | get logged out from Clavister SAG.
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This happens if Session Independent Resource Handling (SIRH) is activated and the resource name
contains DNS characters that are not allowed such as the underscore. Only use valid DNS
characters in the resource name to avoid this problem.

13. A user enters username and password of an internal resource but nothing more
happens.

In some cases if a user name or password contains a % percent character the authentication to
the internal resource will fail. This is because the % character is used as an escape character in the
character encoding standard used by HTTP. The work around is to avoid % characters in user
names and passwords.

14. Searching for users in the root of an Active Directory domain fails.

If Clavister SAG is configured to use an external user directory based on Microsoft's Active
Directory and searching for users directly from the root of the domain fails, it might have to do
with how DNS is configured.

Assume that the domain is company.com. When searching for users, Clavister SAG might get the
message from the controller to search for users in company.com and
DomainDnsZones.company.com. If Clavister SAG is not able to look up these URLs the search will
fail.

The solution is to make sure that the Clavister SAG server can look up those URLs. This can be
done by adding a line to the /etc/hosts file on the Clavister SAG server that might look
something like this:

10. 0. 0. 100 conpany. com Domai nDnsZones. conpany. com

Where 10.0.0.100 is the IP of the domain controller for the domain company.com.

15. The autostart menu entry is started but no navigator is visible.

The Hide Navigator checkbox is probably checked for the auto started menu entry. This means
that the navigator with the other resources (including Control Center) is hidden. To reach Control

Center again, enter the control center address manually in the adress bar after login. The address
should look something like this:

ht t ps: // gwxXX- gwcont r ol . conmpany. conl ngcont r ol
Replace XX with the hexadecimal node id for the server that you are logged in to.
16. Our clients run Windows XP Service Pack 2, what should we do?

Service Pack 2 of Windows XP interferes with Microsoft's Remote Desktop Web Client. Clavister
SAG has been designed to deal with the technical aspects of Service Pack 2 in combination with
Microsoft's Remote Desktop Web Client, however the user interaction is needed in a much wider
scale the first time a communication tunnel is used by the user, since Internet Explorer has been
upgraded to disallow file downloading and a Firewall has been integrated in Service Pack 2 to
disallow java applets to listen on local sockets by default.

Below are gathered a few screenshots to guide users through the different steps that has to be
performed in order to run Clavister SAG (and many other applications) in Windows XP Service
Pack 2.

One new feature in Internet Explorer is that it blocks popup windows by default. Since Clavister
SAG uses a navigation window, we need to allow popups.
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f x|

— Did you notice the Information Bar?
: The Information Bar alerts you to security-related conditions
for example, i a potentially unsafe file or pop-up was just

blocked). f a webpage does not display propery, look for the
Information Bar at the top of the page and click it

[1Dont show this message again

Leam about the Information Bar

Click on the Information Bar and select Always Allow Pop-ups from This Site...

Display Blocked Content
What's the Risk?

riifica

Content was blocked because it was not signed by more information ificate

Far more information, see "Certificate Errors” in Internet Explorer Help.

The users must accept the actual popup from the Clavister SAG site.

When running a communication tunnel for the first time, for instance to access VNC or a Terminal
Server, the user has to accept the Java Applet that encrypts and authenticates the
communication between the client and Clavister SAG. Click on Run to allow the communication
tunnel to start properly.

When the communication tunnel has been started, the Windows Firewall in Service Pack 2 will
automatically block it from listening on the local sockets. It is very important that the user
instructs the firewall to unblock it. This is done by clicking on the Unblock button in the dialog
that will appear.

The following steps are only performed for published Terminal Servers or for any other custom
publication that involves downloading of files:

« If the user tries to access a published Terminal Server in Windows XP Service Pack 2, Clavister
SAG will automatically try to start the local Remote Desktop Client which Internet Explorer
will prevent.

« The user must select Download File... from the Information Bar that will appear in Internet
Explorer.

«  After the user have accepted to download the file, Internet Explorer will reload the first page
where the user has to select screen resolution and click on the Connect button again.
Clavister SAG will try to start the local Remote Desktop Client that is preinstalled on Windows
XP. The user must select Open and also uncheck Always ask before opening this type of
file, this is done to prevent this dialog every time the user connect to a Terminal Server,
secured by Clavister SAG.

« If the administrator has accepted mapping of local disk drives or printer, the user will be
prompted to accept these mappings.

The text Detecting Windows XP SP2 is displayed in the Status bar in the Clavister SAG client when
Clavister SAG identifies Windows XP Service Pack 2. This test takes around 3 seconds to perform
if Sun's Java VM is installed on the client. It will take around 10 to 15 seconds if the Microsoft Java
VM is installed.

17. What characters are allowed in passwords?
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The following characters are allowed in passwords when using the local user-database:

VS ()%, -./[\]1~_"{]}~; =@ 0123456789ABCDEFGHI JKLVNOPQRSTUVWKYZ
abcdef ghi j kl mopqr st uvwyz

If using an external database, it may allow other characters depending on the password-policy
for that database.

It is recommended to never use the characters AAQ or ddé in a password.
18. Why does the Windows Share Java client give a Java error?

The default Resource Port Number for the Windows Share Java client is 739 and this is suitable for
Linux servers. When using a Windows server, the port number should be changed to 445.
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